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CnnCcoK N3MeHeHNn

2024.11.15 — pobasneHmne GyHKUUM 334ePHKKU MOBTOPHOIO NonagaHnsa B MOHUTOPWUHT,
HeobXxoAMMO B Cly4ae OTCYTCTBUA 0OPATHOM CBA3M, HANPUMEP BOPOT, KOF4a NPOUCXOAUT
cobbITMe [OCTYNa, HO AOCTYN He NPefoCTaBAEH.

2024.11.14 — Nony4yeHne MHGOPMALMM O CUHXPOHU3ALLMK Katoueln mexay 6a30M AaHHbIX U
KOHTpoanepom. Heobxoanmo 4na NpoBepKN KOPPEKTHOM CUHXPOHU3ALLMK KAtOYEr.
AKTyanbHO Ans KoHTpoanepos Z5R Web (bt) ot komnaHuu lronlLogic. Moasunack GpyHKUMA
NPUHYANUTENBHON CUHXPOHU3ALLMUKN W BbIFPY3KKN OTCYTCTBYHOLLMX KAtOYE.

2024.08.10 — pobaBneHMe BO3MOXKHOCTM COXPaHEHUA CHUMKOB Ha GaliIoBYIO CUCTEMY,
BMecTo 6a3bl faHHbIX

2024.08.06 — gobaBneHMe BO3MOXKHOCTM HACTPanMBaTb HECKO/IbKO MCTOMHMKOB CHUMKOB 4151
dUKcauMmM NCNoMb30BaHMA KAKOYEM U MHbIX CNOCcOb0B 40CTYyNa (KHOMKM BbIXOA, BXo4, U T.4,.)
2024.07.31 — pobaBneHa MHTerpaLma c Kamepamum u pernctpatopamm Dahua gns
MOHUTOPUHTA U COXPAaHEHMA CHUMKOB C Kamep Npu NOMbITKE NCMO/Ib30BAHUS KAHOYEN U
KHOMOK BbIxoAa / BXxoaa.

2024.07.16 — oTobpakeHne CNUCKa CUHXPOHM3aLMI Kntodeit PACS M NamATU KOHTPOAIEpPOB
ona Offline paboTbl B MOMEHT NoTepu €BA3K, 6e3 UCTOPUM CUHXPOHMU3AUUI (byaeT
£[06aBNEHO NO33Ke), TONbKO NOCNeAHAA ycnelHan / HeycnewHas.

2024.07.10 — pobaBnieHne BO3MOXKHOCTUN OMNPeaeNaTb COCTOAAHWE CEPBUCOB B pexkume 24/7 un
NPUHMMATL yNpaBAeHYeCcKue peLleHmns

2024.06.27 — co3paHune gokymeHTa 0.0.1



O6Luee OonncaHme CnMcTtemsl

BHumaHue! Het Heo6X0AMMOCTM 3aHUMATBLCA U3YYEHUEM CUCTEMbI, €C/IU BaM A0CTaTOYHO
LeHTpanusoBaHHoro ynpasneHua CKY[l. Ecnm B IMUHbIX KAabUHeTax nosb3oBarteneii HeT
Heo6X0AMMOCTH, a KNKOUM CO3LAET U 06CNyKMBAET rPYNNa OTBETCTBEHHbIX.

B npoTMBHOM cnyyae, Koraa BO3HMKaeT He06X0AMMOCTb CHATb YacCTb Harpy3Ku c
aAMMHUCTPATOPOB, ANCNETYEPOB U NEPEeoKUTb €€ Ha No/sb3oBaTesell, HaNnpumep ANA
dopmuposanua Knioueii goctyna (MNH-KoaoB) Ha TeppUTOPUIO 3aKPbLITOTO ABOPa
CaMOCTOATE/IbHO, CUCTEMA NO3BOJIUT 3TO CAENATD.

BeepeHue

MHunumnatnueHom rpynne netom — oceHbto 2019 roaa 6bin1a nocTaBaeHa 3agaya Hatu CRYL, gns
aBTOMATM3auUMM 40CTYNa, BKOYAA Npoe3s TPaHCNopTa BHYTPb ABopa. Ha pbiHKe 6bi1i10
npeacraBaeHo 60ablIoe KOIMYECTBO PasHbIX CUCTEM, KaK NATHbIX, Tak M 6ecnaaTHbIX. Ho Kaxkaana us
HUX MMela eAUHYI0 LLEHTPANNIM30BaHHYO TOYKY ynpas/seHUA. ﬂ,perIMVI CNnoBamu, Nponycka Uin nHole
K/II0UM BblgaBana onpeaenéHHasn rpynna agMMHUCTPATOPOB, aucneTtyepos. OHa e cnegmna 3a
aKTYaNbHOCTb, NPaBUIbHOCTbHO MPUMEHEHUA KNOYEN U MHOTUM APYTUM.

Hac 310 He ycTpanBano. KoanyecTBo KuTesel npeBsbiwano HECKObKO TbICAY M OFPaHUYUTb Bbe3ss,
BHYTPb A4BOPA TPAHCMOPTA KUTENEeN, NPOXOA, U NPoe3s, CNYKO 4OCTaBKU, IKCTPEHHbIX CYHKO U
MHOro€e Apyroe, B py4HOM PeXMME, He NMPEACTaBAAN0Ch BOSMOMXKHbIM.

Moasunacb naesn, YTobbl pa3genmTb OTBETCTBEHHOCTb MOA06HO MUKPO CePBUCHOMN apXUTEKTYpE, rae
KaXKAabll *KuTenb (NoNb3oBaTesb) — OTAeNbHbIA CEPBUC, CAMOCTOATENbHO PerucTpupyeT cebe akkayHT
(peaKo — ¢ 4ONONHMTENBHOM NOMOLLbIO), YKa3blBaeT NPUHaANeNKale eMy NoMelLeH s, UmeeT
BO3MOXHOCTb CAMOCTOATENbHO GOPMUPOBATb KoY, a pU3NUYECcKUe KNoUn (KapTouku, bpenoku,
NFC 1 1.4.) nonyyaeT B onpeaenéHHOM MecTe, Hanpumep ynpasaatoLwein KoMmnaHum unu B
AMcneTyepcKoi 1 Tak ganee. [lanee xuTenb NPOXOAUT NPOLECC ayTEHTUDUKALUN — MOATBEPXKAEHUA
B YyNpaBAAoWen KOMNaHWen UAK NPUCbIIan KONUM AOKYMEHTOB Ha 3N1EKTPOHHYIO NOYTY (BapuaHTbl
NoATBepPKAeHMA BbIBMPAOTCA B COOTBETCTBUM PErNaMeHTy), rae eMy akTUBUPYIOTCA aKKayHT,
nomeLlLeHUs U 30Hbl A0CTYNa, TakMe KaK: Bbess Bo ABOpP, NPoXo4 Bo ABOp, BXo4, B noabe3sa Nel12 n
Apyrve. KaKk To/IbKO akKayHT No/sib3oBaTena 6yaeT NoATBEPKAEH HAaUMHAIOT AelACTBOBaTb BCe K/oUN
W aKKayHT nepexoauT B pabouunii pexxmum, noka He 6yaet 3ab610KMPOBaH WM YAANEH U3 CUCTEMbI.

[Nna cnyyan notepu CBA3WM MEXKAY KOHTPOAEPaMU YNPaBAeHUA OKOHEYHbIMW YCTPOMCTBaMM (3aMKM,
wnarb6aymbl, BOPOTa, CYNTbIBAOLLME NAHENN, BOAOHABOPHbIE U T.4.) U CEPBEPOM XPaHEHUA
NO/b30BaTE/IbCKMX aKKAYHTOB — KAlOYel, aKTUBUPYETCA Pe3epBHbIN NaaH — He3aBUcMMasn paboTa
KOHTPON/EPOB YNpPaBAEHMUSA, B NAMATM KOTOPbIX HAXOAATCA KAKOUM, 3aMMCaHHble A0 NOTePU CBA3MN.
CMHXPOHM3aLMA KAoYei B NaMATM KOHTPONNEPOB MPOUCXOAUT B GOHOBOM PEKMME CneLmnaibHOM
CNYXK60M, @ CKOPOCTb CUHXPOHU3ALMM HACTPAMUBAETCA agMUHUCTPATOPAMM.

Cama uenb, 4To N0Ab30BaTe/Nlb MOXKET HAKNAAbIBATb I'IpOCTel‘;1LLlMe npasunia Ha CBOU K/O4H,
Hanpunmep spema AeVICTBMﬂ, orpaHun4eHune 30H AocCTtyna.

Hanpumep, co3aéTca Katoy, N0 KOTOPOMY MOMKHO 3aeXaTb BHYTPb 30Hbl U IMMUT AeNCTBUA KNtoYa
30 MmUHyT. Nocne nucteyeHns 30 MUHYT, B C/Ty4ae aKTUBHOCTM CUCTEMbI GUKCALMK HAPYLUEHWI K
6/10KMPOBOK, NO/Ib30BaTENbCKOMY aKKayHTY BbIHOCUTCA NpeaynpexaeHne, aBToMaTUYECKOe UK
pY4YHOE, YTO TPAHCMOPT HapYyLIWA OrpaHuYeHne. B 3aBUCMMOCTM OT KOHPUTYpaunm Npasun,
BO3MOKHbl aBTOMaTUYECKME WM PYUHble BIOKMPOBKM A0CTYNA K 30HaM A1A aKKayHTa, Hanpumep



npu NoAyYeHUM TPEX HapyLLEHMI 30HA ANa [0CTyNa 61OKMPYeTCa HA onpeaenéHHbIn
A4MUHUCTPATOPOM MHTEPBAJI BPEMEHWN aBTOMATUUYECKM.

OucneTtyepbl cneaat 3a 06CTaHOBKOM, OTBEYAOT HA onpeaeNeHHbI pernaMmeHTOM CrIMCOK BOMPOCOB
XUTENen n, camoe BarkHoe, becnpensaTCTBEHHbIM A0CTyN creumanbHbIX Cay>KO.

[NaBHan Le/ib — MaKCMMYM aBTOMAaTU3aLMu U ya06CTBa Nosb3oBaTesel.
PaspaboTka CKY/[ “Tenacity” Hayanacb 30 aHBapa 2020 roaa.

Huxe npepcTaBieHa 06Lian cxema 31eMeHTOB CUCTEMbI, MX NONOXKEHUE U CBA3M.

PacnonoxeHwne anemMeHTOB 1 WX CBAZN )

TeppuTopHUA 30HLI AOCTYNA ABOP

Kaspoe okoHYEeHOE yeTpolcTBo >
NOAKMICYAETCA K Y3y CBA3H i Yaen cBA3u - KOHTPONMepkI,

-
+

T POYTED, NUTaHWe N T.4. : 30HbI AOCTYNA NOALESA08

CunThiBaTENL BXOL

CUWTLIBATENE BLIXOA

Kronka




PaboTa c IMYHbIM KabUHETOM Nob30BaTend

JINYHbIM KabUHET NpeacTaBsAeT cobol eanHOe MEeCTo MPOCMOTPA U YNPaB/IEHUS aKKayHTOM,
NoMeLLeHUAMM, KNoYaMn, Ap/ibIKamm (YaanéHHbIM MCNONb30BaHMEM K/loUei, Hanpumep
OTKpbITUEM ABepu c TenedoHa npu otcyTcTeum NFC), 3KypHaIOM aKTUBHOCTU U KYPHa/IOM
HapyLeHn.

Perncrpauua

Mepepn Tem, KaKk nonactb B J/IMYHbIA KabMHET NOMb30BaTE/lb NMPOXOAUT 006A3aTE/IbHbLIN NpoLecc
perucTpaummn akkayHTa, Ha CTpaHULYy PEerucTpaLmm MOXKHO NonacTb € CTPaHULbl BXO4a B cUCTEMY
HaKaB KHOMKY “Pernctpauus’”.

Bxopn,

| Tenedor unK emai |

| Maponk *:!>|

[ 3anoMHWTE MeHs

- En

Jafbinw naponk? BoCcCTaHOBWTE QOCTYN 30E8CH

Ha cTpaHuue pernctpaumm nosb3oBaTesb YKasbiBaeT 0bA3aTebHble NapamMeTpbl, cobntogasn npasuia
CIOXKHOCTM Napons. Pernctpnpyemblii akkayHT SOMKeEH 6bITb YHUKANEH, aHaIM3 YHUKAIbHOCTU
npoucxogut no TenedoHy nam email. Mpu coBNageHUM 04HOTO U3 NOAEN C CYLLLECTBYHOLLEM B
cucTemMe B permcTpaumm byaeT okasaHo.

Ecnv nonb3oBaTenb yBepeH, YTO aKKayHT NPUHALJIEKUT eMy, HO He MOXKET OCYLLEeCTBUTb BXOJ, TO
HeO6XO,£l,MMO BOCCTAHOBUTb A0CTYN Uaun 06paLLI,aTbCFI K agMUHUCTPATOPaM. AAMMHMCTpaTOpr, B

COOTBETCTBUU C pEMMaMEHTOM, MOTYT NPOaHa/IM3NPOBATb CUTYALUUIO U, B Ciy4ae HEO6XOAMMOCTM,
U3MEHUTb Napo/ib. AAMMHMCTpaTOp He nmeeT A0CTyna K Napo/to. [Maposib XpaHUTCA B BUA,E X3LWa.



Pernctpayua

ma*

Damunua*

OTYyecTeD

MomeweHre*

+7

Email*

. @

OueHb cnabbid
[ | |

. & |

YHe eCTh aKKayHT? BolTK

Mpoaonxan pervecTpalMie, Bel cornalasTeck ¢
YENOBHAMM

MomeleHe BbIGMpPaAETCA TObKO M3 BbiNaAaloLWEro CNMcKa, Nocae Hayana BBOAA CMUCOK NPEAOKUT
BapWaHTbl 415 Bbi6opa. Bbibop 04HOro 3 HUX 06a3aTenbHO YCI0BME perucTpaumm. PyyHoe
HanucaHue agpeca, 6e3 Bbi6opa M3 BbINaAalOLWEro CNMCKA, HE NO3BOIUT OCYLLECTBUTbL PErncTpaumio.



Peructpaumn

Hma* |

| Pamunua* |

|I}'LEC'EE |

| 2a1 |

w. dsurposckoe 1074k -
w. dsutposckoe 107AK1T -

| Email* |
| Mapone* @|
| MoeTopuTe napone™® (!)|

JaperncT pMpoBaThLCA

V¥E 8CTe aKKayHT? BOWTH

MpoAoMmKan PETMCTRALUWID, Bbl COMallasTech C
YCNOBUAMM

BoccTaHoBAEHME naponA

B cnyyae pernctpaumm akkayHTa paHee, a Naposib He No3BO/IAET BOMTU B CUCTEMY, TO HEOBXOAMMO
nonpo6oBaTb BOCCTaHOBWUTbL Napo/ib. EC/IM BOCCTAHOBMTb Napo/ib He yA4anocb — 06paTUTbCA K
NtoboMy agMUHUCTPATOPY CUCTEMBI.

[na BoccTaHOB/EHUA HeobxoAnMOo 3HaTb email unn TenedoH perncrpaumn. Ha ykasaHHbI email
afpec, Npu perncTpaLmm akkayHTa, byaet oTnpaBAeHO MMCbMO C AaNbHENLWMMM LWarammn Ans
BOCCTaHOB/IEHWA NapoA. B ciyyae eciv NUCbMO He NPUXOANT UK 3abbIT email — BocCTaHOBUTb
Napo/ib MOKET TOIbKO aAMWUHUCTPATOP, Ha3HAYMB HOBbIN.



BoccTaHoBneHue naponsa

Ema

MNW TenedhoH |

Mpodunnb

Ha BKk/afKe nosib3oBaTesib YNpasaseT CBOMMM IMYHbIMU AaHHbIMW, CTaPTOBOW CTPaHULIEN, OHa

byaerT 3arpyeHa npu Bxoge B JInyHbIi KabuHeT. Hanpumep, ecam Nonb3oBaTeslb Yallle MCNob3yeTe
CTPaHWLY KNHOUM, TO HYXKHO BbI6paThb e€. MI3MeHWTb CTapToOBYH CTPAHWMLLY NOMb30BaTE/lb MOMET B

ntoboe Bpems.

Mpogune

Momewenns

Knoun

Apnbiku

HypHan aKTHEHOCTH

Hapywenns

MNpodune

‘ WeaH |

‘ WeaHos |

‘ WMBaHoBMY |

‘ test@test.test |

1234567890 |

+7

CrapToBan cTpakuua |ﬂpnhnm v|

cnoeo’ . =

Koposoe cnoso NoTpebyeTca ANA NOATEEPKASHUA MUHOCTH MBI 33NPOCE BPEMEHHOTO KNKYa Yepes AKCNETUepa. KNMKHUTE WU KOCHWTEES

0NA 0TOBPAXEHUA CNOBA UENUKOM. [IUCTIETUED HE MOXET NOCMOTPETE WK MIMEHWTE KOLOBOE CNOBO, OH NPOBEPAET TONEKO GakT COBNANEHUA.
Ecni COBNafeHnA HET, To BPEMEeHHEIR KoY NpEAOCTaENeH He GyaeT.

KonuyecTeo knwyei® (Tekyuwee/makcnmansHoe)

Moctoanubix  B/10
BpemenHeix 110

2KonnuecTeo 3anNpallMsaemblX KNKoUel He MOKET NPEBkIWLATE MAKCHMANEHBIE 3HAUEHUA. 3HAUSHA MOTYT M3MEHATLCA, HANDUMED B CTOROHY
YMEHEWEHWA, B CNYUae HapyWeHui pernamerTa.

Ha Kam,u,oi& cTpaHuue JInyHoro KabuHeTa Mmeknum LUpM(I)TOM YKa3blBalOTCA NOACHEHUA K
d)yHKLLMOHaanOVI BO3MOXXHOCTU TOIO NN MHOTO (I)YHKLI,MOHaﬂa.

BHMMaHue! HEOGXOAMMO NMOHMMaTb nNpouecc UCNoJsib3oBaHUA KOA4OBOTIO C/Z10Ba - NOC/1e Ka*Kaoro
MCMNONb30BaHUA XenaTtenbHO ero usmeHeHue. MHave gucnetyep MoXXeT ero CKOMNpPoOMeTMpPoBaThb,

nyTéM nepeaayuu gpyromy amugy nam CaMmocCctoaTe/ibHOMy UCNOJib30BaHUIO.
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[MomelleHns

Mpu perncTpaunmn akkayHTa yKasblBaeTcsa NOMeLLEHNE, KOTOPOe aBTOMaTUYECKM 0TOOpakaeTca B
BKnagke. Ana nobaBaeHNsA 0CTa/ibHbIX MOMELLEHMA aHaN0rMUYHO PerncTpaumm, BbibMpaerca ToNbKo
13 BblNaZatoLLero CN1cKa, Nocse Havana BBOAA CUCOK NPeaNOXKUT BapuaHTbl Ans Bbibopa.

Baww nomelLeHUA

MomewieHna [ob6aeuTe nomeweHne

NomMeleHHe ‘ NobasuTbh

Haumenoranue [ Tun OcHoeanme [ CtaTyc AeicTenA

w. Amutposckoe 107Ak1 - kB 1059 / KeapThpa CobcTeeHHuK [ MoOLTEEPHKAEHD m

B cnyyae cmeHbl Bagenbla nomeLeHmna HeobxoaMmo yaanuTb ero U3 akkayHTa, MCNoib3ya MKOHKY
Kop3uHa.

Konunyectso I'IOMeLIJ,eHVIﬁ HE OrpaHN4Y€eHO N MOXKET BJIMATb TOJIbKO Ha A0CTYN K COOTBETCTBYHOWMM
30HaM AocCTtyna.

Kaxpoe nomelleHne nocne AOGBBI’IGHMH npoxoauT npouecc NnoATBEPKAEHUA, NpexX e Yem 6bITb
AdKTUBNPOBAHHbLIM — CMEHUTb cBom CTaTycC.

Katoumn
Ha BK/1aAKe NPONCXoauT yrnpaBaeHne Kao4amum, cosgaHmne, npocMmoTp, pefaKTUPOBaAHUE. BM,LI,bI
KAto4Yen BKAOYAIOTCA M OTK/IK0YakoTCA AOMUHUCTPATOPOM.

Hanpumep, pusnyeckme kntoum tmna Mifare Plus B perknme SL3 (c HEBO3MOMXKHOCTbIO KOMMPOBAHUSA)
MOXeT Bbl4aBaTb TO/IbKO, B COOTBETCTBMM C Per/laMeHTOM, onpegenéHHas rpynna auu. Hanpumep,
yNpaBAAtoLLas KOMNAHMA UM aAMUHUCTPATOPbI. 3HAYEHWE STUX KtOYEN NONb30BATENIO
HefocTynHO. MoNb30BaTe/lb MOMKET PeAAKTMPOBATL TO/IbKO 30HbI JOCTYNA AAHHbIX K/OYEN.

|_|pl/1 3TOM NOJIb30BaTE/lb CAMOCTOATE/IbHO A06aBﬂﬂeT N PEOAKTUPYET KNHOYUU — MUH-koAapl. 3HayeHme
MNNH-Kkoaa reHepnpyerca aBTomaTtnyecCkn, Ho 40CTYNHO NOJIb30BaTE/1H0 CPa3y Nocsie Co3a4aHUA
K/1to4a.
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PepakTHpoBaHue Knoya

AKTUEEH

1-1000001

OnicaHWe

Epemna geicterA: MoCcTOAHHBIA

30HB!I AOCTYNA®
MNpoxoQ Ha TEPPWTOPKMKD ABOPa
[J Npoesp 6ez cToRHKK Ha TeppuTopWio Agopa [Makc. BpemA geRcTena 30 MuH.]

107 Ak1 1 cexkumn

Ha CTpaHuue PeAaKTMpOBaHMFI K/1l04a BHU3Y HAaxXo4auUTCA pasgen MOHVITOpVIHF.

MOHWUTOPHHI?

MoHwTOpMHr: [He npoeogwTCH]

‘BPEMH ASACTEWA KMOJYa MOXeT BBITh OrpaHu4eHo BpemMeHem elCTEMA KNoYa B 30He A0CTYNa. B cnyuyae npeebilUSHWA BpEMEHIN
HaX0MAeHWA H3 TEPPUTORMM 30HEI JOCTYNA 3BTOMATHYECKHM QHUKCHMDYSTCA HApyLWeHWe,

2Kntoy Ge3 BrIGpaHHBIX 30H AOCTYNAa HEaKTUEEH. C NOMOLLLID TAKOTD KMKYa HENB3A NONACTE HA TEPPUTOPMKD 30HB! AOCTYNA UK
MOKWHYTb e€.

*Kmoy B COCTORHWMKW MOHWTOPMWHIa @ M3IMEHWUTE HENB3A OO0 MOMEHTa CHATWA KNHOYa C MOHWTOPDWHIa

MOHUTOPUHT KNtouen — ato O6LLI,aFI 4acCTb, B/IMAOLWAA Ha BCEX nosb3oBaTtesnen cuctemol. Ecnm
AOMUNHUCTPATOP aKTUBUPOBAN d)YHKLI,MOHaanOCTb Ha ypOBHE CUCTEMbI ANA OI'IpELI,EJ'IéHHOﬁ 30HbI
A0CTyna, TO Npn nonagaHnM Ha TEPPUTOPUIO 30HbI K/1HOH CTaBMTCFI/I'IOI'IaAaET Ha MOHUTOPUHT N ero
HeNnb3A peaakTnpoBaTb 40 CHATUA C MOHUTOPUHTIA. CHATMe C MOHUTOPUHIa NPOUCXoAUT ABYMA
nyTaAMHU, Npn NOKNAaHUN 30HbI NI N0 UCTEYEHUIO MAaKCUMA/IbHOTO UHTEpPBaJia HaXoXAeHUA B 30He
A0CTyna, 3a4aHHONo aAMMHNCTPATOPOM B HaCTpOVIKaX cmucteMbl. MaKkcMManbHbIN MHTEPBAnN
HaxXOXKAEeHMA TAK Xe Ha3blBaeTca timeout.

Hanpumep, ecam TpaHCNOPTHOE CPeACTBO 3aeXasio Ha TEPPUTOPMIO 30HbI AocTyna “[Bop”, To KoY
BCTaNl HA MOHUTOPWHT. B MOMEHT MOKMAAHMA KoY CHUMAETCA C MOHUTOPMHra. Ecan noknaaHue
npomsowo 6e3 Ncnosb3oBaHMA K/loYa, HaNnpUMep B OTKPbITblE BOPOTa UM NOAHATLIN Waarbaym,
6e3 MCNoAb30BaHKA K/toYa, TO KoY ByaeT 0cTaBaTbCA Ha MOHMTOPUHre. Koraa MHTepBan
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HaxXoXAeHMA Ha TepPUTOPMU UCTEYET (timeout) cucTtema aBToMaTUYECKM COPOCUT ero, yKasas, YTo
K04 CHAT C MOHUTOPUHTA MO UCTEYEHUIO BPEMEHW, @ HE NO MPUMEHEHMIO K/toda. B aTom cayuyae,
€C/IN CUCTEMA MOHUTOPUHTA HAPYLLEHWI aKTUBUPOBaHa, byaeT copMmnpoBaHO HapyLeHUe ana
aKKayHTa. HapyweHune popmmpyeTca Ha MOMEHT NPEBbILEHUA MHTEPBA/IA HAXOMKAEHUA Ha
TEePPUTOPUM 30HbI AOCTYNA, @ HE HA MOMEHT CHATUA C MOHUTOPUHIA. Hanpumep, makcumanbHoe
HaXOXAeHue Ha TeppUTOpUMn yKkazaHo 30 MUHYT, a K04 HAXOA4WUICA HA MOHUTOPUHTE 6 YacoB, bbin
CHAT no Taiimayty (timeout). HapyweHue 6yaeT 3a¢pukcMpoBaHo nocsie HapyweHuu 30 MUHYT, a He
6 yacoB. Ho noknpaHue TeppuTopum byaer ykasaHHO Yepes 6 4acoB.

Co30aHue u pedaxkmuposaHue [TH-koda

MUH-Kog, ncnonb3yeTca B CUCTEMAX C HaMYMEM KOL0HAbOPHbIX NnaHenen. MNaHenn nossonaoT
No/Ib30BaATENAM WU UX NPEACTaBUTENAM, HAaNPUMeP KYPbePCKUM CyKbam, nonacTb Ha
TepPPUTOPUIO 30HbI JOCTYNa. Mob30BaTE/Ib CAMOCTOATEIbHO CO34aET B IMYHOM KabUHETE KoY.
OrpaHnyeHne agMUHUCTPATOPOM CUCTEMbI HAK/aAblBAaeTCs TO/IbKO Ha ero A/MHYy U Habop
OENCTBYIOLWMX NPABKA, HANPUMeEP OrPaHMYEHNA MO BPEMEHM.

ALI,MMHVICTpaTOp MOXET 3a4aTb ABa NapameTpa — 4J/IMHY BPEMEHHbIX KNto4yeln u ANMNHY NOCTOAHHbIX
Kntoyel. HenatenbHO YTOObl NOCTOAHHbIE K/OYM NO/Ib30BaTE/Ib UCMOAb30BaN CaMOCTOATENIbHO,
YTOObI UCKAOYUTL BO3MOMKHOCTb MX KOMNPOMETALMUN, BpEMEHHbIE K/THOYUN BblAaBaTb NOCETUTENAM,
KaK paHee 6b110 CKa3aHOo, Hanpumep KypbepCKkMm Cﬂy>+(6aM, C XXeCTKMM OrpaHmn4yeHnem no 30Ham un
BpeEMEHWN HaxoXXaeHnA.

PekomeHayem 3a8aBaTh AJIMHY KAKOUYEN OAUHAKOBOM, UTO6bI He NyTaTb NOAb30BaTeNen, Nnoyemy
AJ/MHbI KNloYel pasHble. lonoNHUTENbHO HEKOTOpble KOA0HAB0PHbIE NaHEeN UMEIOT PEXNM
aBTOMATUYECKOW OTNPABKM NoC/e onpeaenéHHOro KonnyecTea HabpaHHbIX CUMBOJIOB, T.€.
Habpaau NnocnefaoBaTeNbHOCTb, M OHA LLe/IMKOM OTNPABAAETCA HA KOHTpoanep. 3To ya06Ho.
DaHHaAa GyHKUMA nopaepKuBaeTca naHenamm npoussoaurtensa Rusguard.

[na Bbibopa gAvHbI UCNONb30BaTb popMyy pasmelleHMA 6e3 noBTopeHUA. PasmelleHnamm bes
MOBTOPEHWIA Ha3blBaKOTCA YNOpPALOYEHHbIE BbIBOPKM, cogepikalime k pasiMuHbIX 31eMeHTOB 13
[AaHHbIX N 3/1IEMEHTOB.

n!

(n—k)!

Mpw co3pgaHum NMUH-Kopa ero 3Ha4yeHme reHepupyerTca aBTomaTu4ecku, NnpoBepAeTCA Ha BO3MOXKHble

kE _
An. -

Konnnsnu (COBI'IaAEHVIFI) C CYLLLECTBYOWMMU KNtodamu. lNMonb3osaTento He OTO6pa)KBETCH, 6bina
KONNN3nA NN HeET.

Cnucok kntovel

MNMocne nepexoaa Ha BKNaaKy Kntoum nonb3oBaTtesib BUAUT CMUCOK KAOYEN U MUMEET BO3MOXKHOCTb
NOCMOTPETb CMMUCOK KKOUYEM, UX CTaTyC, HaxoXAeHWE Ha MOHUTOPUHIe, 3a6/10KMPOBaHHbIE 30HbI U
n06asnTb HoBbIN MNH-KoA,
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Bawm Knoyu

HobaenTe KN4

HawmeHoBaHne | Nobaeutb

KonuuecTeo Kmoyei (Tekywee/MakcHMansHoe)

NocToAHuelx  8/10

BpemeHHbix 1410
CMUCOK KIIKOYEN
HawmeHoeauue: 1-1000001-KapTa Bpema gedcTenA: MocToAHHEIR
& Tun: Kmou Mifare SL3 &

MNoKa2aTh 20HLI AocTyna

HawmeHoeauue: 1-200001-Epenok Bpema geRcTenA: MocToAHHEIR
@ Tun: Koy Mifare SL3 &

MNokazaTe 30HLI Accryna

Hawmenoeanne: PIN-kog nepexogHoroe neproga Bpemna gencTena: [oCTOAHHBIA f
0 Tun: NuHkog 3uavenne: [12345] fh
CKpPEITL 20HEI 0CTYNA IEI

MNpoxog Ha TEPPUTOPUMIO ABOpa -+ AKTUEHA

None HammeHoBaHue COA4EPKUT YKa3biBaeMoe Nosib3oBaTenem MMA Npu CO34aHUN KNko4a.
MNonb3oBaTenb MOXeT USMEHATb UMA KoY, BHE 3aBUCMMOCTU KTO ero co3aan, AOMUHNCTPATOP UIn
Cam nonb3oBaTE/b.

Mone Tun coaep*KUT 0603HaYeHne pM3MYecKoro TMna Katoda. Hanpumep, ato Mifare B pexkume SL3
nnun MUH-koa. OT TMNa KAo4Ya 3aBUCUT Kakne onepauum MOXKeT NPou3BOANTb C HUM NO/b30BaTesb, a
KaKue TO/IbKO afMUHUCTPaTop. A dusmndeckn Kapt, 6penkos, NFC focTynHO orpaHUYyeHHoe
KOJIMYECTBO OMNepaLnin: pegakTMpPoBaHNE aKTUBHOCTM KAKOYA, PeAaKTUPOBAHME ero OnNMcaHusa u
AKTMBHOCTM 30H A0CTyna. YaaneHne, UsMeHeHMe HoMepa AaHHOTO TUMa KAKYeln A0CTYNHO TO/IbKO
agMuHUcTpaTopam. COOTBETCTBEHHO NPW NOTepe Kto4a HEOBX0AMMO 06PATUTLCA K
agMUHUCTPaTopam.

Y Kntouen, ¢ TMNom NMNH-Kkoa, nonb3oBaTento AOCTYynHbI BCe onepauunun, BKAKOYaA NPOCMOTpP ero
3Ha4YeHuA.

Mone Bpemsa AeACTBUA COAEPHKUT 0O03HAUYEHME MHTEPBAA aKTUBHOCTU Kitoya. Mo ucteyeHuto
WHTepBasa KAtod yaanaeTca. B cnyvae npucyTcTBUA KAKOYa B MOHUTOPUHIE ero MHTEpPBan AONycKaeT
npogneHue yepes [incneryepa, Hanpmmep ¢ 30 MUHYT 40 60 MUHYT.

Mone 3HaueHue coaepKNT 3HaYeHMe KatoYa. JocTynHO ToNbKO AnA Katouen ¢ Tunom MNUH-koa. Ana
OCTa/IbHbIX TUMOB KAtOYeN AOCTYMHO TONbKO agMUHUCTpaTopam. PAaom ¢ 3HavyeHnem NMUH-koaa
PacnonoXKeHa MKOHKA, HaXKaB Ha KOTOPYHO MOYKHO CKOMMPOBATb KAtod B bydep ob6meHa. ITo MoXKeT
6bITb NONE3HO A1A YKa3aHUA B pOpMax 3aKasa, Hanpumep cnybam AOCTaBKK, TaKCU U T. 4., bbicTpee
1 6e3 oWwmnboK.
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Mone Noka3aTtb / CKPbITb 30HbI A0CTYNa OTKPbIBAETCA M CBOPAYMBAETCA MO Ha)KaTuio. B gaHHoOm
nosie MOXXHO YBUAETb 40CTYMHbIE 30HbI 40CTYNAa U UX cTaTyc. Hanpumep, aoctynHa MNpoxog Ha
TEPPUTOPUIO ABOPA, N OHA aKTUBHA.

Y KaXK0ro K1toua MOKET YKa3blBaTbCA AOMO/HUTE/NbHbIE CTATYCbl, CMIMCOK CTaTyCOB U UX OMuMcaHue
NpeacTaBAeHO B KOHLE CMMCKa KatoYen:

*KIIIO‘IVI, HaxoaAauwumeca B COCTOAHUU MOHUTOPUHIa, USMEHUTb HE/1b3A A0 MOMEHTAa CHATUA K/l0Ya
C MOHUTOPUHTA

*Y KNoueid, OTMeUYeHHbIX ecTb 3a6/10KMpOBaHHbIE 30HbI A,0CTYNa
TaK »Ke U3 C1CcKa Katouyein MOXKHO NepenTn Ha cTpaHuuy XypHana akTUBHOCTU Ktouein 1 ApAbIKoB.

Co30aHue MNH-ko0a
Ons cospgaHuns none HammeHoBaHUe sBAAETCA 06A3aTeNbHbIM, €r0 MOXHO 3a4aTb KaK Ha CTpaHuLe C
CMUCKOM K/touel, Tak U NepenTn Ha CTpaHuLy AobaBieHua 1 ykasaTb Tam.

Bawm knoun

LobaenTe KmoJ

MuHkog Anekcanap 1T | Iobasurb

KonuuecTeo knove (Tekyuiee/MakcMManbHoe)

MoctoAnkex  8/10
BpemenHbIx 1110

Mocne ykasaHMA HAMMEHOBAHMA HEOBXOAMMO HaxKaTb KHOMKY [lo6aBuTb, B pesybTate
oTobpasuTbea dopma gobasneHus NMNUH-koga. Ha dopme, No ymonyaHuio, yKasaHa akTUBHOCTb
K/loYa U BPEMA LEeNCTBUSA - UHTEPBAI.

BbI6MpaeTCﬂ MWUHUMYM OlHa 30HA A0CTyMna, B NPOTUBHOM C/1y4ae B CO34aHUN KNKOYa 6y,D,ET
OTKa3aHo.

Danee HaxknmaeTca KHonKa CoOXpaHUTb.

BHumaHue! 3HaueHue MUH-Kopa He yKa3sbiBaeTcs nonb3oBatenem. 3HaueHue NMUH-koaa
0TO6pasmnTCA B NUCKe KAKYel Nnocae ero Co3aaHua U He NOANEXKUT peAaKTUPOBaHUIO Uau Bblbopy
nonb3oBatenem. [laHHaA npoueaypa No3BonAeT KOHTPO/IMPOBATb YHUKA/IbHOCTb 3HAUEHUA.
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Jo6aeneHue KMmoya

AKTHBEH

LWaBnoH ANA BpeMEHHEIX KNoYen

MuHkea Anexkcangp

OnucaHue

Konu4ecTeo kmoden (Tekyuiee/MakcMManbHoe)

MoctosmHeix 810
BpemeHHbIX 1110

BPEMSA AEACTBUA'

MoCTOAHHBIA
@® OpHopazoBsIiA
15 MUHYT

30 MuHyT

30HbI AOCTYMNA?
MNpoxop Ha TeppuTopWio AEOpa
Mpoezn 6z CTOAHKKM Ha8 TEPPUTOPUWKD ABopa [Makc. BpemMA gencTens 30 MuH.]

107AK1 1 cekuMA

Mone LLabnoH ana BpemeHHbIX KAKOYel No3BosAeT co3aaTh BpemeHHbi NMNH-Kkog Ha ocHoBe
MCNONb30BAHHOTIO, C TAKMMMU Ke NapameTpamu, BKAKOYAA nose WwabnoH aNna BPEMEHHbIX KOYen.
Ldpyrnmu cnoBamm nosib3oBaTesito, NOC/e CO34aHNA BPEMEHHOTO K/to4ya ¢ HeobxoanMMbIMU
napameTpamMm U YKa3aHULo, YTO OH WabsioH, Hanpumep Ans cay*Kbbl 4OCTaBKU, HET HEOBXOAMMOCTH
BPYYHYIO CO34aBaTb HOBbI K/tOY MOCAE UCMO/b30BaHWUsA cTaporo. HoBbIlM Ktod byaeT co3gaH
aBTOMATMYECKMN C HOBbIM 3HAaYEHMEM M TOYHO TAaKUMM }Ke MapameTpaMm KakK B K/toue — wabnoHe.

Mone Bpemsa aeiicTBuA No3BoaseT No/b30BaTe/0 BbibpaTb HEOBXOAMMBIN MHTEPBA, B TEUEHUE
KOTOPOTO K/t0Y aKTUBEH MOC/E ero NepBoro NpMMeHeHus. Mo ymony4aHu1io yKasbiBaeTca
OpHopasoBbIl (3HaYeHMe nonei 1 BbIbop N0 YMONYAHMIO HACTPANBAETCA aAMUHUCTPATOPOM).
OpHOpPa3oBbIl KNOY COOTBETCTBYET OAHOMY MpoOXoay.

Mpoxoa, MOXKHO CPaBHUTL C MPOXOAOM Yepes TYPHUKET MeTpo. Mpoxoa oCyLWwecTBAAETCA OANH Pas U
6oAblUe KN4 HeaeCTBUTENeH. ITO YacTo NOAXOAUT ANA KYPbEPCKUX CAYHKO, KOTOpble MUHYIOT
TOYKY A0CTyNa, HaNnpUMep KaauTKy, B 30HY AOCTYNa, HO Aa/ibHelLLee UCNOob30BaHMeE Kkoya
HeBO3MOXHO. Kntou yaanéH. [laxke eciv yKasath y Katoda gse 1 6onee 30HbI 40CTyNa, BCE PaBHO,
nocse akTMBaLMM K/toya Ha ToYKe A0CTyna B Nt06yto 30HY KAtoy byaeT yaaneH.

MpuBeaém Nnpumep, CyLLECTBYHO BE 30HbI A4OCTYNa: 4BOP M noabess,. Bxoa BHYTpPb ABOpa
OCYLLECTBNAETCA Yepes TYPHUKET. Bxoa B Noabess, ocyLLecTBAAETCA Yepes A0MOPOH UK
KoZoHabopHyto naHenb. Co3aas ogHopasoBbii MAH-Ko4 M MCNOAb30BaB €ro Ha TYPHUKETE UK Ha
KoZ4OHabopHOW NaHenn, OH CTaHOBMUTCA HeAeWCTBUTENbHbIM. [poinan Yyepes TYPHUKET Ha
TEepPpPUTOPMIO — NONACTb B MOAbE34, N0 KOAO0HAabopHOM NaHenn byaeT HEBO3MOXKHO, TO/IbKO
ncnonb3aysa 4omodoH. Mpoiiaa Yepes KogoHaBboPHYI0 NaHeb B NOAbE3A NONacTb HAa TEPPUTOPUIO
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ABOpa Yepes TYPHUKET byaeT HEBO3MOXKHO, K/AtoY YaanEH - HegencTeuteneH. lMepenatb K04 KOMy-
TO APYroMy He UMeET CMbICAa.

Mocne co3aaHunA Katova B CNUCKE KoYel 0TOOPpasnTbCA HOBbIN KoY, ero MMs, TUM, Bpema AecTBUA
M 3HaYeHMe, KOTOPOE MOXKHO MCMO/Ib30BATD.

HaumenoBanue: Nuxkon Anekcasgp Il Bpems pgeicreuna: 30 MuH. ,s
@ Tun: Nukkoa 3nauenme: [ 1
CKpLITh 30Hb! A0CTYNA o

MNPoxoA Ha TePPUTOPUIO RBOPA - AKTUBHA

JaHHbIn MNH-KoA nonb3oBaTeNb MOXKET YA4aNANTb B l060e BpeMs, KpoOMe HaxoXAeHMA Kato4a Ha
MOHUTOPUHTE. KNtod Ha MOHUTOPUHIE PeaaKTUPOBATb 3aNpeLLeHo.
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ApnbikK

ApNbIKM NPUMEHAIOTCA ANA YAANEHHON aKTUBALIMM — NPOXOAA Ha TEPPUTOPUIO 30HbI AOCTYNa.
Hanpumep, akTMBaumio wnarbayma, 4Tobbl NONACTb Ha TEPPUTOPUIO CTOAHKKU. A paboTbl AP/bIKOB
HeobXxoAnM A0CTYN K ceTU UHTepHeT.

Mocne nepexoga Ha BKAAAKY NO/Ib30BATE b BUAUT CMIMCOK CBOMX APJIbIKOB. [Ae MOXKHO co3aaTb
APAbIK, PEAAKTUPOBATL UM YAANAUTb ero. [LoCTynHbl BO3MOXKHOCTU BbIHECTM AP/bIK Ha pabounii cton
TenedoHa, niaHweTa, MK MM NoAeAMTLCA CCbINKOM Ha APAbIK C APYTMM YeS0BEKOM, KOTOPbIN
CMOMKET UCNOAb30BaTb AP/bIK 63 BXoAa B CUCTEMY, HANPUMEP YEHOM CEMbM, Y KOTOPOTO HeT
CBOEro aKKayHTa U HEOBXOAMMOCTY B PErMCTPaLLMK HeT, a TeNledOH eCTb, OTKYAA MOXKHO
aKTUBMPOBATb APJ/IbIKK, NMOMNAAas B Pas/IMYHbIE 30HbI AOCTYNA.

Apneikun
Kanwtka - HOr 11 cekuua nudT Kanutka - Ceeep
napKMHra
Kmwow: 1-200001-Bpenok Kmowy: 1-200001-Bpenok
CuMTBIEATENE: KA2/THTKS - Kmoy: 1-200001-Epenox CuYMTBIBATENL: KAmuTKa -
HOr (800-neTine Mockees:) CuwteieaTene: 10747 11 Cegep (AxpoMckiid npoesn)
CEKLHA NPT N3pKHUHra

€ = & o E = & o € = & o

5 cexkuna 107AK1 4 cexuma 1
EXOOHAaA rpynna

Kmou: 1-200001-6bpenok

CuwTbiBaTenk: 10747 5 Kmou: 1-200001-Bpenok
cexkynAa 1 BxoqHan rpynna CunTbiBaTens: 107AKT 4
cexyMAa 1 BxoqHan rpynna

€ = & o E = & o

ﬂ,ﬂﬂ CO34aHUA APNblKa HeO6XOAMMO

1. B none HasBaHMe nyulle yKa3aTb TOUKY NPOX0AaA, AN COBCTBEHHOrO NOHNMMaHMWA, Ky4a AaéT
[0CTYN APAbIK.

2. B none NopAaaoK MOXKHO, 415 yA06CTBa, YKa3aTb PACNOOKEHWNA B CMUCKE AP/bIKOB

3. B none Kntou BbIGMPaEeTca KAkoY U3 CyLLECTBYIOLWMX B IMYHOM KabuHeTe, oH byaeT paboTath
NMAEHTUYHO 06bIYHOMY K/IHOYY, HAaNpUMep No/b30BaTe/lb NOAOLWEN K MaHEeNU U NPUNOKUA
6penoK, COOTBETCTBEHHO aKTMBaLMA Ap/blKa MPOUCXOANUT aHaN0rM4YHo, NpocTo 6es
npuKknagabiBaHua 6peska. Bce npaBmna, BO3MOXHOCTM M NPOLLECCbl abCONOTHO aHaN0MUYHbI
HenocpeaCcTBEHHOMY NPUKNaAblBaHMIO 6peska K cunTbiBaTeNto.
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Ecnm npuBAzaTh K Apablky ogHopa3oBbln MUH-Kog, To nocne nepBoro Bbi30Ba AP/ibiKa — OH
O6yaeT yaanéH BMecTe € KAtodom. Ecam Koy NOCTOSHHbBIN — TO AP/bIK 6yAeT NOCTOSAHHbIM,

MNOKa He yAa/INTCA KN4, N NONb30BaTe/1Ib CAMOCTOATENIbHO HE YAA/IUT AP/IbIK.

Job6aeneHune ApnbiKa

Hazeanue

MNopapook

Koy

CunTeiBATENE

o

[ 1-1000001-KapTta

llU}'An{l 9 cekums 2 BxogHanA rpynna (NC)

Onucanune

Ona KONMpoBaHUA CCbIIKU U pa3mMeLlleHnA eé Ha pa6oqu\ cTtone Te.ﬂeq)OHa, nAaHWeTa n T.A4a.
HEO6XOAMMO HaXaTb Ha KHOMKY U 40X 0aTbCA OnoBeLWeHNA, YTO CCblJIKa CKONMpPOBaHa B 6ycbep
obmeHa. Nocne nepeﬁTM B CO34aHUE APNbIKA Ha pa60qu ctone n pasamecTtuTb TaM NOJTYHEHHYIO

CCbINIRY.

[aHHble BUAbI APAbIKOB paboTatoT TONbKO MPU BXOAE B aKKAYHT UM 3apaHee COXpaHEHHOM
ayTEHTUOMKALMM B HEM.

Kanutka - KOr

Kmow: 1-200001

CuuTkiBaTens: Ka/amTka -
Or {800-netie Mockssi)

4

B utore Ha pabouem cTone 3710 byaeT BbIrAA4EThL CAeayowmm obpasom

-~

&
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18070 @ ®

Ecnu Bbl XOTUTE MOAYYMUTbL BHELIHIOK CCbINIKY Ha APJIbIK, KOTopas He TpebyeT ayTeHTuduKaLmm
aKKayHTa, TO HEOOXOAMMO HaXKaTb HA KHOMKY U JOXAATbCA OMOBELLEHWSA, YTO CCbI/IKA CKOMMPOBaHa B
6ydep obmeHa.

Kanwtka - Or

Kmoy: 1-200001

CyuTelEaTENE: K3THTKS -
HOr (800-netie Mockeei)

X

BHelWHAA cebINKa Ha APNBIK

Mony4nTe HOBY ccbiNKy? Mony4me
HOBYH, CTapan nepecTaHeT
paboTaTk.

Janblie Takyo CCbI/IKY MOXHO nepeaasaTb APpYIMM. OHun 6yp,yT Nnosb30BaTbCA Kaouom bes BXO4a B
cncremy.
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HKypHan akTMBHOCTU

Ha BKnazKe NMOKasaH CNUCOK MCMOMb30BaHMA KOYEN 32 MPOMEXKYTOK BpemeHu. OTobparkaeTca aaTa
MCnoab30BaHNA, HaMMeHOBaHWE KKo4Ya U TOYKKN A0CTYyNa, akKTUBHOCTb CaMOrro K/1to4a U
npeaocTas/ieH /M No HemMy A0CTyn. B Ko/loHKe coobuieHme oTobparkaeTca cMcTeMHble coobLeHus,
KOTOpble, Hanpumep MOryT NOHATb MPUYUHbI OTCYTCTBMA AOCTYMNMHA U T.A4.

YypHan aKkTUBHOCTKH

HawmeHoeanne Kmod akTueeH?
Oara

Touka gocTyna Loctyn npegocTtaenex?

1-200001-Bpenok
107AK1 5 cexyma 1 BxogHas rpynna

CoobueHue

03.06.2024 19:36:26

PIN-
03.06.2024 19:03:01 KOA NEpexonHore neprona Krou He akTueeH

Kanutka - HOr (B00-netmne Mockssi)

PIN-kop nepexogHoro nepuoaa

03.06.2024 11:25:01 Kntou He akTHeEH

000000

Kanutka - Cesep (Axpomckmii npoesy)
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HapyweHuna

Ecan agMMHUCTPaTOPaMM aKTUBMPOBAH KOHTPOb HapyLeHU U 61OKMPOBOK, TO Ha AaHHOM
BKNaAKe 0TO6ParKaloTCA TUNbl HapYLIEHWI, 61OKMPOBOK, UCTOPUA NOABAEHUA N TEKYLLMIA CTaTyC.
BKknagKa No3BOIUT MOCMOTPETb OCHOBAHUS HaN0KeHUA 6IOKMPOBKM U1, B C/ly4ae Hecornacus,
06paTUTLCA K agMUHUCTPATOPaAM CUCTEMbI MW APYTMM OTBETCTBEHHbIM /IMLLAM, B COOTBETCTBMM C

pernameHToM.
Bnokupoeku
LAnusnux 6 P Her.C 60, 4ro cob Te
Aara 3abnoknposano Craryc Onucanune
28.03.2024 14:28 - 26.06.2024 14:28 Npoe3sn 6e3 CTORHKN Ha TEPPUTOPHIO ABOPA MNorawexa DukTHeHbIA Bbie3] (BBOA KNOUE C ABYX CTOPOH)
28.03.2024 14:19 - 26.06.2024 14:19 Mpoe3ap 6e3 CTOAHKYM HA TEPPUTOPUIO ABOPa Norawexa MNpoeap 6e3 kmoua [ 3a kem-10
28.03.2024 14:07 - 26.06.2024 14:07 MNpoeap 6@3 CTORKKK Ha TEPPUTOPWIO ABOPa MNorawena Npoeapg 6e3 kmoua / 33 kem-T0

28.03.2024 13:41 - 26.06.2024 13:41 MNpoe3n 6e3 CTORHKM Ha TEPPUTOPHMIO ABOPa

Hapywenus

Otmerena /| O6xanosara

MNpoesg 6e3 knoua / 3a kem-T10

[Aumauux Py # ner. C 60, uro cob

Aara
28.03.2024 14:23 OuKTMBHLIA BRIL3N i
28.03.2024 14:16 Npoeap 6e3 knoua / 33 Kem-To
28.03.2024 14:06 Npoeap 6e3 xmoua / 33 kKem-To
28.03.2024 13:40 MNpoe3g 6e3 knoua / 33 Kem-To -

Tun Hapywenus

2110.2023 11:28 He NOKMHYN TEPPUTOPMIO BOSPEMA | s

22.09.2023 17:31 He noKuHyN TEPPUTOPMIO BOBPEMS | e

Onucanue
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PaboTa c IMYHbIM KabuHeTom [ncneTyepa

MNMonb3oBaTesib C PO/bIO AUCNETYEP BUAUT U YNPABASET COCTOSHUEM TEPPUTOPUN B OHNANH peXUME
24/7. InucneTyep MMeeT BO3MOMKHOCTb OTKPbITb TOUKY AOCTYyNa Ha TEPPMUTOPUIO, aHaIM3MPOBaTb
COCTOAIHWE CYUTbIBATENEN, KTKOYEN U MPOU3BOAMTDL ApYyrMe onepaumu.

Cambl NpOCTOl NPUMeEpP — NPONYCK CNeLManbHOro TPAHCNOPTA, HANPUMEP NOXKAaPHOM MaLUMHbI UK
MALUMHbI CKOPOI MOMOLLM.

Ha nogasnsatowem 60/bLUIMHCTBE 30H A0CTyNa — TeppuTopuii, obecneyeHmne 6ecnpenaATCTBEHHOrO
npoesaa cneuunanbHbIX CYXK6 ABnAeTCA NPUOPUTETHOM 3adaueit fiucneTyepa. Bkaovas
MeXaHU4YecKoe BMeLLaTe/1IbCcTBO, NPU NOBPEXAeHUM ToUeK aoctyna. Hanpumep, npu oTkase
NPUBOAOB BOPOT — Pa36NOKUPOBKa UX B PYHHOM pPeXKMMe CneLnaibHbIM KKUYOM.

Bbigaya Katoda no MWH koay n3 anyHoro KabuHeTa Noab3oBaTens
[JaHHaa yHKUMOHANbHOCTb NO3BO/IAET NO/Ib30BATE/NO UAN CBA3AHHOMY C HAM MLy nonyynTtb MNH —
KoA ANA AafbHENLIEro UCNOb30BaHMA B CHUTLIBAIOLLMX YCTPONCTBAX.

penaialiaeualnG Bbigaua Knioya No KOJOBOMY CNOBY
NUHKOQY

Konoeoe cnoeo |

Monb3oBaTesb, NOMYYMB AOCTYN K CBOEMY aKKayHTY, COObLaeT gmcneTtyepy Kogosoe c10Bo. [aHHoe
KOZL0BOE C/I0BO MO3BOJ/IUT AMCNETYEPY NONYYUTb MHPOPMaLMIO O nosb3osaTene: PUO, TenedoH,
NOMELLLEHUS, 30HbI LLOCTYNa, HAPYLUEHMA aKKAYHTa KaK CAaMOCTOATE/IbHbIX, TaK U MO NOMELLEHUAM,
06LWMX C APYTMMM aKKayHTaMMU.

HapylweHuns nosBAAIOTCA B ClyYae aKTUBHOCTU PEXMMA OTCNEXMBAHMA HAaPYLIEHMIA — HACTPOMKM
COBETYIOLWMX TUNOB HAapPYLLUEHWA U NMPABUA UX NPUMEHEHWA, HAaNpPUMeEpP HaXOXKAEHUS Ha TepPUTOPUN
30HbI focTyna 6onbwe 30 MUHYT 3343ET aAMUHUCTPATOP.
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Bbigaua Knioya fo NUHKogy

o) le] A Sl st I LA i S
TenedoH —

MNOMELLEHMA

w Muurnpgackoe 107Ak1 - kB

e

30HbI AOCTYNA

107AK1 1 cekumn
107Ak1 10 cekumn
107Ak1 11 cekuma
107Ak1 12 cekums
107AK1 2 cekums
107Ak1 3 cekymn
107Ak1 4 cexuma
107Ak1 5 cekums
107 Ak1 6 cekuma
107Ak1 7 cekumna
107Ak1 8 cexumna
107Ak1 9 cekuma

MNpoe3p 6e3 CTOAHKKW Ha
TEppPUTOPUIO ABOPa

+ MoateepxaexHo

v AxkTusHa
v AxTueHa
' AxkTveHa
' AxkTveHa
v AxkTusHa
v AxTueHa
v AkTueHa
' AxkTveHa
' AxkTusHa
v AxkTueHa
v AxkTveHa
' AxkTueHa

+ AktuBHa

MNpoxop Ha TeppuTopuio ABOpa ' AKTMBHA

HAPYLUEHMUA

CBA3aHHBIE C NONb30BaTENEM

lara

28.03.2024
14:23

D -

OnucaHue
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DUKTHUBHBIA BbIE3A

Onucanue

Morawesxo



CBfi3aHHbie C NoNb3oBarenem

Aara Onucanune Tun Onucanue
28032024 ¢ . DUKTUBHDBIA Bble3 Morawexo
14:23 e . A
28'?2,’3(?24 MNpoe3p 6e3 knoua / 3a kem-To MNorawexo
28'1043,'52)24 e > MNpoe3sp 6e3 knioua / 3a kem-To MNorawexo
28'.?;_'3824 MNpoe3sp 6e3 knova / 3a kem-To MNorawexo
2110.2023 11:28 Hapywenve pernaMeHTa BpeMeHn HaxoXAeHNA Ha TepPUTOPUMN He nokuHyn Tepputopuio NoralicEs
Asopa BOBpEMA
CcBR C nomMeLy
Hara dU0 Nomewexnn Onucanne Twn Craryc
10.03.2024 : HapyweHune pernameHTa sBpeMeHu st
2 TEepPUTOPHIO Morawexo
19:26 HaxXO0XAEHUA Ha TEPPUTOPUM ABOPA
BOBpeMA
CO3AHMUE KJTIOYA
Bpems geicrteuna 0OpHOpa30BbIi v

Takcu AB 123 77 [ocraeka A 123 AA77 Kapwepunr A 123 AA 77 Jinusbii Tpancnopt A 123 AA 77

30HbI AIOCTYNA
[J 107Ak1 1 cekuusn
[CJ 107Ak1 10 cekuus

[ 107Ak1 11 cekumn

Ha ocHoBaHWM aHanm3a MHd)OpMaLI,VIM N NOXKenaHum COO6LLI,MBLLIEI'O KO40BO€E CN0BO, AUcnetyep
MOMeT c034aTb K04 aHANOrMYHO NoAb3oBaTento. B npouecce co3gaHunAa agnucnetyep MoXeTt
YBENNYNTb BpeMA ,ﬂ,eﬁCTBMFI K/1l04a, a Takxke 6yp,eT o0bnAzaH YKa3aTb NPpU4YnHy Bbiaa4un Kato4a.

Monb3oBartenio, NpeaoCTaBUBLLEMY KOA,0BOE C/I0BO PEKOMEHAYETCA MEHATb KOA0BOE C/I0BO
KaxXAablii pas, nocsie ero NpUMeHeHUs, YTo6bl UCKIIOUUTD €ro UCMO/Ib30BAHUE C LLeNbio NoayYeHUs
HEKOHTPOJIMPYEMOro 40CTyNa Ha TeppPUTOPUIO.

MOHWUTOPUHT KAtoYel
MOHMTOpMHI’ NMO3BOJIAET B KPYINMOCYTOYHOM peXnme oTCNneXnBaTb HaXoXKAeEHNE UCMNOJ/Ib30BAHHbIX
KI'IIOHGVI, npepbiBaTb MOHUTOPUHT, YBENINYNBATb BpEMA HAaXOXAEHNA HA TEPPUTOPUN.

25



MOHUTOPUHI KMIOYeil

MOHUTOPHHI KmoueR Npumenenne xmova

Jiwmant [ Haxogures, Mux Kmou Bnapeney Aencrenn

.
10.06 10:35 Bopora - KOr (800-nerne Mockas) A m
° 30/7 Mpoe3sq 663 CTORHKM Ha TEPPHTOPWO REOPS =

Mpw NpepbiBaHNUN MOHUTOPUHTA AUCNETYEP MOXKET B PYYHOM PEKMME BbIHECTU HapyLUEHME
No/b30BaTE/I0 YKa3aB ero NpuYmHy.
CHATHE KNMoya ¢ MOHHUTOPHWHIra

[JobaenTe Hapywexue

HAPYLUEHHUE

Tun Npoezag bez knoua [ 2a Kem-To v

Mpoezg 33 MawmHoit AOT0AL 777 8 17:38

CHATL C MOHHTOPHHIa

PyyHOe M3MEeHeHWe IMMUTA AENCTBUA K/toUa MOMKET NOHAZ00UTLCA B C/lyYae aKTUBHOCTM CUCTEMbI
y4éTa HapylweHuWi, HanpMMep ecaun Nosib3oBaTe b, Pasrpyrkas aBToMobuAb, He ynoxuaca B 30
MWHYTHbIM MHTepPBaA, ABNAIOLMIACA HapYLLEHUEM NPABUIA BPEMEHU HAaXOXKAEHUA Ha TEPPUTOPUM.
Torpa emy HeobxoAMMO 06PaATUTLCA K AUCNeTYEpY C NPOCLOOI YBEANYUTL MHTEPBAJ, YTODLI He
NOJYYUTb HapyLWeHMe, MOTOMY YTO Pa3rpy3ka — 3T0 06BbEKTMBHAA NPUYMHA YBEINYEHUSA BPEMEHM
HaxXoXAEeHWA Ha TEPPUTOPUM 30HbI AOCTYNA. B cnyyae NPoCcpoYKM ¢ obpalLeHnem K anucnetyepy
HapyweHue byaeT cHATo. B cnyyae HanmMuma 610KMPOBKK, HA OCHOBAHMM A06aBNEHUS AaHHOIO
HapyweHus, 6NOKMPOBKa byaeT cHATa.

CDMKcaLI,Mﬂ HapyweHUnA No3BOJIAET B PYYHOM pexXmume ,D,O6aBMTb HapyweHune Bbl6paHHOI'0 THNa anAa
dKKayHTa No/1b30BaTeENA. AHaNoOrM4HoO py4HOMY LI,O6aBJ'IEHMI'O, 3a UCK/ZTloYeHnem OTCYTCTBUA
H606X0[],VIMOCTVI Bbl60pa nonb3oBaTend, Nno/1b3oBaTe/lb 6yﬂ,ET nonyvyeH mn3 COOTBETCTBYI-OLLI,EVI CTPOKU
MOHUTOPWUHTA.

PyyHoe nobaBneHMe HapyLleHns

B cnyyae oencTBus cuctembl y4€Ta HapyLLUEHUI AUCETYEP MOXKET A06aBUTb HapyLleHue ntobomy
nonb3osaTtento. B CQlydae Hanan4dma npasun 6ﬂOKMpOBKM dKKayHTOB M npesBbllleHNAa TIMMUTOB,
YKa3aHHbIX B NpaBuie — nosib3oBaTte/b 6YAET 3a6J'IOKVIpOBaH Ha BpemA, YyKasaHHOE B npasuie
GHOKMpOBKM. I'Ipanma 6!'IOKMpOBOK 3apaHee HaCTpanBaTCA aAMUHUCTPATOPaMUN CUCTEMbI.
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Beigava kmoya no

CospaHue HapyleHns

NUHKOAY

MOHMTOPHHT KNlOYeH

MNonezosatens |
lobaeuTe HapyweHxWe
Tvn IHe NOKWHYN TEPPHTOPHID BOBPEMA
WCTOPHUA NPUMEHEHHA
KIoYel
CocTosHNe cuMTeIBaTENei Onucanue

cTopmnsa npuMeHeHMA Katoden

Ha gaHHOM BKNagKe B OHMAMH pernme 0TobpaXKatoTca TOYKM A0CTyNa — NPUMEHEHMA KAtoYei.
MOKHO BPEMEHHO OCTaHaB/IMBATb, NMPY HEOBXOAMMOCTM aHaIN3a MPUMEHEHWS.

HETopHA NPHMEHEHHA Kiowed

fara

10.06 111127

10,06 111179

10,06 111810

10,06 111108

10,06 11:11:08

1006 11:10:59

Touma gocTyna RAoctyn Coobuemne
107AKT 1 COMUMA MHGT NapeMsra o KHOMa Baxoqa

WTAKT B cawmR | BXORHAR TPYNG -]

BopoTa - 107 (BO0-neTwe Mocxsw) -l

W0TAK] B conumn 1 BEOgHAR FEyTNG -]

Kanumea - Cenep (Axpoucati npoess) L] Ko sexons

Kanwrica - K (B00-nemne Mockss) L] Knones sxona
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(w0 onpegenesic]

[me onpegenesic]

[me onpegenesic]

Mpu fobasneHnn HapyleHWsa aucneTyep B 06A3aTeIbHOM NopsAAKe BbIOMPAET N0/b30BaATENA U3
BbIMAAAlOLLErO CMIUCKA W YKA3bIBaeT ONMMUCAHWNE HapyLUEeHUs.

& [ve onpenenec]
. [ onpegenewc]
& Bnaginp
o 92067930
& Maxamn B
o gzmanse
& Drpui 1
L 504192
& (e onpegenenc)
% (e onpanenewic]
& (o onpeasnenc]
%, (e onpegenenc]



CocTosiHMeE cyMTbIBaTENEN

Ha BKknafKe oTo6paykaeTcs COCTOAHNE CYUTLIBATENEN MMEIOLLIMX BO3MOXHOCTb NepeaasaTb CBOW
cTaTyc. Y pasHbIX cunTbIBaTENEN AaHHAA GYHKLMUA MOXKET Ha3blBaTbCA NO-Pa3HOMY, HO OCHOBHOM
CMbICA — NMepefada CUrHana B Cyyae HapylleHUA LeNOCTHOCTU CHUTbIBATENA UK ero paboTbl.
Hanpumep — oTpbIB OT MecTa KpenaeHus, BCKPbITUE KPbILLKM 1 Tak aanee. CYNTbIBaTEIb MOMKET
CoAep’KaTb Ha AaHHbIM CAy4Yait ONTUYECKUI AaTHMK U NepeaaTh CBOE COCTOAHME Ha AaHHYIO0 BKAAAKY
avcnetyepy. Jucneryep, B CBOK ovepedpb, A0/KeH nepeaatb 3Ty MHGOPMaLUMIo 06CayKnBatoLLEeMy
nepcoHany Uamn rpynne coXpaHeHUs MMmyLLEecTsa.

CocTofiHWE cuUMTbhIBaTENEN

Oara WMma Onucauue CocroaHue
01.05 19:19:32  107Ax1 9 cexkymna 2 exogHan rpynna (/1C) N1 W4 [ 6 Ok
13.0513:32:15  107Ax1 2 cekuma NUGT NapkuHra Ne2 VAl /6 Ok
13.0513:32:31  107Ax1 3 cekuma nudT NapkuHra Ne3. WAl /6 Ok
13.05 13:32:48  107Ak1 4 cekuna NudT NapkuHra N2d WAl 6B Ok
07.04 20:12:45  107Ak1 S cekuna NMGT NapkvHra NeS. w41 /6 Ok
11.05 11:12:40  107Ak1 6 cexynA NMGT NapkuHra NeG V4.1 /6 OK
11.05 11:12:57  107Ak1 7 cekums nudT napkyMHra Ne7 Va1 & Ok
13.0513:33:08  107Ak1 8 cekuWA NUdT NapkuHra NeB V41 /6 Ok
11.05 11:13:23  107Ak1 9 cekuna NUGT NapkuHra NegQ. WAl (6 Ok
13.0513:33:24  107Axk1 10 cekums nudT napkuHra N210. V41 [/ B Ok
13.0513:33:41  107Ax1 11 CeKUMA NMAT NapKUHra N2 W41/ 6 Ok
13.05 13:33:56  107Ak1 12 cexuuna nudT napkuHra N212. W41/ 6 Ok
24,04 15:520:174  107AK1 1 ceKuWA NMGT NapKKHra Ne13 V41 /6 OK
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CeKkpeTapb nan 610po Nponyckos

OcHOBHOE 3a/a4a CeKpeTaps — Bblgadya KAYen n NoaTBEPKAEHNE aKKayHTOB NoJib30BaTesNeN.
CeKkpeTapb NpoBepsAeT NakeT JOKYMEHTOB, HE0b6X0AMMbIM A8 aKTUBaLUMK BceX PYHKLUMI B cucTeme.
Hanpumep, nonb3oBaTenb MOXKET CO34aBaTb NApo/M, f06aBNATL NOMELLEHUA, APAbIKM ANA
YAANEHHOTrOo ynpaB/ieHMA TO4KaMM A0cTyna. Ho He CMOMKET MX UCMO/Ib30BaTb, NMOKa CEKPeTapb Nan
aAMUHUCTPATOP CUCTEMbI HE MOATBEPAUT Er0 aKKAYHT.

Bblaaya Ktouen
Bblgaya Katouen NpomMcxoanT U3 nysa Ka4ven, 3apaHee chopMUPOBAHHOTO aAMUHUCTPATOPOM.
BblgaBaemble Katoumn pusnyeckume, Hanpumep KapTbl, bpenku, bpacneTbl 1 TaK ganee.

Myn knoven B Myn kniouei - cNMcok
Cnucok

MNomnck: MokaseleaTk 3aNUCei Ha CTRaHuUe: | 50 v

CozpaH Homep Tun DelicTens

S E—
< x
18.01.2024 10:57:24 1-2000571 Kmou Mifare SL3 a
18.01.2024 10:56:34 1-2000570 Kmou Mifare SL3 a
18.01.2024 10:56:34 1-2000569 Kmou Mifare SL3 a
18.01.2024 10:56:34 1-2000568 Kmou Mifare SL3 a
18.01.2024 10:56:34 1-2000567 Kniou Mifare SL3 a
18.01.2024 10:56:34 1-2000566 Knmiou Mifare SL3 a
18.01.2024 10:56:34 1-2000565 Kmou Mifare SL3 a
18.01.2024 10:56:34 1-2000564 Kmou Mifare SL3 a

|_|pl/1 BblAa4y€ M Ha3HA4YE€HUU K1K0YA aKKAYHT NOJIb30BaATE/NIA aBTOMATUYECKU NOATBEPHKAAETCA. Ha6op
ero I'IOMeLLI,eHVIf/‘I MOXHO U3MEHUTb Ha BK/1aAKE NOMeELLEHNA nosib3oBaTesiel Kak Ao, Tak h nocne
Ha3HayeHua Kawua. Mocne NPOBEPKU NMPaBUIbHOCTU NMOKA3aHHbIX I'IOMELLI,GHVIVI HGO6XO,CI,VIMO YKa3aTb
30HbI A0CTYyNa, AOCTYyNHblE€ MNONb30BATE/IIO NMNOC/IE aKTUBAUNN aKKAYyHTAa. 30HblI A0oCTyna
dBTOMATUYECKUN CTAHYT aKTUBHbIMWM Y aKKayHTa.
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Ha3sHayeHue kKnoya

Homep 1-2000571

AKTWBEH

Hazsanne* 1-2000571

OnucaHWe

Monkz0BaTens WeaH Meanos x
MNOMELLEHMA

Hazsaune w. Amutpoeckoe 107Ak1 - XCIIl

OnucaHWe

OcHoBaHue lApeH,qa VI
Cratyc l OMMAAET NOOTEEPHOEHHA VI

30HbI JOCTYNA IE.’ BoibpaTh m:e] lEl CHATb BCe

Npoxop Ha TeppUTOPMIO AEOpa
Npoeap 623 CTOAHKKM Ha TEPPUTOPMIO 1B0PA
[ 107Ak1 1 cekuma

[ 107Ak1 2 cekumn

MNMocne HaszHayeHUA KAroya dKKaAYHTY No/ib30BaTeNA OH NponagaeT U3 nyna KNto4yen. an
HEO6XOAMMOCTM 0TBA3aTb K/1KOY OT aKKayHTa U BEPHYTb €ro O6paTHO B Nyn UMeeT BO3MOXKHOCTb
TOJIbKO aAMUHUCTPATOPLI.

30HbI A0CTYNa NoAb30BaTeNEN

[aloT BO3MOMKHOCTb A06aBAATb M YAANATb 30HbI A0CTYyNa ANA nNoab3osaTteneil. [lobasneHme HOBOM
30Hbl HE06X0AMMO, 4TO6bI NOb30BaTE b, CO3A4aBan UM PeAaKTUPYA KNOUM B aKKayHTE, MOT UX
MCNONb30BaTh ANA NOCAeAYIoWero nonaaaHua Ha TeppuUTopuio.

Yike nobaBneHHbIe 30Hbl OTOBPAXKaOTCA CNMUCKOM, FAe MOXHO U3MEHUTb CTATyC 30HbI UK YAANUTb
eé.

30HbI gocTyNa nonb3osarenei - CNMCoK

Nownex: NOoKAINBATY 33NUCER M3 CTPaMmye: | S0 v
AxTHEHOCTD Cozpana Hamonena Email Homep SHO Crarye Onucanmue 3oka gocTyna AchcTans
>= % >= x
<= % <= x
21.04.2021 9:59:40 22.05.2023 12:29:25 Vieaw Meanoe ATuana 110 yMONUaHmwo TIPOXOA Ha TEPPUTOPUIO ABOPS ¥ 4 -
21.04.2021 9:59:40 21,04.2021 9:59:40 Weax Usanos 3abnokmpoeana Mo ymonuarwo Mpoesn 6es CToRHKM Ha TeppuTopwo asopa & -
crpmmnsse roes. ()

Moxasano 2 w3 2 3anucel (OTEATPOBING 13 4146 3anuced)
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PepakTUpoBaHWe 30HbI fOCTYNA NONb3OBaTENA

AKTWBHOCTB

HazeaHue 30HBbI Mpoesp Ge3 CTOAHKW HA TEPPUTOPUIO fEOPa
Monezosatens Hean UeaHoe
Cratyc 3abnokupoeaHa v

Mo yMonuaHuw

Onucanwe

[na pobasneHus TpebyeTca BbIOpaTh NO/b30BATENA U3 CMMUCKA, YCTAHOBUTL aKTUBHOCTM 30HbI,
BblOpaTb HeOHXoAMMbIE 30H U3 BCEX AOCTYMHbIX 30H NPOEKTa U onpeaeneHne cratyca.

Myn kmoyei Cosnauue 30HbI fO0CTYNa NoNb3oBaTenAa
3oHbl pocTyna
nonezoearenei 8 AKTMBHOCTE
P AL Mone3oearens [ WMean MeaHos b4
Cnmcok
Momewenna 30HBI AOCTYNA [E BoibpaTtb Bce] [EI CHATb BCe
nonb3oBaTenei
[0 107Ax1 1 cekuma
Hapywenua

[0 107Ak1 2 cekumn

[0 107Ak1 3 cexuumn

<]

107Ax1 4 cexumn

<]

107Ak1 5 cexums
107Ak1 6 cexumn
107AK1 7 cekuma
107AK1 8 cekums
107AK1 9 cekums
107Ak1 10 cekuma

107AK1 11 cekumA

0O0OO0ODOOO0O-Oo

107AK1 12 cekuma

Cratyc AKTHEHA v

Onucanue

MomelleHna Nnonb3oBaTene
Pa3,u,en ,a,aéT BO3MOXHOCTb YA4aNnATb U1 AO6aB}'IF|Tb nomeuwieHnAa ana I'IOI'IbBOBaTeI'IeVI, a TaKXe Ux
pPenakTnpoBaTh.
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AKKayHT M0/1b30BaTeNs aKTUBEH TO/IbKO NPU Han4Mm XoTa Bbl OAHOr0 NOATBEPIKAEHHOIO
nomMeLLeHus.

B cnucke nomeLeHnt NnpucyTcTByeT KoloHKa Koa. Kntouei. KonoHKa no3BoAAeT ocyLWwecTBAATb
KOHTPO/Ib 33 KoAn4ecTBoM BecnnaTHO BblgaHHbIX KAOYEN Ha akKKayHT. Hanpumep, Ha akKkayHT
BblAAETCs He bonblue ABYX becniaTHbIX KAOYen.

I'Ioucm.cnun nonb3oBaTenei - CNMCoK

Mowek: | jasontechl 23@yandex.ru MoKaILIBATE JANKCER HA CTRaNNGE: |50 v

Crarye Email Homep DHO Nomewenme Kon. kmouwen Tun Cospana Himenena AehcTenn

|

>

<

OXMABRET NOATEEPXASHAA Miean Measos w. fuTposckoe 107Ax1 - XCII O Kommepueckoe now. 11.06.2024 10:23:53 11.06.2024 10

HapyweHua

B cnyyae aKTMBHOCTU CUCTEMbI Y4ETa HapyLLEHUI ANA CeKpeTapsa NpeaoCcTaBAseTca NOAHbIN AOCTYN K
YNpaBAEHUIO HapyLWeHUAMM U BIOKMPOBKaMU. ITO HEOBXOAMMO B C/Ty4ae PyYHOro yyacTus
CeKpeTaps B paspelleHnn NPUYNH HaNO0KEHWSA HapyLweHnit U 610KMPOBOK. Hanpumep,
No/b30BaTe b MOMYYN HapyLIEHME, C KOTOPbIM He COr/IaceH, NPeaoCcTaBAAeT AaHHbIE — CKPMHLLOTbI
c TenedoHa, CHUMKM, BUAEO 3aNnUCK U Apyrue CBUAETENbCTBA, B COOTBETCTBUM C perlameHTomM. Ha
OCHOBAHWM 3TUX AAHHbIX CEKPETapPb MOMKET NPUHATbL PELLEHUE O CHATUM HapyLLEeHWA, BKAOYas
aBTOMATUYECKOE CHATUE BIOKMPOBKM, EC/IM MMEHHO 3TO HapyLUeHMe CTaNo HEeOTbEM/IEMOM YacTbio
6/10KMPOBKK. Hanpumep, B yc10BUAX BIOKMPOBKM YKa3aHHO, YTO BIOKMPOBKA HAcTyMaeT noc/e Tpeéx
HapyweHui. Ha TpeTbe HapyweHue bbina nponsBeaeHa 61OKMPOBKa onpeaenéHHOoM 30HbI 40CTyna.
Monb3oBaTeNb NPeAOCTaBUA UCYEPbIBAIOLLME AOKA3aTeIbCTBA OTCYTCTBUA CBOEW BMHbI, HAaNpumep,
aHav3 BUAEO 3anuceit Kamep HabatogeHmsa. COOTBETCTBEHHO CHATUE HapyLUeHNe aBTOMaTUYECKM
NPUBEAET K CHATUIO BJIOKMPOBKM.

|_|pl/1 CHATUMN 6ﬂOKVIpOBKVI BO3MOXHO CHATUE BCEX NN YACTU HapymeHMﬁ BMmecCTe C 6IIOKMpOBKOI\;I.
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PepakTupoBaHue 6NOKMPOBKU

Larta cozpaHua 07.06.2024 19114

Oata npexpaueHna 07.07.2024 19114

Mone3oeatens B e

Cratyc OtmexeHa [ O6xanosaHa

CToRHKa BHYTpW ABOpa Gonbiue 30 MuHYT

Onucaxmne

Ob6xanoeaTe BCE
HapylWeHnA
aBTOMaTHYECKH

HAPYLUEHWA

Dara: 07.06.2024 19:11 Kmouw: = = Twun: He NnoOKWHYN TeppuTopuio BoBpemAa [etanu

Otmexexo /| ObxanoeaHo

Hapylienne pernameHTa BpeMeHn HAXOXAEHNA Ha TEPPHUTOPUM ABOPA

Aara: 07.06.2024 11:59 Kmow: — Tun: He nokuHyn Tepputopuio soepema [letanu

OTmexeHo [ ObxanoeaHo

HapylweHue pernamenTa 8peMeHn HaxOX AEHUA Ha TEPPHTOPMK ABOPA

Dara: 03.06.2024 13:10 Kmou: = = Tun: He nokuHyn TeppuTopmo BoBpemA [letanu
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AOoMUHUCTPATOP

OcHOBHOW 3a4a4en agMMUHUCTPaATOPa ABAAETCA HAaCTPOMKa, YNpaBieHNE N MOHUTOPUHT CODBbITUIA,
npoucxoaaLmx B cucteme. Nocne Bxoga agMMHUCTPATOp NnonazaeT Ha cBoé paboyee mecTo, OTKyAa
OH ynpasnseT 60NbLIMHCTBOM BO3MOXKHOCTEN.

PACS «TenaCITY» = [r——

Nonksosatent 3omei AOCTYNA NoAB3OBATENGH Nomeuena nonksosarened Noweuenma

Toukw aseTyna Kowpannepe: Jouw aocTyna K

Myn kmiouei Cuntusatent Yenosun BnoKMpasKK Hapywesus

Myprans

[Nonb3oBaTenu
ﬂ,eVICTBMﬂ C NoNb30oBaTeENAMU OOCTYMHbI C rnasHom CTpaHUUbl U1 U3 MEHIO. |_|pM ,CI,OGaBIIEHVIVI
dKKAYyHTa No/sib30BaTENA H606XOAMMO YKa3aTb obaszaTenbHble nona:

e  AKTMBHOCTb, NPEAN0araeT 3a cob0i TEKYLLYIO BO3MOXKHOCTb BXOAA B IMYHbIN KabUHET
nonb3oBatens. Ecnv fo6aBMTb NO/b30BATENSA, HO OCTAaBUTb €70 HE aKTUBHbIM, TO OH He
CMOMKET MonacTb B IMYHbIVA KabUHET.

AKKayHT No/1b30BaTeNA A0/KEH BbiTb YHUKANEH. YHUKAIbHOCTb MPOBEPAETCA MO NOMAM
Email unu tenedoH. Mpu coBnageHmm Ntoboro U3 nosen B peructpaummn bygeT oTkasaHo.

o Uma, Pamunumio, OT4ecTBO — He obA3aTenbHoe nose

e Email

o TenedoH

e CTapToBYO CTPAHULY aKKayHTa NONb30BaTeNs, OHa AOCTYMNHA B TPEX BMAAX, MO YMONYAHUIO
3To Npodunab Nonb3osBaTens. B ganbHenwem Nonb3oBaTeIM CAMOCTOATE/IbHO MOTYT
N3MEHATb AaHHYI0 CTPaHULY Noc/e BXOAa B IMYHbINA KabUuHeT.

e MaKcMmanbHOe KOAMYecTBO MNOCTOAHHbIX / BPpEMEHHbIX Ktoyel, 3HaueHne no yMonvyaHuio
onpenenneTcsa B HacTpoiKax. Heobxoaumo, 4tobbl Nonb3oBaTeslb He NbiTanca 406aBnUTb
H6eCKOHEYHOe KO/IMYECTBO KAKOYEN, B NMOMbITKAX BbIBECTU CUCTEMY U3 CTPOS.

e [laposnb M ero noaTBEpPKAEHUE, CTOUT 06PaTUTb BHUMAHME, YTO NAPO/b AO0MKEH ObITb
COOTBETCTBYIOLWEN CNOMKHOCTU. MUHUMA/IbHASA CNIOKHOCTb YKa3blBaeTCA B HACTPOMKax
6e3sonacHoOCTH.

e Ponb B CKY/.
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AKTHBEH O

Mma* ‘ |
Damunua* ‘ |
OTuecTEO ‘ |
Email* ‘ |
Tenedox* +7 |
CTapToBas cTpaHviLa ‘ Npoduns v |
MakcumansHoe
KONMWYECTED ‘ 10 =
NOCTOAHHBIX KNHOYeR
MakcumaneHoe
KONMWYeCTEO ‘ 10 =
EPEMEHHBIX KNHoYeR

‘ sene @|
Mapone*

P OueHb cnabblil

| ]
MosTopuTe napons* ‘ @|
PONb

[0 AgmunucTpatop

[0 Awcnetuep
[J Nonezoeatens

[J Bwopo nponyckos

CoxpaHuTb B AobaBuTb

HacTpoliku 6e3onacHoCTH BbIrAgAT cieayowmm obpasom:

e [laposb OT N06Oro NoMbL30BATENA B PEXKUME OTNAAKM, NYCTOM — OTKAOYEH. [laHHbIN Nnaponb
No3BO/IAIET, B C/ly4ae HeNOHATHOrO COCTOSIHMA aKKayHTa No/ib30BaTeNA, KOTopoe TpebyeT
IMYHOE BMeLLaTeIbCTBO aAMUHUCTPATOPa.

e  MuHMmanbHas gavHa NUH-Koga npy co3aaHnmn BpemMeHHbIX Kaoyel yepes ancnetyepa
MCNonb3ys KoAoBOE C/OBO.

e  MuHMManNbHasA ganHa NOcToAHHOrO Katoya (MWH-Kkoaa) yKasbiBaeT A MHY reHepupyemoro
MNH-Koaa Ans Nonb3oBaTenn aBTOMaTUYECKU. MOMKET U3MEHATLCA C TEYUEHNEM BPEMEHMU.

e MuHMManbHasA AanHa BpemeHHoro Katoda (MWH-Kkoaa) ykasbiBaeT A4/IMHY BpeMEeHHOro
K/Il0Ya, OrPaHMYEHHOrO MO KONIMYECTBY UCMNO/b30BaHUIA UM BPEMEHM AENCTBUSA,
reHepMpyemoro Katoya 414 Noab3oBaTens aBToMaTuyeckn. MoMKeT M3MEHATLCA C TeYeHneM
BPEMEHMU.

e  MuHMManbHas 4AMHa Napons ANA NoAb30BaTeNA YKa3blBAET HA MUHUMA/bHYIO OJIUHY,
3a4aBaemyto Npu perncTpaumm noib3oBaTesIeM UM CO34aHMA NOAb30BaTENA
aAMMHUCTPATOPOM.
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e  MuHMMaNbHaA CNOKHOCTb NapPO/A YKa3blBaeT Ha MUHUMAJIbHYIO C/IOXHOCTb Mapons npwm
perucrpaumnmn nnm cozgaHnmn. MeHblue ykasaHHOM CIOXHOCTM CUCTEMA HE MO3BOANT
3aperucTpuposaTtb Uan Ao6aBUTb NoAb30BaTENA.

HACTPOMKMW BE3OMNACHOCTH

Mapone ot noboro

nonb30BaTens B ‘ ‘
pexuMe 0TNagku,

NYCTOW - OTKNHIUEH

MUHUManLHaR ANuHa
NUHKOAA ANA CO30aHWA
BpPEMEHHbIX KNHJYER
Jyepes agucneTyepa

e |

MuHUManeHaR gnuHa
NOCTOARHHOMD KMOMa ‘ 6 |
(nuHKkopa)

MWHUMansHaR AnuHa
BPEMEHHOIO K/Houa ‘ 6 |
(nuHKkopa)

MWHUMansHaR ANUHa
naponAa ana ‘ 6 ‘
nonew3oBarens

MuHUuManeHas

ICunbuuﬁ v ‘
CNoOXHOCTE NaponA )

MNomeLlleHms

ﬂ,eVICTBMﬂ c nomeweHnamum oCTynHbl C rnasHOM CTpaHWuUbl NN N3 MEHIO. ﬂOMELLI,EHVIFI
H606XOAMMbI, YyTObbI npeaocrtaBuUTb MHd)OpMaLI,MPO O Nosb30oBaTene CMCTtembl, onepaTnBHOMy
peweHno BO3HUKaLWnX np06neM. Ocoboe BHMMaHUe HEO6XO,£I,MMO O6paTMTb Ha TO, YTO
nonb3oBaTteIn MUHUMYM bes OoAHOro I'IO,EI,TBep)K,D,éHHOI'O nomeuweHnA He MMeroT BO3SMOXXHOCTU
NONHOUEHHO UCNOJ1b30BaTb CUCTEMY, UM A0OCTYNHO TOJ/IbKO USMEHEHUE I'lpOd)VIﬂFI, co3naHune MUH-
KOA40B, HO HE X NCMNOJ/Ib30BaHWeE, BCe OCTa/ibHble BO3SMOXHOCTU — 3a6IIOKM|:)OBaHbI. I'Ipm ,£I,06aBﬂF_‘HMM
nomeweHunA HeOGXOAMMO YKa3aTb obAasaTenbHble nona:

e  AKTUBHOCTb, B C/ly4yae cO34aHMA HEAKTUBHOIO NOMELLLEHME OHO He byaeT BblgaBaTbCA B
CMUCKaxX NPU PerncTpaLmm HoBOro NoJib3oBaTeNA U PYYHON NPUBA3KE NOMELLEHWNSA
CeKkpeTapém nam AGMUHUCTPATOPOM NOAb30BaTeNt0. Hanpumep, nonb3oBaTento
npuHagneKut nogcobHoe nomeweHne Ne1231, Ho ero akKTMBHOCTb CHATa. COOTBETCTBEHHO
HUW NPW perucTpaumm, H1 Npu NonbITKe 406aBUTL ero Yepes CeKkpeTapa Uau
AZMUHUCTpATOPa 3TO HyAET HEBO3MOMKHO. YUMTbIBAA, UTO NO/b30BaTE/b aKTUBEH B CUCTEME
Npu HaZIMYNUM HE MeHee OAHOr0 NOATBEPKAEHHOIO MOMELLEHMA, TO NO/Nb30BaTENb He
CMOXKET MCMOb30BaTb KAKOUM, APAbIKM U APYyrMe BOSMOXKHOCTU CUCTEMBDI.

o [lopAgoK — 3HaYeHMe, YKasblBalOLWEE Ha NOPAAOK KaK NPy NOCTPOEHNN CUCKA NOMELLEHUN
AN aAMUHUCTPATOpPa, TaK U Npu BbiIbope Nonb3oBaTeNnem.

e [lomelleHNe — HaMMeHOoBaHMe NOMeLLEHMA, Hanpumep: Ww. IHTy3anactos 101 K 1/3-ks 1

e OnucaHue — HeobA3aTeNbHOE Nose, HeobxoAMMOe ANA A0NOHUTENbHOM NHbOPMaLUK
aaMUHUCTPaATOpPY

e  Tun —3Ha4YeHue 13 Npegnaraemoro CrmncKa, No YMOMYaHUIO: KBapTUpPa, MaLLMHO-MECTO,
KoMMmepuecKoe nomelleHue, apyroe. B cnyvae He0bXoAMMOCTM TUMbI PaCLLINPALOTCA.
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JobaBneHne nomeLleHna

AKTHEHO O

MNopApok ‘ 0 ‘
MomeweHne ‘ ‘
OnucaHwe

Tun BribepuTe THR v ‘

COXPaHHTD H [,063BHTD

MomelleHna noib3oBaTenen

ﬂ,]’lﬂ paﬁOTbI ZIMYHOro KabnHeTa nonb3osaTena HEO6XOAVIMO MUHUMYM OAHO I'IO,CI,TBep)K,CI,éH HOoe
NAaKeTOM AOKYMEHTOB NOMeELLEHNE. Iﬂ,OﬁaBVITb nomeuieHmne MmoXXet No/1ib3oBaTe/lb Ha MOMEHT
perncTtpartmm n noTom B CBOEM IMYHOM K36MHETG, B ,El,al'IbHEVILIJEM noarBepaunTb ero 4yepes
OTBETCTBEHHbIX 1L, B COOTBETCTBUN C PEMNMAMEHTOM. Tak Xe ,D,OGaBIIEHI/Ie HOMEU.LGHMVI
Nnonb30BaTENO AOCTYNHO aAMUHUCTPATOPY.

Ona nobasneHna HeobXoAMMO 3aNONHUTL CiedytoLimMe Nons:

e [lonb3oBaTesb, BbIbpaB U3 cnuncka. TonbKo noce Bbibopa 13 crNncKa Nosb3oBaTens
CTaHOBUTCA AOCTyNeH Bbibop MomelLeHus

e [lomeLlleHue, BbiIOpaB M3 CNMCKa, Nocae BBOAA MUMHUMYM O4HOI0 CMMBOJa byaeT nokasaH
OOCTYMHbIM CNUCOK

e (QOcHoBaHue fobaBneHMA NomeLLeHMA, He0BX0AMMO YKa3aTb YTO 3TO, COOCTBEHHOCTb,
apeHAaa, gpyroe.

e  CTaTyc, NpM HaAM4MM NaKeTa SO0KYMEHTOB, MOXKHO Cpa3y YCTAHOBUTb CTATYyC B
MoaresepKaeHo.

e OnucaHue — HeobA3aTeNbHOE Nose, HeobxoanMoe ANA AONOSHUTENbHOM MHbOoPMaLLUK
aaMUHUCTPATOpPY
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Jobaenenne noMeLWeHUA NoNb30BaTeNsA

Nonwz0earens | MeaH MeaHos x |
MNomeweHne | w. AuuTtpoeckoe 107Ak1 - CIX x |
OcHoBaHue |Ap&H,ﬂ,EI v |
Cratyc | OxuaaeT nogTeepxaeHNA v |
Onucanne

30HbI AOCTYNa

ﬂ,ef/‘ICTBMFI C30HamMm 00CTyna OO0CTyNHbI C rnaBHoOM1 CTpaHuuUbl NN N3 MEHIO. 30HbI AocTtyna
HeoﬁXDAMMbI YTObbI Bbl4E/INTb N OrPaHNYNTb 40CTYN HAa TEPPUTOPULO. 30HbI AocCTyna ¢M3M‘-IGCKVI
MOTyT nepeceKaTbCA, T.€. 04Ha MOXKET ObITb YacTblO ,D,perVI, HO MMETb pa3HOEe nNpeagHa3HavYeHue.
Hanpmmep, 30Ha A0CTyna HeLueXO,D,HbIVI npoxo4d He UMeeT OrpaHnU4YeHnA No BpeMEHU HaxXoXKaeHUA
Ha Tepputopun, anAd Heé AeﬁCTBy}O BCe TUNbI Kn}oqeﬁ, BK/1l0OYaA 04HOpPaA30oBble — Ha O4HO
npUMeHeHue. B ToXKe Bpemsi Ha TOW e TEPPUTOPUM CYLLLECTBYET 30Ha A0CTYMNa Bbe3s, TPaHCNOPTHOro
cpeacrtea, y KOTOpOVI 3anpeweHo npumeHeHne og4H0opPasoBbIX K/o4en u YKa3aHO MaKCmasibHOe
BpemMA HaXxoxXAeHuA, 00 BblHECEHUA nNpeaynpexgeHna, Npn akTUBHOCTU CUCTEMbI KOHTPOIA U
aHa/M3a HapyLeHWN.

PepaKTUpoBaHWe 30HbI fOCTYNa

AKTWEHA
MNopspok ‘ 1 o ‘
Hazeauune ‘ Mpoezn Bes CTOAHKK HA TEPPUTODWIO OBODA ‘

30Ha BPEMEHHOrO NPoe3Aa Ha TEPPUTOPUIO A2opa cOBCTEEHHWKOB, TAKCH, HeraBapuTHLIX JOCTaBoK W T.4., Ges
ETORHKM

Onncanwe

Mo ymonyanmo
AntiPassBack O
3anpeTuTh (V]

OAHOP330BLIE KMHO4YKM

i

OeACTEWA KNHOYa B 30
MAHYTaX

MakcumaneHoe EpemMA ‘

CoxpaHHTbh H [0baBHTL
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K 3oHe goctyna no6aBnstoTca TOYKKM AocTyna. Ha TeppuTopmio 30HbI A0CTYNa MOXHO NOMNacTb TO/IbKO
yepes TOYKM AocCTyna.

30Hbl 4OCTYNa NONb30BaTENA

[na Toro, YTo6bI NOIL30BATE/Ib MOT MOMNaAATb HA TEPPUTOPUIO ONpPeseNEHHbIX 30H AOCTyna
HeobxoaMMo f06aBUTb UX B aKKAyHT Nosib3oBaTens. B npoTuBHOM cnydyae nonb3osaTtesnb 6e3 30H
[0CTYMNa He CMOMKET CO34,aBaTb KUK, @ eCAN Y Hero A06aBneHbl 30HbI AOCTYNa N0 YMOYaHUIO, HO
He aKTUBHbI, TO CMOKET J06aBNATb K/OUYM, HO HE CMOXKET MMM M0/1b30BaThbCA. JpyrMmum cnoBamu,
ONA TOro, YTOObI IMYHbIM KabUHET Obla1 NOIHOCTLIO AOCTYNEH MO/Ib30BATE/NIO, U CUCTEMA MO3BONAA
nonagaTtb Ha TEPPUTOPMK 30H AOCTyNa HEOHXOANUMO: UMETb MUHUMYM OLHO NOATBEPKAEHHOE
nomeLLeHue ¥ MUHUMYM OAHY NOATBEPXKAEHHYIO 30HY A0CTYyNa.

[na nobasneHMs 30HbI NOAb30BaTENO HEOBXOAMMO 334aTh CAeayloLLmMe NoNs:

e  AKTMBHOCTb — €C/IM 30Ha A,0CTYNa N0/b30BaTeNA HE aKTUBHA, TO BHE 3aBUCUMOCTM OT eé
cTaTyca, UCNOAb30BaHA OHA He byaerT.

e [onb3oBaTeslb — HEOBX0AMMO BbIOPATh NO/b30BATENA U3 BbINALAOLLENO CMUCKA, Noc/e
BblbOpa NoNb30BaTe/A OTOHPA3ATCA BCE 30HbI AOCTyMNa M3 CMMCKA 30H A0CTYNA 33
UCKNIOYEHWEM paHee J00aBNeHHbIX A1 Hero

e 30Hbl gOCTyNa — BbibpaTb HAabop 30H AOCTyNa

e CTaTyc — yKasaHue ans Bcero Habopa BbIGPaHHbIX 30H AOCTyNa UX cTaTyca
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CozpaHue 30HbI fO0CTYNa NONb3ORaTENA

AKTUBHOCThL

MNonezoBaTens ‘ WMeaH Meanos »x

30HbI JOCTYNA IE.’ Boibpatb BCE] IIZI CHATb BCe

O
0O
O
O
O
O
0O
0O
O
O
O
O

107Ak1 1 cekyma
107 Ak1 2 cekums
107 Ak1 3 cekumnA
107 AK1 4 cekumnA
107AK1 5 cekuma
107Ak1 6 cekums
107Ak1 7 cekuma
107Ak1 B cekumsa
107 A1 9 cekuMA
107 A1 10 cekuwa
107AK1 11 cekuma

107 Ak1 12 cekuma

Cratyc AKTHEHE v

Onucanne

Toukn aocTyna

Touykun A0CTyna H606X0,£I,MMbI AnAa 3a4aHnA MeCTONONI0XKEHUA NPOXo4a Ha TEPPUTOPUIO 30HbI A0CTYyNa
U, B Cny4yae akKTunBaunun pexxmma MHTerpaunmm ¢ Kamepamwu, BbiCTynatoT XPaHUAULWEM HAaCTPOEK
CHanwoTOoB Kamep. ﬂ,nﬂ ,[],05aBneHWi| TOYKM O0CTyNna HEO6XOAMMO 3a4aTb cegyowmne nona:

e  AKTMBHOCTb, €C/IM TOYKA A0CTYyNa HE aKTUBHA, TO MPUMEHEHWNE KNOYEN MK APAbIKOB Ha Hel
6yneTt 3a610KMPOBaAHO

e HasBaHWe — B OCHOBHOM MECTOMO/IOKEHWE, HANPUMeEpP CEBEPHAA KaMTKa (NONMKAMHMKA).
HasBaHWe — MecTononoxeHne A0KHO ObiTb MOHATHO BCEM MO/Ib30BATENAM CUCTEMbI, BHE
3aBUCMMOCTM OT Pon. [JaHHOe Ha3BaHWE MUCMO/b3YETCA B XKYPHANAX aAMUHUCTPATOPA,
KYypHanax gucneTyepa, }KypHanax nonb3oBaTeNs U Tak ganee.

e 30Ha [ocTyna — BbIBUPaEeTCcA U3 CNMCKa paHee [006aBEHHbIX 30H 40CTYNa

e OnucaHue — HeobA3aTeIbHOE NoJEe, HeobXxoanMMOoe ANA AOMNOAHUTENbHOW MHOPMaLUUK
agMUHUCTPaTOpPY

e HacTpolku UcTouHMKoB poToduKcaumm

o HassaHue — none gns onpegeneHns UCTOYHUKA, HanpUMep Kamepbl UK
perucrpaTtopa
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o IP agpec BMAEO perncTpaTopa Uam Kamepsbl, C KOTOPOKN NPOUCXOAUT NoSyYeHne

OAHHbIX

o Konnuecrtso CHMMKOB A0 M nocae cobbITUA UCMNOAb30BaHUA KAtoYa UK APYroro
yMpaBAAIoLLEro BO3AENCTBMA B paMKax TOYKM AocTyna. Hanprumep, KHOMKKN BXoAa

NN BbIXOAa.

o [lonb3oBaTens 1 Naponb ANa JOCTyNa K perncTpaTopy Uan Kamepe
o KaHanbl peructpatopa nnm Kamepsbl Yepes 3anatyto. Hanpumep 1,2,5. byayt

nony4aTbca nsobpaxkenus 1, 2, 5 kaHanos.

Oo6aeneHne TOMKM gocTyna

AKTWEHE
HazeaHue ‘ Bopota 5
3oHa pocTyna ‘ Npoeag 6e3 CTOAHKW Ha TEPPUTOPHID ABOpPa v ‘

QKono TPaH3WTHOW 30HbI NE5S

Onucaxue

CNUCOK NCTOYHWKOB @OTOPWUKCALMWA

[06aBHTL HCTOUHHK

HasgaHue IP appec Kon. cHHMKOE

Job6aBneHne NcTo4YHMKoB GpoTodMKCcaLmm
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MNonksoeaTens/Maponk KaHankl

CoxpaHntb u qobaBuTb



Do6aeneHue/pefaKTUpoORaHUE UCTOUHMUKA

HazeaHue Kamepa cnpasa

KonWyecTeo CHUMKOB
oo v nocne. (Zero) -
BbIKMHYEHD

Ip agpec UCTOYHWKA 127.0.01

Monezoeatens

Mapone password

KaHanel MCTOYHMKaE,
yepes '

Do6aeneHne TOYKK gocTyna

AKTMEHA
Hazeanue [ BopoTa 5 l
3oHa focTyna [ Mpoezn 683 CTOAHKM Ha TEPPUTOPHI0 ABOPa v l

OHONO TPaH3UTHOM 30HLI N25

OnucaHue

CNUCOK MCTOYHMKOB ®OTODUKCALIMKA

NobaBHTL HCTOUHHK

HassaHue IP appec Kon. cHumKos Monbsosatens/Maponb Kanansi

Kamepa cnpaea 127.0.01 4 user/password 13 .4

KoHTponnepsl

KoHTponnepsbl aaatoTca pUsnyeckon YacTblo, ynpasnstowein obopyaoBaHnMem, Hanpumep —
MarHMTHbIMU 3aMKaMu, 3aLI.I,éI1KaMM, nomapHoﬁ CMFHanM3aLI,Mef71 N Apyrum. Y1obbl MCNONb30BaTb UX
d)yHKU,MOHaanbIe BO3MOXHOCTU HeO6XO,EI,MMO HaCTPOUTb KOHTPO/1IEPDLI B CUCTEME.

Kaxkgomy KoHTpoAnnepy, uam ¢M3W-IGCKOI‘;1 TOYKe A0CTYyNna KOHTpoA1epa, EC/IN Y HETO UX HECKOJ1bKO,
CONOCTaBAAETCA TOYKa A0CTyna. Y KOHTpoaaepa npom3BoanTca HaCTpOﬁKa HGO6XOAMMbIX
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napametpos B cucteme. lMpu 4obasaeHMN UK peaakTUPOBaHMM HEOBXOAMMO yKa3aTb caeaytoLme
nons:

®  AKTMBHOCTb — HEAaKTUBHbIN KOHTPOJ/IEp He byaeT obpabaTbiBaTbCA CUCTEMOMN

e Kopg — Heobxoaum aaa 4ONOAHUTENbHOM MHGOPMALMM O KOHTPOAEpe, B 3aBUCMMOCTU OT
KOHTPOAZIEPOB U UX U3rOTOBUTE/IEN MCNO/b3YOTCA Pa3Hble NOAs ANA MHTerpaumm

e Posib U MOHUTOPWHT K/tOYEN ABAAIOTCA CBA3aHHbIMKW NosiAMK. Ecam ycTaHoBeH
MOHUTOPUHT KNoYeR, TO HE0BX0AMMO YCTaHOBUTL Posib.

Hanpumep, HeobxoaMMO YTOObI NPU NEPECeYEHMM TOUKM KOHTPOIA Ha BXOA, K/toY Nonaaan B
CNUCOK MOHUTOPUHIA U YAANANCA U3 HEFO Yepes nepeceyeHne Ntoboi 4pyron Ha BbIXOA.
[lonoNHUTENbHO, B C/ly4ae aKTUBHOCTM CUCTEMbI OTCAIEXKMBAHMSA HapyLIEeHU U 6NOKMPOBOK,
3a BpeMs HaxXOXKAeHWs Kko4a B CNIMCKE MOHUTOPUHTA ObI10 NPeBbIlLIEHO paspelléHHoe
BpeMs HaxoXKAeHUA Ha TeppUTOPUN — BbIHECETCA NpeaynpexaeHue. [lpyrumum chnosamu,
MexXaHU3M npeaynpexaeHnin U 610KMPOBOK HANPAMYHO CBA3aH C CUCTEMOI MOHUTOPUHIA
MCNO/Ib30BaHMSA TOYKE KOHTPOA.

CooTBeTCTBEHHO NPpU Ha M4 AByX TOYEK KOHTPO/1A, HAaNnpMmMmep Ha Bbe34 U HA Bble€3, Y
O,D,HOﬁ TOYKWN YCTaHAB/INBAETCA POJIb — BbE3, Y BTOpOI7I Bble3a. [ocne atoro Y TO4YKU BbE3L
YCTaHaB/IMBAETCA MOHVITOpVIHI' KNtoYel B cOCTosiHUE I,Cl,O6E:lBI]’r'ITb B MOHUTOPUHT, ay BTOpOﬁ B
COCTOAHUE UCKNHOYATb U3 MOHUTOPUHTA.

e VHTepBan mexay NOBTOPHbIMM CPabaTbIBAaHUAMM KAKOUEN, CEK. — aHHOE none HeobxoaMmo
4yTOObI NONBL30BATEND NPU UCMONB30BAHUN CUUTLIBATENA U KOHTPOIIEPA HE NOYYan
NOBTOPHble cpabaTbiBaHWA B TeUeHMe 3a4aHHOIo UHTepBana. ITo ABAAETCA
[OMNONHUTENIbHBIM OFPaHUYEHMEM OT CIY4alNHOro NonagaHusa B CMUCOK MOHUTOPUHTA.
Hanpvmep, nonb3oBaTens nogbexan K BOPOTaM Ha MaLLMHE, MPUJIOXKWI KapTy, BOPOTa
OTpearMpoBasiv C HEKOTOPOW 3aLepPHKKOMN B 3-5 ceKyHAbI, 33 3TO BPEMSA N0/1b30BaTE/lb MOT He
ybupaTb KapTy BOOOLLE UAN NPU ABUKEHUN CHUTLIBATE/Ib HECKO/IBKO PA3 CYMTaN KapTy.
[JaHHoe noBeaeHMe, B C/ly4ae OTCYTCTBUA 3aePHKKM, BbI3BA1O Obl NonagaHue nosb3osaTens
B CMMCOK MOHUTOpPMHIA ABa U bonee pas.

e TouKa goctyna — BblbMpaeTca U3 paHee HAaCTPOEHHbIX TOYEK A0CTyNa, YTOObI COOTHECTU
bU3NYECKNIT KOHTPONEP, TOTUYECKUI M TOUKY AOCTyna.

o OnucaHue — HeobA3aTeNIbHOE NoJEe, HeObXxoanMMOe ANA AOMNOAHUTENbHOW MHOPMaLUUM
agMUHUCTpaTopy

o KoHdurypaums — gononHuUTeNbHOE Noe HEObXoAMMOE ANA 3a4aHUA cneuuPUUHbIX
dn3nYecKkMm KOHTpoepam napameTpoB. Hanpumep, kntovert goctyna K APl v Tak ganee. B
OCHOBHOM Mcnosb3yeTca popmat JSON.

e KoHourypauma Tpesor — 40MNOSHUTENIbHOE NOJie N03BOAAET CKOHPUTIYPUPOBATb TUMbI TPEBOT,
NX NPOAO/IKUTENBHOCTL U Tak Aanee. Mpu He0BXO0AMMOCTM HACTPANBAETCA OTAENBHO B
dopmate JSON.

43



PepakTupoBaHue KOHTpoONnepa

AKTUBEH

Hazeauue ‘ 88-001299 ‘
Kog ‘ 88001299 ‘
Pone lEhIEBﬂ, vl
MOHWTOPMHT KNHZYER lHCI{.I‘IHJHEITb M2 MOHUTOPHHTE vl

WMHTepBan Mexay
NOETOPHEIMM
cpabaTbiBaHUAMK
KIHOUER, CEK.

<>

‘10

Touka pocTyna l BopoTa - Ceeep (fxpomckuii npoeag) v l
Bhleap,

Onucanue

Kondurypauma

KoHdurypauwa Tpesor

CoxpaHuTb W AobaBuTh

B cnvcKe KOHTPO/1epoB 0TOBPAXKAETCA CKOPOCTb CpabaTbiBaHUA cUCTEMBI, 06LAaA U e€ YacTen.
MocnegHune cobbiTuA cpabaTbiBaHMIA. Ha J@aHHOM OCHOBAHMM KOHTPONEPDI NOLCBEYMBAIOTCS
pasHbIMM LBETAMM, MO3BONAIOLLMMM OLEHUTL TEKYLLEEE COCTOAHUE CUCTEMbI, COEAMHEHNE
KOHTPO//1IEPOB C CUCTEMOW M KOPPEKTHOCTb UX paboTbl. Hanpumep, MOXKHO NOCMOTPETb, KOraa
OCYLLECTBAAACA NOCAEAHMUI MPOXOA, NO CHUTLIBATE/IO MM MPOXOA NO KHOMKE OTKPbIBAHWA M TaK
fhanee.
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KoHTponneps! - cnucok

Mowck: Tokassiears sanwcedt Ha cTpanme: (50 v
AxtueHocTs  Hamwenosanme Kon Onmcatme Touxa gocTyna Obmes M no cuwr. M 10 k. 8. 1M1 0 K. BB, Mocnepwwitip  Latencyms  Kmowssnams  [efictaun

10741 28.06.2024 12:49:10  28.06.2024 12:47:49 5

a
B

Bopora 28.06.2024 12:49:11  28.06.2024 11:18:25

107AK1 28.06.2024 12:49:12  28.06.2024 12:38:47

a

10741 28.06.2024 12:4914  28.06.2024 12:40:19 28.06.2024 12:41:34

a

Bhesn Bopora 28.06.2024 12:49:13  28.06.2024 11:50119

107AK1 ¢ 28.06.2024 12:49:12  28.06.2024 12:35:51

a s

10741 28.06.202412:49:12  28.06.2024 12:46:46

<]

107461 28.06.202412:49:10  28.06.2024 12:39:1

a

Kanurke 28.06.2024 12:49:13  28.06.2024 12:47:03 28.06.2024 12:48:57

<]

107AK1 28.06.202412:49:12  28.06.2024 12:15:23 28.06.2024 12:23:41

a

10741 28062024 12:49:12 28.06.2024 12:27:28

a

10741 28.06.2024 12:4914  28.06.2024 12:39:40

107A¢1 28.06.2024 12:49:11 28.06.2024 12:39:57 28.06.2024 12:35:54

oo

10741 28.06.2024 12:49:10  27.06.2024 19:51:17 28.06.2024 8:19:31 5

a

10741 28.06.2024 12:49:11  28.06.2024 12:47:45 5

STR22 10741 28.06.2024 12:49:13  28.06.2024 12:40:19

a oo

10741 28.06.2024 12:49:14  28.06.2024 12:30:47 4
107441 28062024 12:49:12  28.06.2024 12:45:30 6

STR13 10741 28.06.2024 12:4914  28.06.2024 12:39:00 5

[ I <]

BuespSTR2  Bopora 28.06.2024 12:49:10  28.06.2024 11:45:58

T T Y W U UL N T W U VL U U U U U T T U SR N
1

10741 28.06.2024 12:49:13  24.06.2024 16:10:06 28.06.2024 12:04:59 4

Knroun

Knoum ABNSOTCA OCHOBHOM YacTbio, C KOTOPOW paboTaeT No/ib30BaTe/lb CUCTEMbI B CBOEM aKKayHTe,
a co3faHue GU3MYECKUX KIoYel — 3a1aHUI0 UX 3HAYEHUI, MPOCMOTPY AOCTYMHO TONbKO
agMUHKUCTPaTOpam.

Ana nomowm B cozgaHmnm Kntoyel nonb3osatenam 6e3 Hannums KOMMNbHOTEPOB NN MOOUbHBIX
YCTDOﬁCTB TaK XXe UCNosb3yeTca AaHHaA pa3gen.

H606XOAMMO HAaNOMWHATb NOZIb30BATENAM, €C/IN KTO-TO, BK/1KOYAA aJMNHUCTPATOPOB, NONYy4YUnN
AO0CTYyNn K X NOCTOAHHbIM MUH-Kogam — KenatesnbHO CO34aBaTb HOBbIE.

an AOﬁaBJ'IeHVIVI K/llo4a HeO6XO,CI,VIMO YKa3aTb canegyrowme nona:

o  AKTMBHOCTb

e  BblOpaTb akKayHT N0/Ib30BaTENA M3 BbiNaAatoLWero crucka

e  YKasaTb Ha3BaHWE — HAMMEHOBAHME K/ko4Ya

e YKasaTb HOMep K/to4a, ECAU YNPABAAOWMMUN CUCTEMON BEAETCA HYMepPaLMA BblAaHHbIX
KAtouen.
Hanpumep, y 6penkoB nam KapToyek yao6HO 3aHOCUTb B A@HHOE NOo/E UX YHUKANbHbIEe
HOMepa, YKa3aHHOe Ha NOBEPXHOCTU. ITO NOHAA06UTLCA ANa HGbICTPOro NOMCKa BAagenbLa
KapTbl, B C/lydae eé yTepu, ans8 610KMPOBKM KapTbl, BbIYUCAAN KapTy U3 OCTaBLUMXCA Ha
pyKax, C y4ETOM TOr0, YTO NO/Ib30BaTE/Ib MOXKET NEPEMMEHOBATb KapTy, @ HOMepP eMy
HeaoCTyNeH, To AaHHaA BO3MOXHOCTb Nopon obasaTenbHa.

e  YKasaTb Bpema AeNCTBUA, ECTb MOCTOAHHbIE KAIOYK, €CTb Ha onpeaenéHHoe Bpems
Aencrems.
MpuW aKTUBHOCTM CUCTEMbI YY4ETA HapYLUEHUI U BNOKMPOBOK BpemA AeNCTBUA A0MKHO BbITb
paBHOE WU/ MeHblLLIE Nopora cpabaTbiBaHUA CUCTEMBI.
OTCYET BpeMeHU AeNCTBMA HAYHETCA C MOMEHTA NePBOro NPMMEHEHMA, @ HE C MOMEHTA
Co34aHuA Katova.

e  3HauyeHWe NO3BONSET B PYYHOM PEXMME YKa3aTb 3HaUeHUe Knroda, Hanpumep ana NFC.

Lna aToro nonb3osBaTtesib aKTUBUpPYeET cBOM Te}'led)OH Ha nobom n3 cynTbIBaTENEN,

CYnNTbIBATE/ b COO6LLI,aeT 06 ycnewHoM nony4yeHnun curHana n agMmmHUCTPaATop, CBEPAA
AaHHble U3 XXypHasia NCNO/1Ib30BaHWUA K/toYel, 3aHOCUT MX B 3HAUYEHME K/tovya.
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Tun Kntoya BbIbMpaeTcsa U3 NpeacTaBAeHHbIX B cMcKe. Heobxoanm ana TexHu4Yeckom
MHGOPMALUM O TUMNE KHOYA U BOSMOKHbIX AEMACTBMAX C HUM B CUCTEME.

He cTtaBuTb Ha MOHUTOPUHT NO3BONAET OI'Ipe,Cl,eﬂéHHble KA4YU NPUHYANTENbHO OTKNKOYUTL OT
CUCTEMbI MOHUTOPWHIA. 3TO NO3BOAUT UM HapYLLIATb BPEMA HAXOXAEHUA HA TEpPUTOPUUN U
TakK ganee. 3T0 MOXKeT NoHaA0bUTbCA A8 CyKO, HenpepbIBHO 06CYKMBAOLLMX
TEeppPUTOPMIO, MOYTbI U TaK Aanee.

LabnoH ans BpemeHHbIX Katovel (MUH-koaoB) no3BonaeT aBToMaTUYECKM CO34aBaTb HOBbIN
K104 Ha OCHOBAHWK TEKYLLEro Katoya — WwaboHa. Mo OKOHYaHWUIo BpemMeHn AencTBuaA U
YAA/NIEHUIO U3 CUCTEMbI CO34aETCA NOHOCTLIO aHanorMuHbIi MUH-KoAa, ¢ HOBbIM 3HaYEHMEM.
9710 YyA06HO A8 Nob30BaTENEN, HanpMMep YacTo UCNOb3YHOLMX CNYXKObI AOCTaBKM.
OnucaHue — Heoba3aTeslbHOE Nose, Heobxoanmoe AN A40NONHUTENbHOM MHPOPMaLUN
aAMUHUCTPaTOpPY

30HbI A0CTYyNa BbI6UPAKOTCA U3 NPUBA3AHHBIX K N0J/Ib30BaTEN0 aAMUHUCTPATOPAMU CUCTEMDBI
UNn cekpetapamu. 3ab10KMPOBaHHbIE 30HbI AOCTYMNa OTOBPaXKaOTCA KPacHbIM LBETOM, MO,
CNNCKOM 30H HaxoaunTCA NpUYnHa 6]'IOKMpOBKM.

OobaeneHue Knwoya

AKTUBEH

MNone3oeatens ‘ VBaH WBaHos x ‘
Hazsanue* ‘ ‘
Homep ‘ ‘

Bpema geicTeus (B

wmHyTax) ‘ MoCTOAHHEIA v ‘
3HayeHue ‘ ‘
Tun ‘}{nmu Mifare SL3 ~ ‘
onuuu

[J He cTaEuTe HA MOHUTOPKHI

] WaGnow gns BPEMEHHBIX KNHJYEen

Onucaxwe

30HBI AOCTYMNA | & Bmibpatn BCE] [IZI CHaTb BCe

[ Npoxog va Tepputopuio geopa

D [Npoeang Gez CTOAHKKW Ha TEPPWTOPWKD gBOpa*

*3oHa AoCTyna 3abnokupoBaHa. BozmMoxHele NPHYHHEL

* [0 YMONYaHMIO
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Myn kKntoyen

Heobxoanm ana reHepaumm Habopa Katoden n 6bICTPOI NPUBA3KM NOb30BATENAM KtoYei. B
npotecce reHepaumm co3gaérca Habop — CNUCOK 3HaYeH U, KOTopble crneLManbHON NPorpaMmmon u
06opya0BaHMEM 3aHOCATCA - NMPOLIMBAETCA HA KapTbl. [locae 3Toro cNMcoK nonagaeT B Ny.

[na reHepaunm 6yaywmx Kaouein HeobxoamMmo 3a4ath cieayolme nona:

e dopmaT HOMepa KtoYa, NO3BOAAET 334aTb HOMEP Y CO34aBaemoro B byayliem Katova.
Hanpumep, Heobxoammo 4Tobbl Ha KapTax 6blaM HanevaTaHbl Homepa ¢ 1-00001 no 1-00100
3agaétca popmat 1-{number:00000} 1 Ha KaxKaOM Luare Homep KapTbl yBeanymsaetca 1-
00001, 1-00002, 1-00003 1 Tak ganee.

o  MWHMMaANbHOE 3HaYeHNe HOMepa K/toda HeobXxoAMMO ANA 3a43aHUA reHepaLLMn HOBOM
YacTu KAoYen, Hanpumep OCTaHOBWUAM reHepaLmio Ha 5000, HY*KHO BbINYCTUTb Caeaytowme
5000, yctaHasausaem 5001 1 HauyMHaem reHepaumio.

o KonnyecTBo 3HAYEHMUI U HOMEPOB K/tOYEI YCTAaHABIMBAET CKOJIbKO K/HOMEN HAZO BbIMYyCTUTb

e MaKcMmanbHbI pasmep 3HaYeHUs Ktova B 6aliTax yKasblBaeT pasmep 3HAYEHUSA Ktoua.
Hanpumep, ans coBpemeHHbix KapT Mifare Plus no ymonyaHuio oH paBeH 7 byte

e [lanbue BblbMpaeTca TMNa KAtoYa

FeHepupoBaHWe KMoJyein

©opMaT HOMEPA KNo4a ‘ {number:00000} ‘

Mpu {number:00000} 1 number = 24 Homep kNwoua ByoeT paseHd '00024"

MWHHMMaNLHOE
3Ha9eHWe HOMEpa ‘ 1 ‘
KITROuE

KonwuecTeo knoyen ‘ 100 ‘

MaKcHManbHbIA
pa3sMep 3HaYeHURA ‘ 7 ‘
Kmoua B GanTax

Tun knoya ‘KJ‘IHJLI Mifare SL3 v

Hauarb reHepaLur

Mocne reHepauum KNtouen HYXHO 3KCNOPTUPOBaTb CNNCOK N NCNOJ1Ib30BAaTb €ro AaAa 3anNncu1 Ha KapThbl

C MOMOLLbO OTAENbHOW BO3MOXHOCTU U nporpammatopa Thisislogic.Tenacity.MifareCardWriter

Mpur 3TOM B Nyne KAloYel yKe 0Tob6pasmancb paHee creHepupoBaHHbIe Kaoun. KoTopblie MOXKHO
NpPWBA3bIBaTb K aKKayHTam nosib3oBaTteneit. M napannensHo BblgaBaTb rOTOBbIE KapThl.

Mbl He peKomMeHAyeM Pa3genAaTb NPUBA3KY KapT U BblAady, NOTOMY YTO NPU NPOU3BOACTBE
3aBOA0OM KapT uam 6penKkos Bcerga MmeeTca NPoueHT 6paka. HeKoTopblie Homepa KapT, Ann
yA06CTBa, HY}KHO UCKAOYATb U3 Nyna, YTobbl He cABUraTb ero Homep.
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Nyn kmoyei - cnucok

I'Icmc:l(:| MNokazblieaTh 3aNMCER Ha CTpaHvLe: |E|

CozpaH Homep Tun OeicTenn
= x
<=L =
28.06.2023 12:57:36 1-1002833 Kmou Mifare SL3 a -
28.06.2023 12:57:36 1-1002832 Kmoy Mifare SL3 a -
28.06.2023 12:57:36 1-1002931 Kmou Mifare SL3 a -
28.06.2023 12:57:36 1-1002830 Kmou Mifare SL3 a -
28.06.2023 12:57:36 1-1002929 Kmou Mifare SL3 a -
28.06.2023 12:57:36 1-1002928 Kmou Mifare SL3 a -

I'Iyn MOXXHO O4YUCTUTb, HO 6y,qb're ocobo BHMMaATE/1bHbI, B C/ly4ae OTYUCTKU Ny/la U HA/IUYUU
3aMUCAaHHbIX — NPOLNTbIX KapT, HO He BblAdHHbIX HAa PYKU NO/1b30BaTeNIAM CNOXKUTCA CUTyauuA,

KOrAa Bbl He 3HAeTe, YTO NPUBA3bIBATbL B cMcTeme U byaeTte UM NPOU3BOAUTL 3TO B PyHHOM

pexxume uam obpatutecb B NOAAEPIKKY CUCTEMDbI, F4e Mbl NOCTapaeMcsl BOCCTAaHOBUTb Ball ny.

Ona NMPUBA3KN KNIKOYa A0CTATOYHO HAaXaTb B CNMNCKE Ha NKOHKY 3aMO4YKa U nepeﬁTM Ha

COOTBETCTBYIOLLYIO CTPAHULY.

[na HasHayeHunAa Kao4va HEO6XO,£I,MMO 3anoNIHUTb cheagyroume NnonAa:

AKTMBHOCTb K/It04a, HEAKTUBHbIE KNOUYM He PaboTatoT, MO YMOMYAHUIO KNKOY aKTUBEH,
Mo/sb30BaTe/lb MOMKET U3MEHUTb aKTUBHOCTb

HasBaHue K/toya, Mo yMONYaHWIO NOACTABAAETCA 3HaYeHNe HOMEpPa, N0/b30BaTe/lb MOXKET
M3MEHATb MMA KNHoYa

OnucaHune — Heobs3aTeNbHOE Nose, HeobxoaMmoe A8 AONOAHUTENbHOW HPOPMauuUn
aAMUHUCTpaTOPY

Monb3oBaTtenb BbIbMpPaeTCcA U3 BbINaAatoLLEro CNncka

MomeLeHnn BbIBUPAOTCA M3 AOCTYMNHbIX NO/b30BATE/O MOMELLEHWUI, NPY Ha3HAYeHUM
K/Il04Ya MOXKHO CPa3y NOMEHATb OCHOBAHME U UX CTaTyC, 3TO 0cobeHHO ya06HO ann
CeKpeTaps, BblAAOLWErO KUY M NPOBEPAIOLWErO NaKeT LOKYMEHOB

30Hbl gocTyna BblbMpatoTCcA U3 AOCTYMHbI NONb30BaTE/NI0 30H 40CTyNa
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HaszHaueHue kmoya

Homep 1-1002931

AxTuseH

HazeaHue* 1-1002931

Onucanme

Monebzosatens Wean Mesanos xX
NMOMELLEHMA

Haszsanue w. Amurpoeckoe 107 AkT - CIX

Onucanme

COcHoBaHWe ‘ CobCTEEHHUK v |
Cratyc ‘ MoATESPHAEHD v |

30HbI OCTYMA IE.’ Boibpatb BCE] IIZI CHaTb BCe

Mpoxop, Ha TeppUTOpWio ABOPa
Mpoe3s 6e3 CTORHKW Ha TEPPMTOPWIO ABOPa
[0 107Ax1 1 cexkuma

[0 107Ak1 2 cekumn

CuntbiBaTeNn

CuutbiBaTeNb NpeacTaBaseT cobon dusnyeckoe yCcTpoucTBO, CBA3AHHOE C KOHTPOIJIEPOM.
CyuTbiBaTENb nepe,u,aéT KOHTpOANNIEPY HEKOTOpPbIE YNnpaBaAaowme CUrHaabl, KOTopble MOTYyT B/IMATL Ha
noseaeHne KOHTpoanepa. HaanN\ep, CHUTbIBATE/Ib OTNPABAAET KOHTPO/I/1EPY KOA, K/1KO4Ya, a
KOHTPONNIEP NPOBEPAET €ro Haanvme B baseun npeaocrtaBaAeT Nan HET AO0CTYN — OTKPbIBAET U/IN HET
3aMOK Ha aBepw.

Lna conocrasnerHunsa ¢M3M‘-IeCKOFO M NOrnM4ecKoro c4nTboiBaTena HEO6XO,EI,MMO AOGaBMTb CYNTbIBATE/b
B CUCTeEME YKa3aB caiegyrowme nona:

e AKTUBHOCTb, B C/ly4ae OTK/IIOYEHUA CUMTbIBATEb He ByAeT BOCNPUHMMATLCA CUCTEMON

e HasBaHuWe yKasblBaeTcsA yA06HbIM AN GU3MYecKon naeHTUdMKaLmMm cunTbiBaTeNA U,
BO3MOKHO, MeCTa ero rno/oXKeHusa

e KoHTponnep BbibBUpaeTca U3 paHee 3aperMcTpUpoBaHHbIX B cUCTEME

e OnucaHue — HeobsA3aTeNbHOE No/e, HeobXoAMMOe ANA AONOAHUTENbHOW MHPOPMaLUK
aAMUHUCTpaTOPyY

e [lopAagoK 3a4aérca AN yaobcTsa MCNOb30BaHNA agMUHUCTPATOPOM CNMCKA CYUTbIBaTENEN

e Tamnep TpeBora U Tamnep oK NoAs, OTBeYaloLMe 3a NoyYeHUe CUrHana oT CUMTbIBaTENS,
NnoAAepKMBaoLWEro MHGOPMaLMIO O NPOHUKHOBEHMM B KOPMYC, HAPYLUEHUN LLeNOCTHOCTU U
TaK ganee.
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o Tamnep cOCTOAHWE — HaYa/lbHOEe COCTOAHME TaMMepa, B HEKOTOPbIX GU3NYECKUX
CYMTbLIBATENIAX €0 MOXKHO MEHATb U B C/ly4ae HEOL4HOPOAHOMN HACTPOMKMN — €r0 MOYKHO
YKasaTb NPaBWUIbHO 34€Ch.

e UHTepBan NPUMEHEHMSA APAbIKa, YKa3blBAETCA A5 OFPaHUYEHUIA NOBTOPHOIO NPUMEHEHUSA

APAbIKOB Ha AaHHOM cuuTbIBaTeNe. A ANUTENbHbIX OnepaLuii, TaKMX Kak BOpoTa
MCNO/b3YHOTCA AECATKM CEKYHA, A5 Ka/IUTOK, ABEPei BXOAHbIX rpynn A0CTaTo4YHO 3-5
CEeKyHA.

e [peaynpexaeHune npu UCNoib30BaHMM APAbIKA YKa3blBaeTCA BMeCTe C onumen —
MCNONb30BaTb ANA APNbIKOB TONbKO C NpeaynpexaeHmem.

e He ncnonb3oBaTb ANA APALIKOB — NOJIHOCTbLIO 3anpeLlLaeT co3gaHume Apabika A1A AaHHOro

cyuTbiBaTeNs. Hanprumep, 30Ha Orpak4atoLLero yCTponCcTBa HaXxo04MTCA BHE 30HbI BUAMMOCTU

Y NPeLCTaBAAET ONACHOCTb AN OKPYKAOWMX, NPU YAANEHHON aKTUBALMM NpoLEeypbl
OTKPbITUA.

HobaBneHne cunTbiBaTENA

AKTMBEH O

Hazeanme ‘

KouTponnep ‘45—002043 - 107AK1 1 cexumna 1 exogHas rpynna V‘
OnwcaHwe

Noprpook ‘ 0

Tamnep Tpeeora ‘

Tamnep ok ‘

Tamnep cOCTOAHWE ‘ OK

WHTEpBan NpMMEHEHKWA

0
ApNbIKa, CeK ‘

<

MNpeaynpexaeHie npm
MCNONb30BaHUM
ApnEIKa

OnLMn
[J He ucnonezosaTe ANA ApNbIKOE

[J Wcnone3ceaTe ANR APMBIKOB TONBKO C NPEAYNPEXASHUEM

COXPaHHTb W A0BaBHTDL

KypHasbl

ypHabl NO3BONAIOT ONPEeAENATh TEKYLLEE COCTOAHME B pexxkunme 24/7 n uccneaosatb cobbiTuA

npowsnoro.
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[MpumeHeHue Knroyeli

OCHOBHbIM *KYPHANOM ABNAETCA MPUMEHEHUE KAtoyel. B faHHOM ypHasie cobpaHHa OCHOBHas
MHbOPMaLMA NO NPUMEHAEMbIM KNHOYaM, UX COCTOAHMIO, NOlYYEHHOMY A0CTYNY, NO/Ib30BaTE/IAM,
BPEMEHMU, KOHTPO/IIEPAM U TaK Aanee.

KypHan asnaerca OCHOBHbIM A1 KOMMYHUKaLWU C NON1b30BaTeNAMM NO NPUYNHAM OTCYTCTBUA
[0CTyNna, BpeMeHHOro MHTepBaaa U Tak aganee. Ha 0CHOBaHUM XKypHasa MOXKET CTPOUTCA AUaNOr C
nonb3oBaTtenem.

BHumaHue! B cnyuyae aKTMBALMKM MHTErPaLUM C BUAEOPErMCTPATOPaMM UM Kamepam B CUCKe
6yAayT 0TO6pakaTbCA COOTBETCTBYIOLLME METKM HA/IMUUA CHAMNLLOTOB KaMep HA YKasaHHble MOMEHT
BpeMeHU UCNob30BaHUA Katoda. Mpu nepexoge No 4aHHbIM MeTKaM MOXKHO YBUAETb CMUCOK
CHaNLWOTOB, UX COAEPXKMMOE U OnucaHue.

JKypHan NpUMeHenns Kniouei

Toucc Mokassizars sanuceii Ha cTpanuue: (50 v
3uauene Bpewa HAocryn v Koutponnep ~ Onucakme  Pewum Touka goctyna AsTuBHoCTS B H/B Vs knioua oo Tenedon Email
e —
== x

28.06.202413:31:38 Oa  Keonkaexoa STRI Offiine Kanwrka - 10r (800-neTue Mockasi) Her
28062024 13:31:17 na STRI Online Kanwria - 10r (800-neTue Mockasi) ns
28.06.202413:31:00 ha Online Kanwria - Cesep (Sxpomckuit npoess) a
28.06.202413:30:21 fa STRI Online Kanwrka - 10r (800-neTue Mockasi) fa
28.06.2024 13:29:58 Oa  Keonka esiona Offline Kanwrka - Cesep (Shxpomcxkwi npoesn) Her
28.06.2024 13:29:47 la Online 107AK1 9 cexyus 2 sxogHas rpynna la
28.06.2024 13:29:28 la  Keonkaexoga STRI Offline Kanwria - 10r (800-neTue Mockasi) Her
28.06.2024 13:20:00 fa  Konkaexona STRI Offline Kanwrka - 10r (800-neTue Mockasi) Her
28.06.2024 13:28:49 he Online 107AK1 9 cexuus 2 BxopHas rpynna o
28.06.2024 13:28:31 la  Keonkaexosa STRI Offline Kanwria - 10r (800-neTue Mockasi) Her
28.06.2024 13:28:25 ha Online 107AK1 4 cexuus 1 8x0aHas rpynna na
28.06.2024 13:27:49 fa  Kronka esixona Offiine 107Ax1 10 Cexuun augT napkmra Her
28.06.2024 13:27:41 Oa  Keonkaexoga STRI Offiine Kanwrka - 10r (800-neTue Mockasi) Her
28.06.202413:27:36 la  Keonkasewxoga Offline 107AK1 5 cexuun nugT napkusra Her
28.06.202413:27:29 ha Online 107AK1 4 cexuus 1 8xogwan rpynna na
28.06.202413:27:22 fa  Kronka sbixona Offline Kanwrka - Cesep (Sxpomckwi npoesn) Her
28.06.2024 13:27:21 fa STRI Online Kanura - 10r (800-neTe Mockasi) Oa
28.06.202413:27:09 la  Keonkaexoga STRI Offine Kanwria - 10r (800-neTue Mockasi) Her
28.06.202413:26:57 fa Online Kanwria - Cesep (Sxpomckwi npoesa) o
28.06.2024 13:26:56 ha Online 1074110 cexuwa 1 exoawan rpynna fe
28.06.2024 13:26'55 hs Online Kanwmia - Cesep (Sxpomckwit npoesa) os
28.06.2024 13:26:26 la  Kuonkaewixona Offline Kanwmica - Cesep (Sixpomckwii npoesa) Her
28.06.2024 13:26:10 Her STRI Online Kanwria - 10r (800-neTue Mockasi) Her

28.06.2024 13:26:03 Her STRI Online Kanwrka - 10r (800-neTue Mockasi) Her e Uilpessiiend) e il iEnGl In€ VilUCSIIenGl e Uilbekeiiendt

CoobujeHus KoHmMpPosnepos
Mo3BOAAOT NPOCMOTPETb COObLLEHNA KOHTPO/IIEPOB K CEpPBEPY M OTBETOB OT cepaepa. NomoraeT
onpeaennTb BPEMEHHbIE MHTEPBasIbl NepeboeB N UX BOSMOMKHbIE NMPUYMHbI

Mcmopus o6vekmos
Mo3BoNAET ONpesevTb, KOrga U3MEHAIN 06bEKTbI CUCTEMbI, KEM M3MEHANUCL. B ciyyae
KOHQAMKTHbIX MM MOMCKOBbIX PaboT MOXKeT MoMOoraTb B BbIACHEHMM TOYEK BXOAA.

MypHan mpesoe

B cnyyae HacTPOMKM KOHTPONNEPOB HA COOBLLEHNE TPEBOT U XPaHEHUA NX Ba3e AaHHbIX B XKypHasie
6yayT oTobpakaTbCA TUMbI TPEBOT U CNeundUyHbIe MM NapaMeTpbl, HAaNPUMEpP BPEMA Havana,
WMHTEepBa/ibl U TaK Aanee.

YXypHan TpeBor

ﬂOHCKZ\:I Moka3ablBaTh 3annced Ha cTpakuue: | 50 v |

Oara cozpaHua 0b6wexT Tun Coobwexne

S —
> —

13.06.2024 12:31:12 ControllerLastPassThresholdOk LastPass B Hopme: "13.06.2024 12:30:39". Nopor '720' MuH.
13.06.2024 10:46:10 ControllerLastPassThresholdOk LastPass & Hopme: "13.06.2024 10:42:23". Nopor '720' MuH.
13.06.2024 10:36:10 ControllerLastPassThresholdOk LastPass e Hopme: "13.06.2024 10:35:52" Nopor 720" MUH.
13.06.2024 10:26:10 ControllerLastPassThresholdExceeded LastPass npeseiweHo: 112.06.2024 22:23:08'. MNopor ‘720" MuH.
13.06.2024 9:42:08 ControllerLastOpenByButtonThresholdOk LastOpenByButton & Hopme: "13.06.2024 9:37:15". MNopor '720' MuH.
13.06.2024 9:36:05 ControllerLastPassThresholdOk LastPass & Hopme: "13.06.2024 9:34:51. Mopor 720" MuK.
13.06.2024 9:31:05 ControllerLastPassThresholdOk LastPass B Hopme: "13.06.2024 9:30:45". Mopor '720° MuH.
13.06.2024 9:16:04 ControllerLastPassThresholdOk LastPass & Hopme: "13.06.2024 9:12:08". Nopor 720" MuH.
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KypHan delicmsull nonsb3osameneli

Mo3BosIAeT NPOCMOTPETL BCE AEACTBUA Nt0ObIX NONb30BATENEN, BK/IOYAA aAMUHUCTPATOPOB,
AWCMEeTYEepOoB 1 TakK ganee. Kaxaoe AeNCTBUE CONPOBOMXKAAETCA A0MNONHUTENIbHOM MHbOPMaLMEN, B
KOTOpOM copepxutca IP agpec nonb3oBaTens, gata U Bpems, napamMeTpbl, C KOTOPbIMU OH
BbINO/IHAET AEMCTBMA U MHOTOE A4PYroe, Hanpumep cayxebHble 3aronosku 6paysepa. KypHan
NO3BO/IAET NOHATb KaKMe AeNCTBUA NONb30BaTe b BbINOAHAN, B Cy4ae pa3peLlleHma pasiMyHbiX
cuTyaunin. ypHan He nogpasymeBaeT e4AMHUYHOTO yA3a1eHMA aneMeHTOoB. [NyBbuHa xpaHeHus
KYpHana onpeaenaeTca B HaCTPOMKax.

XXypHan peiicTBuii nonb3oBarenem

Mowuck: i lokasbiBaTh 3anvcen Ha CTpaHuue: :50 v
Bpemsa Koutponnep MeTtop Email Tenedon ®Uo Oencreusn

=[x

< x
24.06.2024 11:02:42 &
24.06.2024 11:02:42 P
24.06.2024 11:02:06 &
24.06.2024 11:02:03 &
24.06.2024 11:01:48 P
24.06.2024 11:01:45 &
24.06.2024 11:01:45 P

HacTponku
Mo3BoNAKT MEHATH nosegeHume Toro Ui HOro d)YHKLI,MOHaI'Ia CUCTEMbI. HeKOTOpre napameTpbl
npmneoaAT K rno6anbHbIM U3MEHEHUAM B noseaeHn CUCTemMbl

HaCTpOVIKM AOCTYNHbI TO/IbKO NON1Ib30BaTENIAM C POJIbHO A,D,MMHVICTpaTOp.

Obuie HacTPOMKM

e MaKcMManbHOE KOIMYeCTBO MOCTOAHHbIX Ktouel Nonb30oBaTeNsa yKasbiBaeT, Kakoe
KO/IMYECTBO K/oUel MOoXKeT co3aaTth cebe nosb3osatenb. JaHHOe KOAMYECTBO MOMKHO
M3MEHATb B pamKax KOHKPETHOrO No/1b30BaTe s UK LLeIMKOM — Yyepes obLume HacTponKu.

o  MaKcMMmanbHOe KOIMYeCcTBO BpeMeHHbIX KNoYel NoNb30BaTeNA yKasbiBaeT, Kakoe
KO/IMYECTBO BPEeMEHHbIX KNoUel MOXeT co34aTb cebe nonb3osBaTesb. [laHHOe KoMYecTBo
MOYHO U3MEHATb B PaMKax KOHKPETHOro No/ib30BaTeNA UK LeIMKOM — Yyepes obLipe
HACTPOMKMU.

e Bpems KM3HM NOCTOAHHBIX K/OYe B MMHYTaX MPuU NOCTaHOBKE Ha MOHUTOPUHT, €C/IN He
yKasaHo (-1) — 6eckoHe4YHo. 3a4aET MaKCUMa bHbIA MHTEPBa BPEMEHU HaxoXaeH s B 30He
[0CTyna, eCNn OHa UCMNONb3YETCA A7 MOHUTOPUHTA, T.€. Y Heé eCTb BXOAHbIE U BbIXOAHble
TOYKM A0CTyMa C NPUCYTCTBUEM MOHUTOPUHIa. Cama HacTPOKa UCMONb3yeTca ecnu B
napameTpax 30Hbl AOCTyMNa He YKa3aHO 3HaYeHNeM CaMOCTOATE/IbHO UM 3HAYEHWE K/to4a
He YKa3aHO CaMOCTOATE/IbHO.

Hanpumep, ecan B HaCTpoWMKax ykasaHo 30 MUHYT, @ B NapameTpax 30Hbl Z0CTyna yKa3aH
nHTepBan 10 MUHYT, TO MHTEPBA YCTAaHOBKM Ha MOHUTOPUHT 6yaeT 10 MUHYT, a U3 HACTPOEK
3HaYeHue NCNoNb30BaHO He BbyaeT, ecan 50 MUHYT, To MHTepBan byaeT paBHbIK 50 MUHYT, a
He 30 MMHYT, KaK YKa3aHOo B HAaCTPOWMKax.
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MpuopuTeT HTEPBANOB CaeayowWwmin: 3oHa goctyna -> Katod -> Hactpoinku. Apyrumm
CNoBaMM, eC/IN YKa3aH MHTepBan B 30He A0CTyNa, TO He BaXKHO KaKoW MHTepBan byaeTty
KNt04a M HacTpoek, eciv oHM b6onblie 30Hbl AocTyna. MakcMmanbHbI MHTepBan byaeT B3AT
M3 30HbI 4OCTyNa.

Bpems 06HOBNEHMA MCTOPUMN UCMONb30BaHMA KNOYEl y AncneTyepa B CEKyHAaxX YKasbiBaeT
yepes Kakoe BpemMsa 06HOB/ATb UCTOPUIO Ha SKpaHe gucneTyepa, YTobbl AucneTyep noayyan
nHPopmaumio n Habnogan 3a cutyaumnen 24/7.

[ucnetyep moKeT NpMocTaHaBAMBaTb 06HOBAEHWE, AN1A BbIABAEHWA CMOPHbIX CUTYaLLMNA,
npu BO306HOB/IEHMM OH NONYYUT BCE UCTOPUUYECKME UCMONb30BAHUSA, MEKAY OCTaHOBKOW U
TEKYLLMM BPEMEHEM.

Fny6buHa NCTOPUM UCMONBb30BAHWA KtOYEN Y AWCNeTYEpa B Yacax YKa3blBAaeT Ha KOJIMYECTBO
NCMNO/Ib30BAHWI KNtOYEl HA 3KpaHe.

Bpemsa 06HOB/IEHWA COCTOAHMA CYUMTbIBATENEN B CEKYHAAX HEODXOAMMO YKa3biBaTb
avcneTtyepam, gaa noayvyeHuns nHGopmaumm o GpusnYeckom COCTOAHUN CYUTbIBATENEN, MPU
Ha/IMYUK Y cumTbIBaTENEN GYHKLMM A0CTYNa BHYTPb KOPMYyCca U APYrMX HAapyLUIEHUsX
LLe/IOCTHOCTU C CTOPOHbI BaHAA/0B.

MHTepBan BbIOOPKKM A1 NOACYETA CpeHEro BpeMeHU oTBeTa KoHTpoaepam (Latency) B
CeKyHZaXx, ec/iv He yKasaH (Zero) — Bbik/AoYeH. [laHHbIN napameTp Heobxoanm
aAMUHUCTPATOPaM, YTOObI C1IeAUTb 33 OT3bIBYMBOCTbIO KOHTPO/1/IEPOB Ha BKAa4Ke
KOHTpO/INEPbI B COOTBETCTBYIOLEM cTonbue Latency, ms.

M3 onbiTa UTOroBoe 3Ha4YeHme 3a MHTEPBaAJ BbIGOPKM, NPU UCNOIb30BAHUU KOHTPOAIEPOB Z-
5R (mog. Web BT), He gonKHO npesbiwaTth 2-50 MuaancekyHa,. B npoTMBHOM ciydae
KOHTPO/I/IEP MOXET BOCNPUHUMATb 3TO KaK MOTEPHO CBA3M.

MHTepBan nepecyéTta cpegHero BpeMeHW oTBeTa KoHTpoanepy (Latency) B cekyHaax, ecim He
YKasaH (Zero) — BbIK/tOYEH. YKa3biBaeT Ha MHTepPBa NogcYéTa BpeMeHn oTeeTa. Bpems
OTBETa MNOYYAETCA OTAE/bHBIM CEPBMCOM, KOTOPbIV NOAYYaEeT BbIGOPKY AaHHbIX 33 MHTEPBa
noacyéTa cpeaHero BpeMeHu.

MHTepBan aBTOMaTMYECKOM NPOBEPKM HaPYLIEHMWI CPOKA AEeNCTBUA KtoYa Ha MOHUTOPUHTE
B CEKYHAaX, (Zero) — BbIK/IlOYEH, UCMO/b3YEeTCA NPU aKTUBALMMU CUCTEMBI YUYETA HAPYLIEHWI U
6/J0KMPOBKM A0CTYNa. BblHECEHME pPeLleHNt 0 HapyLLEeHUAX U BNOKUPOBKAX MPOUCXOANT B
oTaenbHom cepsuce. C yKasaHHbIM MHTEPBa/IOM NPOBEPAIOTCA K/OUM, OCTalOWMeEca Ha
MOHMUTOPUHT, €C/IN OHU BbIXOAAT 338 PAMKM MAaKCMMa/IbHOTO MHTEPBaNa HaXOoXKAEHMSA Ha
TEePPUTOPUM 30HbI ZOCTYNA BbIHOCMTCA HapyLleHne. ECAn KoIMYecTBO HapyLeHuiA
npeBsblWaeT ycnosue 6J10KMPOBKKN — yCTaHaBAMBaETCA BOKMPOBKa.

ABTOMaTUYECKOE CHATUE K/ItOYa C MOHMTOPUHIa Npu GUKCaL MM HapyLLEHNA CePBUCOM
NO3BOMIAT CPA3y CHUMATb KoY C MOHUTOPUHTA, Nocie GUKcaummn HapylweHus. B Takom
cyyae y gucneTyepa nponagaet MHGOPMaLMA O HapyLIEHMM N OTCYTCTBYET BO3MOXKHOCTb
MEHSATb CPOK *KM3HW KNKoUa NO pPacnofaraloWwym cUTyaLmm NpuymHam.

MHTepBan NpoBepKn ANA CHATUA MOHUTOPUHIA C KNkoYa MO CPOKY AaBHOCTU B CEKYHAaAX,
(Zero) — oTkntoYeH. 3a43ET MHTEPBAN NPUHYAUTENBHOIO UCKNOUYEHMA Ktoda (timeout) ¢
MOHUTOPUHra. Mcnonb3yeTca, Koraa nosb3oBaTelb MOKMHYA 30HY 6e3 Cnob30BaHuA
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CBOErO K/to4Ya, Hanpumep, NPoexas B BOPOTA 338 KEM-TO UMM NPONAA Yepes TYPHUKET
BMJOTHYIO K APYroMy NOAb30BaTeNto.

NHTepBan LUMKIA MOMCKA HOBbIX B/IOKMPOBOK M CHATUA CTapbliX B CEK., (Zero) — OTKAOYEH,
NCMNOMIb3YEeTCA NP aKTUBALMM CUCTEMbI YYETA HapYLLUEHUI U BNOKMPOBKM [0CTYNa. 3a43ET
WMHTEepPBan NPOUCXOANT NOUCK BIOKMPOBOK, KOTOPbIE BbILW/IM NO CPOKY AAaBHOCTM U CHATUMN UX.
MHTepBan uMKNa NOMCKa yCTapeBLINX HApPYLWEHWI B CEK., (Zero) — OTK/IloYEH, 3a4a6T
WMHTEepPBan NOWCKa HapyLLEHWU, BbllleAWw X NO CPOKY AAaBHOCTU.

MHTepBan LUMKNA NMOMCKA yCTapeBLINX BECK/IOUEBbIX AOCTYMNOB B CEK., (Zero) — oTK/oYEeH.
Ncnonb3yeTca npu akTMBaumm pexxnma beckntodesBoro goctyna. Hanpumep, nonb3osaTtenb
3HAEeT, YTO Y BOPOT HaxoAMUTCA ero roctb. YTo6bl He co34aBaTb My OTAE/bHbIN KoY, OH AaéT
emy BecKnto4eBOl [OCTYN, TEM CaMbliM Habpas 060 cMMBOA HA KOAOHABOPHOWN NaHenn oH
NoOJIYYUT AOCTYN B 30HY.

[enbTa nofyyeHua ycnewHbiX MPUMEHEHUI KNtoYen B Yacax, (Zero) — oTkatoueH. Jaét
BO3MOXKHOCTb NOKMHYTb 3a6/I0KMPOBAHHYIO 30HY 4,0CTyMNa No0/Ib30BATE/IO 3@ YKa3aHHbIM
NPoOMeXKyTOK BpemeHU. Mcnonb3yeTca npu akTUBaLmMm cucteMbl 6J1I0KMPOBKKM J0CTYNa.
Hanpumep, nonb3oBaTenb 6bia 3a6/10KMPOBaH, HaXxoAACb BHYTPM 30HbI AocTyna. Ho no
peLleHUIo pernameHTa eMy npegocrasaseTca 6ecnpenaTCTBEHHbIN Bble3s 6e3 BbI30Ba
aucnetyepa. JJaHHasa HacTpoMKa MOXKET CHUXKaTb Harpy3Ky Ha gucneTyepos. B npoTuesHoOm
cnyyae nosnb3oBaTenb OyAeT BbIHYKAEH CBA3ATbCA € ANCMETYEPOM, YTOObI eMy 06BACHMAN
NPUYNHY HeOBXOAMMOCTM Bble3aa.

HacTpoikn 6esonacHocTH

Maponb oT Nt060ro NoNb30BaTENSA B PEXKUME OTNALKKN, MYCTON — OTKAKOYEH. B chyyae
yKa3aHus gaHHOro napons y 1tobon y4eTHOM 3anmMcy Npom3onaéT ycnewHas
ayTEHTUPUKALMA M aBTOPM3ALMA B aKKAYHT

MuHuMmanbHasa annHa NUH-Koga ans co3gaHMa BpeMeHHbIX Katouel yepes gncneTtyepa.
MWHUMaNbHaA AMHA NOCTOsSIHHOrO Katoda (MUH-Kopa). 3a43aéT MUHMMANbHYIO ANMHY
€034,aBaemoro K/tou4a nonb3osaTtenem. MNpu aBTomatnyeckon reHepaumnm NMUH-koga 3agaér
AmHy NMUH-Koaa paBHYO YKa3aHHOMY 3HAYEeHULO

MuHUMaNbHaA ANMHA BpemeHHoro Katoya (MUH-koaa). 3a4aéT MMHMMANbHYO ANWHY
€034,aBaemoro K/to4a nonb3osaTtenem. MNpu aBTomatnyeckon reHepaumnm NMUH-koga 3agaér
AmHy NMUH-Koaa paBHYO YKa3aHHOMY 3HAYEeHULO

MuHMManbHaa gNMHA Napons 4NA No/b3oBaTena. 3a43aET MMHUMA/bHYIO AJIMHY Napoaa Npu
perncTpaunm nam UsSMeHeHnu Napoaa agMMHUCTPaToOpPamMu

MWHMMaNbHAA CNOKHOCTb NAPOAA. 3a43ET MMHUMANbHYHO C/I0XHOCTb NAPONA.

Pexxnm BxoAa - TONIbKO agMMUHUCTPATOPbI. BKAOYaeT pexxum, Koraa ayTeHTUPULMPOBaATLCA B
CUCTEMY MOTYT TOJIbKO aAMUHUCTPATOPBI. [1pn 3TOM He NpepbiBaEeT TEKYLLME CECCUM
nonb3oBatenei. [Ansa npepbiBaHNA TEKYLLNX CECCUMN HYXKHO BOCNONb30BATbCA GYHKLIMEN

~n

“lMpepBaTb ceccum nNonb3oBaTenei

HacTpolikn obcnyRmnsaHms
3a4atoT ybUHY XpaHEHUA }KYPHAN0B, BDEMEHWN Hayala U OKOHYaHMA onepauunii ¢ )KypHanamu.

HacTpolikn Tpesor
3a4ato0T BpeMeHHbIM MHTepBasibl COOTBETCTBYHOLWMX CUFHAN0B — TpeBor. Hanpumep, MNMopor
onoBselleHUs 0 BpeMeHu oTeeTa (Latency) cepBepa KOHTpoOA/epam B MC., eC/iv 3HadyeHue (-1), To He

aHanM3npyeTca 3a4a€T MHTepPBan 0bpaLleHNn KOHTPOA/IEePa K CEPBUCY, OTBEYAOLLEMY 33
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KOMMYHWKaUMIO C KOHTpoanepamun. Ecnm sBpems 6b110 npesblleHo, To byaeT co34aH0 onoBeLLeHme
B KypHasie TPEBOr 1, Npw HacTpouTe, B Telegram.

MaKcMasibHOe KOIMYEeCTBO MCMO0J1b30BaHMI K/toUa 3a43ET KOIMYECTBO MCMO/1Ib30BaHUM 33
npeablayLline cyTKn 40 nonagaHus B CMUCOK Ha aHa/iM3, KOTopbil oTnpasndeTtca B Telegram.

doHOBbIE CEPBUCHI 1 CYXHKObI

Ons obecneyeHus BbinosHeHUA poHOBbIX 33434, becnepeboinHoM paboTbl, ONOBELLEHNI U APYTUX
OeNCTBUN cyLLecTBYOT GOHOBbIE CAYKObl U CEPBUCHI MOTYT Pa3MeLLLATbCA KaK Ha OTAE/bHbIX XOCTaX,
TaK U Ha pa3HbIX.

Hanpumep, cny»kba cMHXpOHM3aLMKM TekyLLero Habopa KatoYein B NamATU KOHTPOAepa, Ha cayyait
aBTOHOMHOW paboTbl NP NOTEPe CBA3W C YNPaBAAIOWMM CEPBUCOM, AOIKHA PacnofaraTbCa Tam, rae
OHa MMeeT AOCTYN K KOHTPO/IZIepam 1 CEPBUCY NOJYHEHUA TEKYLLMX KtoYel. 3To No3BoauT B
peMME HAIMUUA CBA3K C CEPBMCOM NOMYYEHMA Katouen A06aBNATb U yAANATb UX U3 NaMATH
KOHTponsiepa. B cnyyae notepwm cBA3M € CEPBUCOM MOYYEHUA K/OUEN UK cepBUCaMM
KOHTPO//1IEPOB NMPOUN30MAET OCTAHOBKA CMHXPOHM3ALMM A0 BOCCTAaHOB/IEHUA KaHANO0B CBA3U. A
KOHTPO//IEPbl HAYHYT PaboTaTb aBTOHOMHO, UCMO/b3YA CBOK BHYTPEHHIOIO NaMATb.

Cny»kba CMHXPOHM3ALMK KNtoYel B MaMATU KOHTPO1epoB

Cny:6a, B 3a4aHHbIN MHTEPBaN BPeMEHM, OTMNPAB/IAET 3aNpPOChl K CEPBUCY, OTBEYAIOLLEMY 33
MOCTaBKY CNWCKa KAoYel Ha fobas/ieHne U yaaneHne 3 namaTn KOHTPOAIepoB. MoayumB cnMcok
KAoYel, NPOUCXOAUT CUHXPOHN3ALUMA C NAMATLIO KaXK40ro KOHTpoepa. B moayyeHHbIX CimcKax
KAOYel coaepXRuTca: naeHTMOUKATOP KOHTPONEPA U CBA3M C HUM, CMIMCOK KAtouen Ha AobaBeHue,
CMUCOK KAtoYen Ha yaaneHue. [lo u nocne onepauunn ciyxba oTnpasaseT cepBucy MHGOpmMaLmio o
TOM, HaYafacb I CUHXPOHU3ALMSA, B KAKOM 06bEME U UTOT CUHXPOHM3aL MK, CTOUT OTMETUTB, YTO
CMUCKM KNOYEe COAep KaT B cebe He BCe KoUK, 3 ML b KTH0YM, KOTOPbIE M3MEHWU/IUCH C NOCAeLHEeN
nTEePaLMM CUHXPOHU3ALMN.

BHMMaHue. Mbl peKomeHAyeM pa3meLlaTb Cy}K6y CUHXPOHM3ALUKN BHYTPU CETHU C AOCTYNOM K
KOHTpOAEepamM U J0CTYNOM B UHTEPHET, B CTPOrO OrpaHMYeHHOM 6paHAMayIpOM COCTOAHUM.

Cny»xba onoselleHnin Telegram
HEO6X0,D,VIMa ANnA BbINO/IHEHUA PAOA KOMaHA U onoBeLWeHNA nonb3oBaTteneu o COGbITMﬂX,
npounsowealwmnx B CUCTeme 1 Tpe6yrou.|,v1x BHUMaHUA.

Cnucok ana nosb30oBaTeNen:

e Conps)KeHue akKayHTa — KOMmaHAaa “/accountpairing” no3sonseT co3gath CBA3b MEXAY
aKKayHTOM B CUCTEME M aKKayHToM B Telegram.

e Pa3pblB CBA3M aKKayHTa — KOmaHaa “/accountunpair” Heobxoanman ANs paspbliBa CBA3M
MeXKAY aKKayHTOB B CUCTEMe M aKKaHTOM B Telegram. YaanaeT unpopmaumio o npeablayLiei
CBA3W, ANA BOCCTAHOB/IEHMA HEOBXOAMMO 3aHOBO BOCNO/Ib30BATLCA KOMaHAOM
“/accountpairing”

e [lony4ynTb CNUCOK 6IOKMPOBOK N HapyLLeHUn — KomaHaa “/getblocks” no3sonset nonyunts
MHPOPMaLMIO O TEKYLLIMX BNOKMPOBKAX N HApYLLEHUAX.
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¥ AKTMBHBIX HapyLIeHWiA U 6NOKMPOBOK HeT. Cnacmbo, uTo
cobnogaeTe NopAAOK

Bnokuvpoeka oT: 28.03.2024 14:28:10
! WMcrekaeT: 26.06.2024 14:28:10
¥ Mozawena
A\ NononkuTensHan MHbOpMaLMA
MpwumnHa: 'VICTeKNO EpeEMA SeACTENA',

e lcnonb3oBaHue Katovelh — MHPOPMaLLUA O BPEMEHM, K/tOYe, TOUKE A0CTyna,
OONONHUTENbHOM MHGOPMALMM U CTATyCe KNKYa HA MOMEHT Ucnosib3oBaHuA. CoobLieHnn
NpPMXOAAT aBTOMATUYECKM, MOCAe UCMOAb30BaHMNA KAKOYa.

26.06.2024 18:50:54

._ﬂ PIN-kod nepexodHozo nepuoda

? Konumea - Ce (Axpon npoezd) (docmyna Hem)
AononHUTenbHaA MHGOopMaLWMA

KnHou He aKTeEH

e YacToTa MCMo/b30BaHMA KNkouen — MHGOPMALMOHHOE CO0bLLIEeHWE, B C/TyYae NpeBbleHun
4acTOTbl MCMNO/Ib30BAHMA, 334aHHOM aMUHUCTPATOPOM B HAaCTPOMKax cucTembl. Mo3BonsaeTr
onpeaennTb HasinuymMe Yy>Koro A0CTyNa — KOMMNPOMETALUN KtoYeld Noib30BaTens.

e HapyweHua — MHGOPMALMOHHOE CoOobLLIEeHWNE, B ClyYae pUKCALUM HapyLLUEeHUS

e B/IOKMPOBKM — UHPOPMALMOHHOE CO0BLLEHWNE, B C/TyYae NoydYeHus 6JIOKMPOBKK

Cnucok ana AOMUHUCTPATOPOB:

e (CocTtoAHMe KOHTpOANN1EPOB — COO6LLI,3€T TeKylwee COCToAHNE KOHTPONEPOB C y‘-IéTOM TOYEK
AocTtyna.

d107ak1
[27.06.2024 10:23:13] %5 : * = AccessPoint:

"107AK1 11 cekunA St i Message: LastPass
npeebilLeHO: '26.06.28 58 iy IH.

[27.06.2024 10:28:13] > o & S AccessPoint:
"107AK1 1 cexumna 3BaKyaUMOHHbIN BX0A/BbIX0A' Message: LastPass
npeebilLeHOo: '26.06.2024 22:27:18'. Nopor '720' MUH.

e YacToTa MCNONb30BaHUA KaoYen — MHd)OpMaLI,M‘r'l nepep,aéTcn dBTOMATU4YECKHN NO BCEM
nosb3oBaTenem 3a npegbiayuine Cytkm C yLIéTOM npesbliweHNA Konn4ecTea NMCNONb30BaHUMN
B HaCTpOﬁKaX Cncrembl.
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d107ak1
————————PassFrequency

-Threshold: 25

-Start: 25.06.2024 0:00:00

-End: 26.06.2024 0:00:00

Kniou NSl sl e

Cnyskba nonyyeHma n3obpaskeHnii (MOMeHTaIbHbIX CHUMKOB) C perncrtpatopa / Kamepbi
CDYHKLI,MOHaIIbHaFl BO3MOXHOCTb UCNOJIb3YETCA NpPU H806XO,CI,I/IMOCTI/I nony4atb U COXPaHATb
M306parKeHma Npu NoNbITKax 4ocTyna. Hanpumep, npu npoxoge no Kapte 6yaeT 3aduKCMpPoOBaHO Tpu
CHMMKA .0, MOMEHT cobbITUS NPOXo4a U TPU CHUMKa nocne. CHUMKKM 6yayT coxpaHeHbl B 6ase CKY/
n 6yayT 4OCTYNHbI A4NA AaNbHENLWero aHaansa.

[na ceoelt paboTbl cny»ba LMKANYHO NOMYYaeT HaCTPOMKM HEOBXOANMBIX PEFUCTPATOPOB, Kamep,
aKKayHTOB, Naposiei, KaHaNoB, M UCNO/b3YA UX, MPOXOAUT MO HACTPOIMKaM M NosydaeT n3obpakeHus,
HemeaJ/IeHHO nepeaaBas UX yNpaBAAoWwemMy cepsucy. YNpaBaaoLwWwmii CepBUC HaXOANTCA Ha CTOPOHE
CRY/[. YTobbl 06€Ccneuntb MHTErpaumio 6asbl gaHHbIXx CKY[, n cepBrca NPUHATUA N3006parKeHni
Kamepbl. YNPaBAsOLMNN CEPBUC UMEET HACTPOMKY KOIMYECTBA COXPAHAEMbIX U306 paXKEHUI.
3Ha4veHme no ymondaHuto — 200 000 wTyK. B 3aBMCMMOCTM OT pasmepa, KOmM4ecTsa m
WHTEHCUBHOCTM NONyYEHUA M306paKeHMI HEOBXOANMO U3MEHATb 3HAYEHME MO YMONYAHMUIO.

BHMMaHue. OCO6eHHO BaXKHbIM ABAAETCA TO, YTO NPU COBEpPLUEHUMN OnepaLmm NoyYyeHus
1M306pakeHUa NOBbIWAETCA Harpy3Ka Ha perucTpaTope, KAMepe 1 Tak Aanee. ITo MOXKET NpUBeCTU
K 3aBUCAHUIO BHELWHNX UHTepdelicoB, Hanpumep BblAaYM U306paKeHUi Ha MOHUTOP NO KaHany
HDMI unun HenocpeacCTBEHHO CO3A4aHUI0 U306parkeHnin. Heo6xoaMMO TLATENIbHO CieauTb 3a
6anaHcom U KOHPUrypUPoOBaTb CUCTEMY COOTBETCTBYIOLLMM 06pa3om, UTo6bl OHa MOr/1a CNPaBUTCA
C YKa3aHHbIMM BaMM NapameTpamu.

Hanpumep, ogHUM 13 cnoco60B Pasrpy3uTb PErucTPaTop — BbIHECTU NOAyYeHMEe U306parkeHUi
HenocpeacTBEHHO Ha CAMU UCTOYHUKK, HAaNpUMep, Kamepbl.

HacTpolika cny»K6bl NoNyYeHUA CHUMKOB MPOUCXOANT B paMKax KOHPUrypaLLMmM TOUKK gocTyna.
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PegakTupoBaHUe TOUKM JocTyna

AkTuEHA

HazeaHue [ Bopora - KOr (B00-neTie Mockebl) l

3oHa pocTyna [ Mpoe3a Be3 CTOAHKM Ha TEPPUTOPHID ABOpa v l
BopoTta 1

Onucanue

CNMWUCOK NCTOYHWKOB OTOPUKCALIMK

106aBHTD HCTOUHHMK

HassaHue IP agpec Kon. cHUMKoB MonkzoeaTens/Mapons KaHane!
BopoTa - Or 3 e / 1 a4
BopoTa - Or - Bweag - 3 - 1 SR
BN
BopoTa - }gﬁ - Buiean - 3 - 1 PR
Kanutka -Bll(zllr - Bxop, - 3 S 1 SR

CDXPBHHTI) H ﬂDﬁBBHTb AHHTD

[Lo6aeneH1e/pepaKTUPOBaHWE MCTOUHUKA

KonW4ecTeo CHUMKOB
no wnocne. (Zero) -
BbIKMHYEHO

Ip agpec UCTOUHUKA

Monezoeatents

KaHansl MCTOYHMKE,
yepes '

(W
[ —
CR—
=
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