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CnnCcoK M3MeHEHWI

2024.08.06 — nob6aBneHMe BO3MOXKHOCTM HAaCTPanBaTb HECKO/IbKO MCTOYHMKOB M306parKeHNn M
AnA GMKcauMmM UCNONb30BaHUA KNHOYEN U MHbIX CNOCOB0B A0CTYNA (KHOMKM BbIXOA, BXOA, U
T.4.)

2024.07.31 — pobaBneHa MHTerpaLma c Kamepamm u permctpatopamm Dahua ana
MOHWUTOPUHTIA N COXPaHEHUA U306ParKEHUI C Kamep NPU NOMbITKE UCNOIb30BAHUA KAKOYEN U
KHOMOK BbixoAa / BXxoaa.

2024.07.16 — oTobparkeHne CNUCcKa CUHXPOHM3aLUMIi Katoden PACS M namaATu KOHTPOINepoB
ansa Offline paboTbl B MOMEHT noTepu cBA3K, 63 UCTOPUN CUHXPOHMU3aLNiL (byaeT
[06aBNEHO MO3¥Ke), TONbKO NocneAHAA ycnelHas / HeycneluHas.

2024.07.10 — gobaBneHne BO3MOKHOCTUN OMNpeaenaTb COCTOAHNE CEPBUCOB B pexxume 24/7 n
NPUHMMATb YNPaBAeHYEeCKME peLleHns

2024.06.27 — co3gaHue gokymeHTa 0.0.1



O6Luee OonncaHmne CncTtemsl

BHumaHue! Het Heo6X0AMMOCTM 3aHUMATbLCA U3YYEHUEM CUCTEMbI, €C/IU BaM [,0CTaTOYHO
LeHTpannsoBaHHoro ynpasneHua CKYA. Ecam B AMuHbIX KabuHeTax nosb3osartesneii HeT
Heob6X0AMMOCTH, a K/OUU CO3[AAET U 06CNyKMBAET rpynna OTBETCTBEHHbIX.

B npoTMBHOM cnlyyae, Koraa BO3HMKAeT He06X0AMMOCTb CHATb YacCTb Harpy3KM C
a4MMHUCTPATOPOB, AUCNETYEPOB U NepesioKUTb eé Ha NoNb3oBaTtesiel, Hanpumep 4aa
dopmuposaHusa kniouei goctyna (MNUH-KoA0B) Ha TeppUTOPUIO 3aKPbLITOTrO ABOPaA
CaMOCTOATE/IbHO, CUCTEMA NO3BO/IUT 3TO CAeNaThb.

BeepeHue

NHunumaTnsHoOM rpynne netom — oceHbto 2019 roga bbina noctasneHa 3aaa4va Hantu CKY ana
aBToOMaTM3auumM AOCTyMa, BKOYan Npoess TpaHCnopTa BHyTpb ABopa. Ha pbiHKe 6bl10
npeactaBneHo 60/blLoe KONNMYECTBO Pa3HbIX CUCTEM, KaK NAaTHbIX, Tak 1 becnnaTHbIX. Ho Kaxkaana us
HUX UMena eguHYI0 LEeHTPaAM30BaHHYIO TOYKY ynpasaeHua. Jpyrummn cnosamu, Nponycka Uan uHole
KNOYM BblgaBana onpegenéHHan rpynna aAMMHUCTPATOPOB, ancnetyepos. OHa Xe cneanna 3a
aKTYya/IbHOCTb, MPaBUIbHOCTbIO MPUMEHEHUSA KAOYEN U MHOTUM APYIUM.

Hac 3To He ycTpanBano. KonnyecTso »uTenel Npesbillano HECKONbKO ThICAY U OFPaHNYUTb Bbess,
BHYTPb ABOPA TPAHCMNOPTA XUTENEeN, NPOXo4 U Npoe3a, CNyXK6 A0CTaBKKU, SIKCTPEHHbIX C/TYXKO U
MHOTO€ ApYyroe, B py4yHOM PeMMe, He NPeACTaBAAN0Ch BOSMOMKHbIM.

MoaBmnacb naes, Yytobbl pasae/inTb OTBETCTBEHHOCTb NOAOOHO MUKPO CEPBUCHOM apXUTEKTYpE, rae
KaXKabli »uTenb (NoNb3oBaTeNnb) — OTAe/IbHbIA CEPBUC, CAMOCTOATENLHO PErncTpupyeT cebe akkayHT
(peako — c AONONHUTENBHOM MOMOLLbIO), YKa3blBaeT NPUHaANENKallMe eMy NOMelLeHUs, tmeeT
BO3MOHOCTb CaMOCTOATE/IbHO GOPMMUPOBATb K/OUN, @ PUINYECKME KNtOUM (KapTOUKK, Bpenoku,
NFC » T.4.) nonyyaeT B onpeaenéHHOM mMmecTe, Hanpumep ynpasaaoLLein KomnaHum uan B
ANCMeTYepCcKon 1 Tak danee. [anee *KuTenb NPOXOAUT NpoLEect ayTeHTUOUKAUUU — NOATBEPIKAEHUSA
B YNPaBAAIOLLEN KOMMAHWEN WX MPUCHIIAA KONUKU LOKYMEHTOB Ha 3/IEKTPOHHYIO NOYTY (BapuaHTbI
NoATBEP)KAEeHMA BbIBUPAOTCA B COOTBETCTBUM PErlaMeHTy), rae emy akTUBMPYIOTCA akKayHT,
NoMeLLLEeHNs 1 30Hbl AOCTYNa, TaKMe KaK: Bbes, BO ABOP, NPOX0A, BO ABOP, BXOA B nogbesa Nel12 u
Apyrue. Kak To/IbKO akKayHT Nosib3oBaTena byaeTt noaTBepXAEH HaUMHAIOT AeCTBOBaTb BCe KoUK
W aKKayHT nepexoamT B paboumnii pexxum, noka He byaet 3a610KMpoBaH UAN YAANEH U3 CUCTEMDI.

[na cnyyan notepuy cBA3U MeKAy KOHTPOA1epamMm YNpaBAeHNA OKOHEYHbIMMW YCTPOMCTBAMM (3aMKH,
waarbaymbl, BOPOTA, CYMTbIBAKOLME NMaHe N, BOGOHAbOPHbIE U T.4.) U CEPBEPOM XPaHEHUS
NONb30BaTe/IbCKMX aKKAYHTOB — K/HOYE, aKTUBUPYETCA pe3epBHbIN NiaH — He3aBUcMMas paboTa
KOHTPO//IEPOB YNpaBAeHMWsA, B NaMATM KOTOPbIX HAXOAATCA KKOUYM, 3anmncaHHble A0 NoTepu CBA3MN.
CMHXPOHM3aLMA KAOYeln B MaMATU KOHTPOANEPOB NPOUCXOAUT B GOHOBOM PEXKMME CreLmaibHOM
CNY*K60M, @ CKOPOCTb CUHXPOHU3ALMM HACTPAMBAETCA aAMUHUCTPATOPaMM.

Cama uenb, 4To NoNb30BaTe/Ib MOXKET HAKNAAbIBATbL ﬂpOCTGVILIJI/IG npasuia Ha CBOU K/KO4WY,
Hanpumep Bpemsa AEﬁCTBMH, orpaHn4yeHune 30H A0CTynNa.

Hanpumep, co34a&Tca KoY, MO KOTOPOMY MOYKHO 33eXaTb BHYTPb 30Hbl U IMMUT AeWCTBUA KtoYa
30 muHyT. NMocne ucteyeHna 30 MUHYT, B C/Iy4ae aKTUBHOCTM CUCTEMbI PUKCALMM HAPYLIEHWNI U
6J0KMPOBOK, NOb30BATE/IbCKOMY aKKayHTY BbIHOCUTCA NpeaynperKaeHne, aBTOMaTUYeCKoe Uam
pY4YHOE, YTO TPAHCMOPT HaPYLWWA OrpaHMyeHne. B 3aBUCUMOCTM OT KOHOUIYpaumum Npasun,
BO3MOXHbl aBTOMaTUUYECKME UM PYYHble BNOKMPOBKM AOCTyNa K 30HaM A/1A aKKayHTa, Hanpumep



npv NoayYeHMmM TPEX HapyLLEHWIA 30Ha ANA A0CTyna 6N0KMPYeTCA Ha onpeaeéHHbIN
aAMUHUCTPATOPOM MHTEPBA/ BPEMEHM aBTOMATUYECKMH.

AducneTtyepbl cnegat 3a 06CTaHOBKOM, OTBEYAIOT Ha ONpeAesieHHbI peraMmeHTOM CNUCOK BOMPOCOB
XuUTenen n, camoe BaxkHoe, becnpensaTCTBEHHbIM AO0CTYN cneumanbHbIX CyKO.

[naBHan LeNb — MaKCMMYM aBTOMATM3aLUMK U yao6CcTBa Nosib3oBaTeNeN.
Paspabotka CRY/[ “Tenacity” Hayanacb 30 sHBapna 2020 roga.

Hue npeacrasneHa O6LLI,aFI CXemMa 3/1eMeHTOB CUCTEeMbI, UX NOSTI0XKEeHNE U CBA3N.

PacnonoxeHwne anemMeHTOB 1 WX CBAZN )

TeppuTopHUA 30HLI AOCTYNA ABOP

Kaspoe okoHYEeHOE yeTpolcTBo >
NOAKMICYAETCA K Y3y CBA3H i Yaen cBA3u - KOHTPONMepkI,

-
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T POYTED, NUTaHWe N T.4. : 30HbI AOCTYNA NOALESA08

CunThiBaTENL BXOL

CUWTLIBATENE BLIXOA

Kronka




PaboTa c IMYHbIM KabMHETOM NMonb30BaTeNd

JINYHbIN KabUHET NpeacTaBnAeT cobon eAMHOEe MEeCTO NPOCMOTPA U YNPaB/IEHUS aKKayHTOM,
NoMeLLEHUAMM, KNtoUYaMK, ApAbikamn (yAaNEHHBIM UCNONb30BaHMEM KoY, Hanpumep
OTKpbITMEM ABepwu ¢ TenedoHa npu otcyTcTeum NFC), *KypHaNoM aKTUBHOCTU U KYPHaNoM
HapyLEHNA.

Perucrtpauma

Mepes Tem, Kak NonacTb B JIMYHbIN KaBMHET NO/b30BaTE/b NPOXOAUT 06A3aTeNbHbIV NpoLece
perucTpaummn akkayHTa, Ha CTPaHULY PEerucTpaLmMm MoXKHO NOMacTb C CTPAHMLLbI BXO4A B CUCTEMY
HarKaB KHOMKY “Pernctpauns”.

Bxopn,

| Tenedor unK emai |

| Maponk *:!>|

[ 3anoMHWTE MeHs

- En

Jafbinw naponk? BoCcCTaHOBWTE QOCTYN 30E8CH

Ha cTpaHuue pernctpauum nosib3oBaTesb yKasbliBaeT 0bA3aTesIbHble NapaMeTpbl, cobtogasn npasuia
C/IOXKHOCTM Napons. Pernctpupyemblii akkayHT A0/IXKeEH BbIiTb YHUKaNEH, aHaN3 YHUKAbHOCTM
npoucxoaut no tenedoHy nan email. Mpu coBNageHMM 04HOTO U3 NoAel C CyLWECTBYIOLLEM B
cucTeme B permcTpauum byaer okasaHo.

Ecnav nonb3oBaTeb YBEPEH, YTO aKKAYHT NPUHALEXKUT eMy, HO HE MOXKeT OCYLLLeCTBUTb BXOA,, TO
H606XOAMMO BOCCTaHOBWUTb AOCTYN Uan O6paLLl,aTbCﬂ K aAMUHUCTPATOPaM. AAMMHMCTpaTopr, B

COOTBETCTBUU C PEMAMEHTOM, MOTYT NPOaHaNN3NPOBATb CUTYaUUIO U, B CZly4ae HEO6XO,EI,MMOCTM,
U3MEHUTb Napo/ib. A,CI,MMHVICTpaTOp HE MMmeeT A0CTyNna K Napoato. I'Iaponb XPaHUTCA B BUAE X3Lla.



Pernctpayua

ma*

Damunua*

OTYyecTeD

MomeweHre*

+7

Email*

. @

OueHb cnabbid
[ | |

. & |

YHe eCTh aKKayHT? BolTK

Mpoaonxan pervecTpalMie, Bel cornalasTeck ¢
YENOBHAMM

MomelieHne BbIGMpaeTcA TONbKO U3 BbiNaAaloLWEro CN1CKa, Noc/ie Havana BBoAa CMUCOK NPeasioxuT
BapWaHTbI 4415 BbiIbopa. Bbibop 04HOro 13 HUX 0653aTENBHO YCI0BME perncTpaumu. PyyHoe
HanucaHue agpeca, 6e3 Bbi6opa 13 BbINaAatoLWEro CNMCcKa, He NO3BOANT OCYLLECTBUTL PerncTpaLmio.



Peructpaumn

Hma* |

| Pamunua* |

|I}'LEC'EE |

| 2a1 |

w. dsurposckoe 1074k -
w. dsutposckoe 107AK1T -

| Email* |
| Mapone* @|
| MoeTopuTe napone™® (!)|

JaperncT pMpoBaThLCA

V¥E 8CTe aKKayHT? BOWTH

MpoAoMmKan PETMCTRALUWID, Bbl COMallasTech C
YCNOBUAMM

BoccTtaHoBNEeHME Napona

B cnyyae permctpaumm akkayHTa paHee, a Naposib He No3BOAET BOUTU B CUCTEMY, TO HEOBXOAMMO
nonpo6oBaTb BOCCTaHOBUTb Napo/b. EC/IM BOCCTAHOBUTL NApO/b HE yAa0Ch — 06paTUTLCA K
NtobomMy agMUHUCTPATOPY CUCTEMBI.

[na BocctaHOB/NEHUA HeobX0AMMO 3HaTb email uan TenedoH perncrpaumm. Ha ykasaHHbIi email
afpec, Npy perncTpaunm akkayHTa, byaet oTnpasAeHo NMCbMO C Aa/ibHENLWMMU Waramm ana
BOCCTaHOB/IEHWA Naposis. B cayyae eciv MMCbMO He NPUXOANT UK 3abbIT email — BOCCTaHOBUTD
Napo/ib MOMKET TO/IbKO aAMWUHNCTPATOP, Ha3HAYMB HOBbIN.



BoccTaHoBneHue naponsa

Ema

MNW TenedhoH |

Mpodunb

Ha BK/agKe nNo/sb30BaTe b YNpaBAseT CBOMMM IMYHbIMU AaHHBIMW, CTapPTOBOM CTPaHWULEN, OHa
byaert 3arpyykeHa npu Bxoae B JINYHbIN KabuHeT. Hanpumep, ecan nonb3oBaTeb Yalle UCnosb3yeTte
CTPaHULY KNHOYM, TO HY}KHO BblbpaTb €. M3MeHWTb CTapTOBYIO CTPAHWULY NO/b30BaTE/lb MOXKET B

noboe spems.

Mpogune

Momewenns

Knoun

Apnbiku

HypHan aKTHEHOCTH

Hapywenns

MNpodune

‘ Wean |

‘ WeaHos |

‘ WMeaHoBUY |

‘ test@test.test |

1234567890 |

+7

CrapToBan cTpakuua lﬂpnhnm vl

cnoeo’ . =

Koposoe cnoso NoTpebyeTca ANA NOATEEPKASHUA MUHOCTH MBI 33NPOCE BPEMEHHOTO KNKYa Yepes AKCNETUepa. KNMKHUTE WU KOCHWTEES

0NA 0TOBPAXEHUA CNOBA UENUKOM. [IUCTIETUED HE MOXET NOCMOTPETE WK MIMEHWTE KOLOBOE CNOBO, OH NPOBEPAET TONEKO GakT COBNANEHUA.
Ecni COBNafeHnA HET, To BPEMEeHHEIR KoY NpEAOCTaENeH He GyaeT.

KonuyecTeo knwyei® (Tekyuwee/makcnmansHoe)

Moctoanubix  B/10
BpemenHeix 110

2KonnuecTeo 3anNpallMsaemblX KNKoUel He MOKET NPEBkIWLATE MAKCHMANEHBIE 3HAUEHUA. 3HAUSHA MOTYT M3MEHATLCA, HANDUMED B CTOROHY
YMEHEWEHWA, B CNYUae HapyWeHui pernamerTa.

Ha Kamp,oﬁ cTpaHuue JinyHoro KabuHeTa Menknm LlJpM(I)TOM YKa3blBalOTCA NOACHEHUNA K
d)yHKLI,MOHaﬂbHOﬁ BO3MOXHOCTHK TOIro nim MHOro d)YHKLI,VIOHaI'Ia.

BHumaHue! HeobxogMmo NOHMMaTbL NPOLECC MCMNO/Ib30BaHUA KOAOBOFO C/10Ba - NOC/E KaXA0ro
MCNONIb30BaHUA KeNaTeNnbHO ero usmeHeHue. MHaue gucnetyep MOXKET ero CKOMNPOMEeTMpPOBaTb,
nyTéM nepegayum ApYromy anLy Uamn camocTOoATEIbHOMY UCMOJIb30BaHUIO.
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NomelleHunA

ﬂpM PETNCTPaLNN aKKayHTa YKa3blBaeTCA NOMeLleHne, KOTOpOoe aBTOMAaTUYECKHU 0To6pa>KaeTcs| B
BK/NaaKe. ,ﬂ,ﬂﬂ AO6aBHEHMﬂ OCTa/IbHbIX I'IOMELLI,eHMVI dHa/I0MM4YHO perncTpauunnm, BbI6MpaETCﬂ TONbKO
13 BbiMadatoWero Cn1ucka, nocsae Ha4vazia BBoAa CMUCOK NPeasioxXnUT BapnaHTbl ANA Bbl60pa.

Baww nomelLeHUA

MomewieHna [ob6aeuTe nomeweHne

NomMeleHHe ‘ NobasuTbh

Haumenoranue [ Tun OcHoeanme [ CtaTyc AeicTenA

w. Amutposckoe 107Ak1 - kB 1059 / KeapThpa CobcTeeHHuK [ MoOLTEEPHKAEHD m

B cnyyae cmeHbl Bragenbla NnomeLeHna HeobXoAMMO YAaNUTb ero U3 akKayHTa, UCMO/b3ysA UKOHKY
Kop3uHa.

Konunuecrtso I'IOMeLLI,eHM[/'I He OrpaHN4YeHO N MOXKET BJIMATb TOJIbKO Ha A0CTYyN K COOTBETCTBYHOLWMM
30HaM AocCTyna.

Kaxpoe nomelleHne nocne ,CI,O6aB!'IEHVIF| npoxoauT npouecc nogresepxAaeHnA, npexae 4em 6bITb
dKTUBNPOBAHHbIM — CMEHUTb cBOM CTaTycC.

Katoum
Ha BKnaake npoucxoamT ynpasiaeHune Ka4amu, co3gaHue, MpoCcMoTp, peaakTMpoBaHue. Buabl
KNtoYel BKAKYAKOTCA M OTKNOYAKOTCA aAMUHUCTPATOPOM.

Hanpumep, ¢pusmndeckune kntoun Tna Mifare Plus B perkume SL3 (C HEBO3MOXKHOCTbIO KOMMPOBAHMA)
MOXET BblAaBaTb TO/IbKO, B COOTBETCTBMU C PErNaMeHTOM, onpeaenéHHan rpynna avu. Hanpumep,
yNpaeAaowan KOMNaHWsa UAn aAMUHUCTPATOPbI. 3HaYEHWEe 3TUX K/toYel Noab3oBaTeNto
HeZocCTynHo. Monb30BaTeNb MOXKET PeAAKTMPOBATb TO/IbKO 30Hbl ZOCTYNa AaHHbIX KAtoYel.

Mpw 3TOM NONb30BaTEIb CAMOCTOATENIbHO A06aBAAET 1 pegakTupyeT Knoun — NMNH-koapl. 3HaueHne
MNH-Koga reHepupyeTca aBTOMaTUUECKM, HO AOCTYMHO NO/b30BaTe/No Cpa3y Nocne co3faHuaA
KNtoya.

11



PepakTHpoBaHue Knoya

AKTUEEH

1-1000001

OnicaHWe

Epemna geicterA: MoCcTOAHHBIA

30HB!I AOCTYNA®
MNpoxoQ Ha TEPPWTOPKMKD ABOPa
[J Npoesp 6ez cToRHKK Ha TeppuTopWio Agopa [Makc. BpemA geRcTena 30 MuH.]

107 Ak1 1 cexkumn

Ha cTpaHuue PegakTMpoBaHMA KatoYa BHM3Y HaxoamnTca pasaen MOHUTOPUHT.

MOHWUTOPHHI?

MoHwTOpMHr: [He npoeogwTCH]

‘BPEMH ASACTEWA KMOJYa MOXeT BBITh OrpaHu4eHo BpemMeHem elCTEMA KNoYa B 30He A0CTYNa. B cnyuyae npeebilUSHWA BpEMEHIN
HaX0MAeHWA H3 TEPPUTORMM 30HEI JOCTYNA 3BTOMATHYECKHM QHUKCHMDYSTCA HApyLWeHWe,

2Kntoy Ge3 BrIGpaHHBIX 30H AOCTYNAa HEaKTUEEH. C NOMOLLLID TAKOTD KMKYa HENB3A NONACTE HA TEPPUTOPMKD 30HB! AOCTYNA UK
MOKWHYTb e€.

*Kmoy B COCTORHWMKW MOHWTOPMWHIa @ M3IMEHWUTE HENB3A OO0 MOMEHTa CHATWA KNHOYa C MOHWTOPDWHIa

MOHMTOpVIHI' K/toYen — 3To 06I.Ll,aF| 4acCTb, B/IMAKOLWAA Ha BCEX nosib3oBaresiei cuctemol. Ecam
AOMUHUCTPATOP aKTUBUPOBA CbYHKLI,MOHaﬂbHOCTb Ha ypOBHE CUCTEMbI ONA OI'IpE,CI,EﬂéHHOﬁ 30HbI
A0CTyna, TO Npu nonagaHM Ha TEPPUTOPUIO 30HbI K/1HOY CTaBMTCFI/I'IOI'Ia,EI,aeT Ha MOHUTOPWUHT U ero
HEeNb3A peaAakKTnpoBaTb 40 CHATUA C MOHUTOPUHTIA. CHaTtune ¢ MOHUTOPUHIA NponcxoaunT oBymaAa
nyTamMmn, npun NOKNAaHUMN 30HbI NI N0 UCTEYEHUIO MAKCUMAJZIbHOIO UHTEpPBaJia HaXoXA4eHUA B 30He
A0CTyna, 3a4aHHOro agMMHNUCTPATOPOM B HaCTpOVIKaX cucTembl. MaKkcMmanbHbIn MHTEPBAn
HaXOXKAeHMA TaK e HasblBaeTca timeout.

Hanpumep, ecnun TpaHCNOpPTHOE CPeACTBO 3aeXasio Ha TEPPUTOPUIO 30HbI ZocTyna “[ABop”, TO KAtoy
BCTa/l HA MOHUTOPUHT. B MOMEHT MOKMAAHMA KAHOY CHUMAETCA C MOHUTOPUHra. Ecan nokngaHmve
npomsowno 6e3 UCNoab30BaHMA KAtoUa, HaNnpMMep B OTKPbITblE BOPOTa MAKW NOAHATLIN Wwaarbaym,
6e3 MCNoNb30BaHUSA KAOYa, TO KoY ByaeT 0CTaBaTbCs Ha MOHUTOPUHre. Koraa HTepBan
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HaXOXAEeHWA Ha TEPPUTOPUM UCTEUET (timeout) cucTema aBTOMaTUYECKM COPOCUT ero, yKasas, YTo
K/I0Y CHAT C MOHUTOPMHIA MO UCTEYEHWNIO BPEMEHM, @ HE MO NPUMEHEHMIO KAtoda. B aTom caydae,
€C/IN CMCTEMA MOHUTOPUHIA HapyLIEeHW aKTUBUPOBaHa, byaeT cpopMmnpoBaHO HapyLleHue gan
aKKayHTa. HapyweHue dopmmpyeTca Ha MOMEHT NPEBbIWEHMA MHTEPBA/IA HAXOXKAEHMSA Ha
TEPPUTOPUM 30HbI AOCTYMA, @ HE HAa MOMEHT CHATUA C MOHUTOPMHIa. Hanpumep, MakcumanbHoe
HaxoXXAeHue Ha TeppUTOPUN yKasaHo 30 MUHYT, a K/IHOY HAXOA4WUICA HA MOHUTOPUHre 6 Yacos, 6bin
CHAT no TaiimayTy (timeout). HapyweHue 6yaet 3adpuKcMpoBaHo nocae HapylweHMn 30 MUHYT, a He
6 yacos. Ho nokuaaHue Tepputopun 6yaeT ykasaHHO yepes 6 4acos.

Co30aHue u pedakmuposaHue [NMNH-ko0a

MUH-Koa, ncnonb3yeTca B CUCTEMAX C Ha/IMUMEM KOAO0HAbOopHbIX NaHenen. MaHenan no3sonaT
Nnosb30BaTeNIAM U/ UX NPEACTABUTENAM, HaNnpUMepP KYPbePCKMM cy*Kbam, nonacTb Ha
TEPPUTOPUIO 30HbI ZOCTYNa. [M0Nb30BaTENb CAMOCTOATENIbHO CO343aET B IMYHOM KabUHeTe KAtou.
OrpaHun4YeHne agMUHUCTPATOPOM CUCTEMbI HAKNaablBAaETCS TONbKO Ha ero AJIMHY U Habop
OENCTBYIOLWNX NPABW/, HAaNPUMEpP OrpaHUYEHMA N0 BPEMEHMU.

AAMMHMCTpaTOp MOXET 3a4aTb ABa NapaMeTpa — AJZINHY BPEMEHHDbIX KNoYen u ANMNHY NOCTOAHHbIX
KNtoyen. HMenatenbHO YToObl MOCTOAHHbIE KAHOYM NONb30BaTE b UCMO/Ib30BaA CaMOCTOATE/IbHO,
YTOObI UCKAOYUTL BO3MOMKHOCTb MX KOMMpPOMeTaLnn, sBpemMmeHHbIe K/TI0YN BblAaBaTb MOCETUTENAM,
KaK paHee 6bin0 CKa3aHO, Hanpummep KypbepCKknUm C}'Iy)KGaM, C XXeCTKUM OorpaHn4yeHnem no soHam um
BpemeHWn HaxoXaeHuna.

PekomeHayem 33paBaTb AJIMHY KAtlouyeil 0AMHAKOBOM, 4TO6bl He NyTaTb No/b3oBaTenei, nouemy
OJIMHbI KNtoyei pasHble. [lono/IHUTEIbHO HEKOTOPbIe KOAOHA60PHbIE NAaHEIN UMEIOT PEXKUM
aBTOMaTUUECKOIi OTNPABKKU Nocne onpeaenéHHOro Koamyectsa HabpaHHbIX CUMBOOB, T.€.
Habpanu nocnenoBaTeNbHOCTb, M OHA LLE/IMKOM OTNPABAAETCA Ha KOHTpoanep. 3To yao6Ho.
[aHHaa pyHKUMA nogpepKmBaeTca naHenaAMmu npomssogutena Rusguard.

[ns Bblbopa A/MHbLI MCNONb30BaTb popmyny pasmelleHns 6e3 nosTopeHuit. PasmeleHnamm 6es
NOBTOPEHMI HA3bIBAKOTCA YNOpAA0UYEHHbIE BbIBOPKM, coaepKawme k pasnyHbIX 3/1eMeHTOB 13
[AaHHBIX N 3/1IEMEHTOB.

n!

(n—k)!

Mpu co3ganmn NMUH-Koga ero 3Ha4YeHMe reHepuUpyeTcA aBTOMaTUYECKN, NPOBEPAETCA Ha BO3MOXHble

kE _
An. -

KONIN3nn (COBI'Ia,CI,EHVI’r'I) C cywectsyrowMmMmm Knro4amm. MNonb3oBartento He 0T06pa)'KBETCFi, 6bina
KONNN3NA NN HET.

Cnucok Kntovel

Mocne nepexoaa Ha BKAaAKY Kntoun nonb3osaTtesb BUAMT CMIMCOK KAKOYEN U MMEET BO3MOMXKHOCTb
NOCMOTPETb CMNCOK KAOYEN, UX CTATYC, HAaXOXKAEHNE HA MOHUTOPUHTE, 3a610KMPOBAHHbIE 30HbI U
n06asntb HoBbIN MUH-KoA,.
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Bawm Knoyu

HobaenTe KN4

HawmeHoBaHne | Nobaeutb

KonuuecTeo Kmoyei (Tekywee/MakcHMansHoe)

NocToAHuelx  8/10

BpemeHHbix 1410
CMUCOK KIIKOYEN
HawmeHoeauue: 1-1000001-KapTa Bpema gedcTenA: MocToAHHEIR
& Tun: Kmou Mifare SL3 &

MNoKa2aTh 20HLI AocTyna

HawmeHoeauue: 1-200001-Epenok Bpema geRcTenA: MocToAHHEIR
@ Tun: Koy Mifare SL3 &

MNokazaTe 30HLI Accryna

Hawmenoeanne: PIN-kog nepexogHoroe neproga Bpemna gencTena: [oCTOAHHBIA f
0 Tun: NuHkog 3uavenne: [12345] fh
CKpPEITL 20HEI 0CTYNA IEI

MNpoxog Ha TEPPUTOPUMIO ABOpa -+ AKTUEHA

None HaumeHoBaHMe COAEpPKUT YKasbiBaeMoe Noab3oBaTeIeM MMA NPU CO34aHNM Ktoua.
MNonb3oBaTenb MOXeT USMEHATb UMA KNtoYa, BHE 3aBMCUMOCTM KTO €ro cosgan, AAMUHUCTPATOP Uan
Cam nosib3oBaTeNb.

Mone Tun cogepKnT 0603HauYeHe pM3nMYeCcKoro TMna Katodva. Hanpumep, sto Mifare B pexkume SL3
unu MNH-koa. OT TMNa KAtoYa 3aBUCUT Kakue onepauum MOXKeT Npon3BoAnTbL C HUM MOSIb30BaTeNb, a
KaKue To/IbKo agMuHUCTpaTop. aa pusmnyeckm Kapt, 6penkos, NFC 4OCTYNHO orpaHMYeHHoe
KO/IMYECTBO ONepaumii: pefakTMpOBaHUE aKTUBHOCTM KKOYA, PefaKTUPOBaHMeE ero OnncaHusa u
AKTMBHOCTM 30H A0CTyNa. YaaneHue, USMeHeHMe HOMepa AaHHOTO TUMa KAKYel OCTYNHO TO/IbKO
agmMmuHucTpaTopam. COOTBETCTBEHHO NPU NOoTepe KAYa HeobxoaMmo 06paTUTLCA K
aAMUHUCTPATOPaM.

Yy KI'IIO‘-IGIZ, ¢ Tunom MNH-Koa, nonb3oBaTtento AOCTynHbl BCe onepaunun, BKAK4YaAa NpoCcMoTp ero
3Ha4yeHuA.

Mone Bpemsa aencTBUA COAEPHKUT 0603HaUYeHMe MHTepPBaAia aKTUBHOCTU KAtova. o ucteyeHuto
WHTepBasia KAtoY yaanaetca. B cayvae npucyTcTBMA KAKOYa B MOHUTOPUHIE €r0 MHTepBan JONycKaeT
npogneHune yepes iucneryepa, Hanpmmep ¢ 30 MUHYT A0 60 MUHYT.

Mone 3HaueHMe coaepPKUT 3HaAYEeHMe KatoYa. JoCTynHO To/bKo Ana Katoden ¢ Tunom MNH-koa. Ana
OCTa/IbHbIX TUMOB KAtOYEW AOCTYMHO TO/IbKO aAMUHUCTPaTopam. Paaom ¢ 3HaueHnem MNH-kona
pacnosioXKeHa MKOHKA, HaXKaB Ha KOTOPYHO MOXHO CKOMMPOBATbL KAtod B bydep obmeHa. ITo MoxKeT
6bITb NONE3HO AN1A YKa3aHMA B GOpMax 3aKasa, Hanpumep cay*Kbam AOCTaBKK, TaKeu U T. 4., bbicTpee
n 6e3 owmnboK.

14



Mone MokasaTb / CKPbITb 30HbI JOCTYNa OTKPbIBAETCA M CBOPAYMBAETCA MO Ha)KaTuio. B gaHHOM
none MOXHO YBUAETb AOCTYMHbIE 30HbI AOCTYNA M MUX cTaTyc. Hanpumep, goctynHa Mpoxog Ha
TeppUTOpPUIO ABOPA, U OHa aKTUBHA.

Y KaxKgoro Kar4ya moxKet YKa3blBaTbCA A0OMNO/IHUTE/IbHbIE CTATYCbl, CMUCOK CTAaTyCOB U UX ONUCaHNe
npeacraBneHo B KOHLUE CMUCKa KNtoYen:

*KHIO‘-IVI, HaxogAwuneca B COCTOAHUU MOHUTOPUHIA, USMEHUTb HE/1b3A 40 MOMEHTa CHATUA K/1l04a
C MOHUTOPUHra

*Y Kntoueid, OTMEUYEHHbIX ecTb 3a6/10KUPOBAHHbBIE 30HbI A0CTYNa
TaK e 13 CNucKa KNtoven MOXKHO nepenTn Ha cTpaHuLy XypHana akTUBHOCTU Katodel 1 ApAbIKOB.

CozoaHue [TNH-ko0a
[Ona cosgaHua none HammeHoBaHue asnseTca 06s3aTeIbHbIM, €10 MOXKHO 334aTb Kak Ha CTPaHULE C
CMUCKOM K/IHOYEN, TaK M NepenTn Ha cTpaHuuy AobaBneHMA 1 yKa3aTb Tam.

Bawm knoun

LobaenTe KmoJ

MuHkog Anekcanap 1T | Iobasurb

KonuuecTeo knove (Tekyuiee/MakcMManbHoe)

MoctoAnkex  8/10
BpemenHbIx 1110

Mocne yKasaHWa HAMMEHOBAHMA HEOBXOAMMO HaKaTb KHOMKY [lo6aBuUTb, B pesysibTate
oTobpasunTbes dopma pobasnenuns NMNH-koaa. Ha popme, No ymonyaHuio, ykasaHa akTUBHOCTb
KAtoYa 1 Bpems AeUCTBUSA - UHTEPBa.

BbI6MpaETCﬂ MWUHUMYM OHA 30Ha A0CTyna, B NPOTUBHOM C/ly4ae B CO34aHUN KNHOYa 6y,a,eT
OTKa3aHo.

Janee HaxXnmaeTcA KHOMKa COXpaHMTb.

BHumaHue! 3HaueHue NMNH-Koaa He yKa3sbiBaeTca nonb3osBatenem. 3HavyeHue NMUH-Koaa
0TO6PA3UTCA B NUCKE KKOUel Noc/e ero co3aaHusa U He NoAa/eXXuUT peaakTUPOBaHUIO UK Bblbopy
nonb3oBatenem. [laHHaA npoueaypa No3BoAAET KOHTPOMPOBATb YHUKA/IbHOCTb 3HAYEHUNA.
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Jo6aeneHue KMmoya

AKTHBEH

LWaBnoH ANA BpeMEHHEIX KNoYen

MuHkea Anexkcangp

OnucaHue

Konu4ecTeo kmoden (Tekyuiee/MakcMManbHoe)
MoctosmHeix 810
BpemeHHbIX 1110

BPEMSA AEACTBUA'

MoCTOAHHBIA
@® OpHopazoBsIiA
15 MUHYT

30 MuHyT

30HbI AOCTYMNA?
MNpoxop Ha TeppuTopWio AEOpa
Mpoezn 6z CTOAHKKM Ha8 TEPPUTOPUWKD ABopa [Makc. BpemMA gencTens 30 MuH.]

107AK1 1 cekuMA

Mone LLabnoH gna BpemeHHbIX KAO4Yeid No3BoAET co34aTb BpemeHHbIn MNNH-Kog Ha ocHoBe
MCNONb30BaHHOIO, C TAKMMU XKe NapameTpamu, BKIoYas nose WwabioH ans BpeMeHHbIX KAoYen.
Opyrnmun cnosamm Nonb3osaTesnto, Noc/e co3gaHmUA BPeMeHHOro K/toda ¢ Heobxoanmbimun
napameTpamu 1 YKasaHuio, YTO OH WaboH, Hanpumep ANa CAyKbbl OCTaBKU, HET HEOBXOANMOCTH
BPYYHYIO CO34aBaTb HOBbIN K/OY NOC/e UCMO/b30BaHMA cTaporo. HoBsbll Ktou Byaert co3aaH
aBTOMAaTMYECKM C HOBbIM 3HaYEHMEM M TOUHO TaKMMM XKe NapameTpamm Kak B Katode — wabioHe.

Mone Bpemsa geiicTBUA NO3BONAET NO/b30BaTENIO BbIGpPaTb HEOBXOAMMBIN MHTEPBaA, B TEUEHNE
KOTOPOTO K04 aKTMBEH NOC/e ero NepBoro npumeHeHus. Mo ymonyaHuto yKasbiBaeTcs
OpfHopa3oBbIl (3HaYeHWe nonew 1 BbIBop N0 YMOMYAHWUIO HACTPAMBAETCA agMUHUCTPATOPOM).
OAHOPa30BbIl K/OY COOTBETCTBYET O4HOMY MPOXOAY.

MpoXoa, MOXKHO CPaBHUTL C NPOXOA0M Yepes TYPHUKET MeTpo. Mpoxoa, oCyLecTBAAETCA OANH Pas U
6oNbLUe KNtoY HegeNCTBUTENeH. ITO YacTo NOAXOAUT ANA KYPbEPCKUX CYKO, KOTOPble MUHYIOT
TOYKY [OCTyNa, HAaNpUMep KaJlnTKy, B 30HY A0CTYNA, HO Aa/bHelLiee UCMOo/Ib30BaHME KkoYa
HeBO3MOXHO. Koy yaanéH. [Jaxe eciv ykasaTtb y Knto4a gse 1 601ee 30Hbl 4OCTyNa, BCE PaBHO,
noc/ae aKTMBaLMM KNKOYa Ha TOYKe A0CTyna B Nt06Yi0 30HY K/toY byaeT yaaneH.

MpuBeaém npumep, CyLLECTBYIO BE 30HbI JOCTYNa: ABOP U nogbess. Bxos BHYTpb ABOpa
OCYyLLECTBAAETCA Yepe3 TYPHUKET. Bxoa B noabess ocyllecTBafeTcsa Yepes AOMODOH nam
KOAOHabopHyto NaHenb. Co3aas oaHopasoBbli NMMH-Koa M CNOb30BaB €ro Ha TYPHUKETE UMK Ha
KoAoHabopHOM NaHenu, OH CTaHOBUTCA HeaeUCTBUTENbHbIM. [Tpoinan yepes TYPHUKET Ha
TEPPUTOPUIO — NONACTb B NOABLE3A, NO KOAOHABOPHOM NaHenn byaeT HEBO3MOXKHO, TO/IbKO
ncnonbysa gomodoH. Mpongs yepes KogoHabopHyo NaHe b B NoAbess, NonacTb Ha TEPPUTOPUIO
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[BOpa yepes TYPHUKET byAeT HEBO3MOXKHO, K/toY yAaNEH - HedencTBuTeneH. Mepenatb KNoY Komy-
TO APYromy He MMeeT CMbICAa.

MNMocne co3gaHmAa KNroya B CNUCKe Kntouen 0T06pa3MTbCF| HOBbIM K/1H04, €ro uma, Tun, Bpema ,D,eﬁCTBVI‘iI
1 3Ha4YeHne, KOTOPoe MOXKHO NUCNO/Ib30BaTb.

HaumenoBanue: Nuxkon Anekcasgp Il Bpems pgeicreuna: 30 MuH. ,s
@ Tun: Nukkoa 3nauenme: [ 1
CKpLITh 30Hb! A0CTYNA o

MNPoxoA Ha TePPUTOPUIO RBOPA - AKTUBHA

OaHHbii MAH-Kog, nonb3oBaTelb MOXKET YAaAUTb B 1t060e Bpemsa, KpoMe HaxoXKAeHUA Kakoda Ha
MOHUTOPUHTE. K/1loY Ha MOHUTOPUHTE PeaaKTUPOBaTh 3anpeLleHo.
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Apnbikn

APNbIKM NPUMEHALOTCA 15 YAANEHHOW aKTMBALMKM — NPOX0Aa Ha TEPPUTOPUIO 30HbI AOCTYNa.
Hanpumep, aktmBaumio waarbayma, ytobbl NonNacTb Ha TEPPUTOPUIO CTOAHKKU. Ons paboTbl AP/IbIKOB
HeobxoaAnM A0CTyn K ceTn MHTepHeT.

MNocne nepexona Ha BKNAAKY NOJIb30BaTeNb BUAUT CIMCOK CBOUX AP/bIKOB. [Ae MOXHO co3paTb
APANbIK, PeJaKTUPOBATb UAN YAANUTL ero. JoCTynHbl BO3MOMXHOCTU BbIHECTU AP/bIK HA pa60LIM[;| cTon
Tened>0Ha, nnaHwerta, MK nan nogenntbca CCbI/IKOW Ha APNbIK C PYTMM HENNOBEKOM, KOTOprﬁ
CMOXXET UCNONb30BaTb AP/bIK 6es BXO4a B CUCTEMY, HANPUMEP Y1€HOM CeEMbMU, Y KOTOPOIo HET
CBOEro akkayHTa u H606X0,£I,MMOCTVI B PErnMCTpaumnn HeT, a Tened)OH €CTb, OTKyAa MOXHO
AKTUBUNPOBATb AP/IbIKKU, NONagdaA B Pa3/IndHbIE 30HbI 40CTyMNa.

Apneikun
Kanwtka - HOr 11 cekuua nudT Kanutka - Ceeep
napKMHra
Kmwow: 1-200001-Bpenok Kmowy: 1-200001-Bpenok
CuMTBIEATENE: KA2/THTKS - Kmoy: 1-200001-Epenox CuYMTBIBATENL: KAmuTKa -
HOr (800-neTine Mockees:) CuwteieaTene: 10747 11 Cegep (AxpoMckiid npoesn)
CEKLHA NPT N3pKHUHra

€ = & o E = & o € = & o

5 cexkuna 107AK1 4 cexuma 1
BXOQHaA rpynna
Kmou: 1-200001-6bpenok
CunTemiBaTenb: 1074K7 5
cexkynAa 1 BxoqHan rpynna CunTbiBaTens: 107AKT 4
cexyma 1 BxogHan rpynna

€ = & o E = & o

Kmeou: 1-200001-bpenok

[na cosgaHna Apabika HeobxoaMmo

1. B none HasaHMe nyylle yKasaTb TOUYKY NPOX0Aa, 418 COBCTBEHHOIO NOHMMaHUSA, Kyaa SAET
AOCTYN APAbIK.

2. B none Mopagok MOXHO, Ans yao6cTBa, yKa3aTb PacnoONOKEHUA B CNUCKE AP/bIKOB

3. B none Kntou BbIGMpaeTcs KoY M3 CYLLECTBYHOLWMUX B IMYHOM KabuHeTe, oH byaeT paboTtaTtb
WAEHTUYHO 0BbIYHOMY K/THOUY, HAaNnpUMep NoJb30BaTe b NOAOLWEN K NaHeAN U MPUIOKUA
6penoK, COOTBETCTBEHHO aKTMBALMA AP/bIKa NPOUCXOLUT aHANIOMMYHO, NPOCTO b6e3
NpUKAaabiBaHMA bpenKka. Bce npaBnia, BOSMOMKHOCTM M MPOLECChl abCOMOTHO aHaN0MMYHbI
HenocpeacTBEHHOMY NPUKAaLbIBaHUIO BPesKa K CYMTbIBATENIO.
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Ecnm npuBA3aTh K ApPAbIKY ogHopasosblid NMMH-Koa, To nocne nepBoro Bbi30Ba AP/bIKA — OH
6yaet yaanéH Bmecte C KNHoM. ECAK KNtoY MOCTOAHHBIN — TO AP/bIK ByAeT NOCTOAHHbIM,
NOKa He yAanuTca KoY, Uan No/b30BaTe/lb CAMOCTOATENIbHO He YAANUT AP/bIK.

Job6aeneHune ApnbiKa

Hazeanue

MNopapook

Koy

CunTeiBATENE

o

[ 1-1000001-KapTta

llU}'An{l 9 cekums 2 BxogHanA rpynna (NC)

Onucanune

[na KoNMPoBaHWA CCbIIKM U pasmMelleHns eé Ha paboyem cTose TesniepoHa, NaHLLETa U T.4,
HeobX0AMMO HaXKaTb Ha KHOMKY M A0XAaTbCA ONOBELLEHMA, YTO CCbi/IKa CKOMMpPOBaHa B bydep

obmeHa. MNocne nepenTh B cO3aHNE APJIbIKA HA paboyem CTone M Pa3MecTUTb TaM NOYYEHHYIO

CCbIIKY.

[JaHHble BUAbI APAbIKOB PabOTaOT TOMILKO NMPY BXOAE B aKKAYHT UM 3apaHee COXPaHEHHOM
ayTeHTMOUKALMM B HEM.

Kanutka - KOr

Kmow: 1-200001

CuuTkiBaTens: Ka/amTka -
Or {800-netie Mockssi)

4

B ntore Ha pabouyem cTone 310 ByaeT BbIrA4ETb cneayowmnm obpasom

-~

&
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18070 @ ®

Ecnn Bbl XOTUTE NONYYUTb BHELLHIOK CCbIJIKY Ha APAbIK, KOTOpPas He TpebyeT ayTeHTUdUKaumm
aKKayHTa, TO Heo6X0AMMO HaXKaTb Ha KHOMKY M A0 AaTbCA ONOBELLEHWNSA, YTO CCbI/IKa CKONMPOBaHa B
oydep obmeHa.

Kanwtka - Or

Kmoy: 1-200001

CyuTelEaTENE: K3THTKS -
HOr (800-netie Mockeei)

X

BHelWHAA cebINKa Ha APNBIK

Mony4nTe HOBY ccbiNKy? Mony4me
HOBYH, CTapan nepecTaHeT
paboTaTk.

[anblue Takylo CCbINIKY MOXKHO NepeaaBatb Apyrum. OHKM ByayT Nonb30BaTbCcA KNto4oM 6e3 Bxoaa B
cuctemy.

20



ypHan akTUBHOCTU

Ha BKnafKe NokasaH CMMCOK UCMOAb30BaHMA KAlOUel 3a MPOMEXKYTOK BpeMeHu. OTobpaxkaeTca aata
MCNONb30BaHUA, HAUMEHOBaHME KNtoYa M TOYKM JOCTYNa, aKTUBHOCTb CAMOTO KAkoYa U
npeaocTaBneH N No Hemy A0CTyn. B KonoHKe coobuieHme oTobparkaeTca cMcTeMHble coobLeHus,
KOTOpble, Hanpumep MOryT NOHATb MPUUYNHbBI OTCYTCTBUA AOCTYNHA U T.4.

YypHan aKkTUBHOCTKH

HawmeHoeanne Kmod akTueeH?
Oara

Touka gocTyna Loctyn npegocTtaenex?

1-200001-Bpenok
107AK1 5 cexyma 1 BxogHas rpynna

CoobueHue

03.06.2024 19:36:26

PIN-
03.06.2024 19:03:01 KOA NEpexonHore neprona Krou He akTueeH

Kanutka - HOr (B00-netmne Mockssi)

PIN-kop nepexogHoro nepuoaa

03.06.2024 11:25:01 Kntou He akTHeEH

000000

Kanutka - Cesep (Axpomckmii npoesy)
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HapyweHna

Ecnv agMMHUCTPaTOPaMM aKTUBMPOBAH KOHTPO/Ib HapyLWeHWI M BIOKMPOBOK, TO HA AAaHHOM
BKNAZKe 0TOBPaXKaoTCA TUMbl HapyLWeHWI, 6OKMPOBOK, UCTOPUA NOABAEHUA U TEKYLLMI CTATYC.
BKNaZKa NO3BOUT NOCMOTPETb OCHOBAaHWA HaN0XKeHUA BNOKUPOBKK U1, B CydHae Hecornacus,

O6|OaTVITbCF| K aAMUHNCTPATOPaM CUCTEMbI NN APYTUM OTBETCTBEHHbLIM /iMLAM, B COOTBETCTBUN C

pernameHToM.
Bnokupoeku
LAnusnux 6 P Her.C 60, 4ro cob Te
Aara 3abnoknposano Craryc Onucanune
28.03.2024 14:28 - 26.06.2024 14:28 Npoe3sn 6e3 CTORHKN Ha TEPPUTOPHIO ABOPA MNorawexa DukTHeHbIA Bbie3] (BBOA KNOUE C ABYX CTOPOH)
28.03.2024 14:19 - 26.06.2024 14:19 Mpoe3ap 6e3 CTOAHKYM HA TEPPUTOPUIO ABOPa Norawexa MNpoeap 6e3 kmoua [ 3a kem-10
28.03.2024 14:07 - 26.06.2024 14:07 MNpoeap 6@3 CTORKKK Ha TEPPUTOPWIO ABOPa MNorawena Npoeapg 6e3 kmoua / 33 kem-T0

28.03.2024 13:41 - 26.06.2024 13:41 MNpoe3n 6e3 CTORHKM Ha TEPPUTOPHMIO ABOPa

Hapywenus

Otmerena /| O6xanosara

MNpoesg 6e3 knoua / 3a kem-T10

[Aumauux Py # ner. C 60, uro cob

Aara
28.03.2024 14:23 OuKTMBHLIA BRIL3N i
28.03.2024 14:16 Npoeap 6e3 knoua / 33 Kem-To
28.03.2024 14:06 Npoeap 6e3 xmoua / 33 kKem-To
28.03.2024 13:40 MNpoe3g 6e3 knoua / 33 Kem-To -

Tun Hapywenus

2110.2023 11:28 He NOKMHYN TEPPUTOPMIO BOSPEMA | s

22.09.2023 17:31 He noKuHyN TEPPUTOPMIO BOBPEMS | e

Onucanue
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Craryc
Norawexo
Noraweno
Norawexo
Norawero

0nn kypvepos ¢ npoe3aom Morawero
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PaboTa c IMYHbIM KabunHeTom [ucneTyepa

Monb3oBaTesib C PO/blO ANCNETYEP BUAUT U YNPABAAET COCTOAHUEM TEPPUTOPUN B OHMIANH pexume
24/7. OucneTtyep MMeeT BO3MOMKHOCTb OTKPbITb TOUYKY AOCTYMNa Ha TEPPUTOPUIO, aHaU3MPOBaTb
COCTOAIHWE CUYUTBLIBATE/EN, KNOUEN M NPOU3BOANTDL ApYyrne onepauuu.

Camblit NpOCTOl NpUMeEpP — NPOMNYCK CNeLMnanbHOro TPaHCNopTa, HaNnpUMep NoXKapHOW MalUHbLI UK
MaLUWHbI CKOPOW NOMOLLM.

Ha nogasnstowem 60/bLINHCTBE 30H A0CTYNA — TeppuTopuin, obecneveHne 6ecnpenATCTBEHHOrO
npoes3aa cneumanbHbIX cNyX6 ABnAeTcA npuoputeTHOM 3aaaueii iucneruepa. Bkawouas
MeXaHUYecKoe BMeLLaTe/IbCTBO, NPU NOBPEXAeHUU Touek goctyna. Hanpumep, npu oTKase
NPUBOA0B BOPOT — Pa3bIOKMPOBKA UX B PYYHOM PEXXMME CreLMabHbIM K/TIOHOM.

Bbigaya Kntoya no MMH Koay M3 AnYHoro KabmHeTa NoAb30BaTeNA
JaHHasa GYHKUMOHAbHOCTb NO3BO/IAET NO/b30BATENO UM CBA3AHHOMY C HUM AnLy nosy4mTb MAH —
KOA ANA AaNbHENLLErO UCMO/Ib30BaHMA B CYNTbIBAIOLLUX YCTPOMCTBAX.

Beipaua knioya no Bbigaya Knkoya No KOZoBOMY CNOBY
NUHKOOY

Konoeoe cnoeo |

Monb3oBaTenb, NOAYYMB JOCTYN K CBOEMY aKKayHTy, cCoobLLaeT aucnetyepy Kogosoe cnoso. [JaHHoe
KOZ0BOE C/10BO MO3BOAUT AMCNETYEPY NONYYUTb MHPOPMaLMIo o nonb3osatene: PUO, TenedoH,
MOMELLLEHUA, 30HbI A0CTYNA, HAPYLLUEHNA aKKayHTa KaK CaMOCTOATE/IbHbIX, TaK U N0 NOMELLEHMAM,
06LMX C APYrMMM aKKayHTamMu.

HapyLweHuns nossaatoTca B C/lydae akTUBHOCTM PEKMMA OTC/IEXKUBAHMA HapYLLUEHMIA — HACTPOMKM
COBETYHOLLUX TUMNOB HaPYLUEHMA U NPABU UX MPUMEHEHUA, HANPUMEpP HAXOXAEHMA Ha TEPPUTOPUN
30HbI goctyna 6onble 30 MUHYT 3a43ET aAMUHUCTPATOP.
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Bbigaua Knioya fo NUHKogy

o) le] A Sl st I LA i S
TenedoH —

MNOMELLEHMA

w Muurnpgackoe 107Ak1 - kB

e

30HbI AOCTYNA

107AK1 1 cekumn
107Ak1 10 cekumn
107Ak1 11 cekuma
107Ak1 12 cekums
107AK1 2 cekums
107Ak1 3 cekymn
107Ak1 4 cexuma
107Ak1 5 cekums
107 Ak1 6 cekuma
107Ak1 7 cekumna
107Ak1 8 cexumna
107Ak1 9 cekuma

MNpoe3p 6e3 CTOAHKKW Ha
TEppPUTOPUIO ABOPa

+ MoateepxaexHo

v AxkTusHa
v AxTueHa
' AxkTveHa
' AxkTveHa
v AxkTusHa
v AxTueHa
v AkTueHa
' AxkTveHa
' AxkTusHa
v AxkTueHa
v AxkTveHa
' AxkTueHa

+ AktuBHa

MNpoxop Ha TeppuTopuio ABOpa ' AKTMBHA

HAPYLUEHMUA

CBA3aHHBIE C NONb30BaTENEM

lara

28.03.2024
14:23

D -

OnucaHue
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Tun

DUKTHUBHBIA BbIE3A

Onucanue

Morawesxo



CBfi3aHHbie C NoNb3oBarenem

Aara Onucanune Tun Onucanue
28032024 ¢ . DUKTUBHDBIA Bble3 Morawexo
14:23 e . A
28'?2,’3(?24 MNpoe3p 6e3 knoua / 3a kem-To MNorawexo
28'1043,'52)24 e > MNpoe3sp 6e3 knioua / 3a kem-To MNorawexo
28'.?;_'3824 MNpoe3sp 6e3 knova / 3a kem-To MNorawexo
2110.2023 11:28 Hapywenve pernaMeHTa BpeMeHn HaxoXAeHNA Ha TepPUTOPUMN He nokuHyn Tepputopuio NoralicEs
Asopa BOBpEMA
CcBR C nomMeLy
Hara dU0 Nomewexnn Onucanne Twn Craryc
10.03.2024 : HapyweHune pernameHTa sBpeMeHu st
2 TEepPUTOPHIO Morawexo
19:26 HaxXO0XAEHUA Ha TEPPUTOPUM ABOPA
BOBpeMA
CO3AHMUE KJTIOYA
Bpems geicrteuna 0OpHOpa30BbIi v

Takcu AB 123 77 [ocraeka A 123 AA77 Kapwepunr A 123 AA 77 Jinusbii Tpancnopt A 123 AA 77

30HbI AIOCTYNA
[J 107Ak1 1 cekuusn
[CJ 107Ak1 10 cekuus

[ 107Ak1 11 cekumn

Ha ocHOBaHUK aHanm3a MHd)OpMaU,MM M NoXenaHum COO6LU,MBLU€FO KO40BOE CN0BO, AUCNeT4yep
MOMeT co34aTb K04 aHANOMMYHO Nosib3oBaTento. B npouecce co3aaHMA gucnetyep MoxKet
YBENINYNTDb BPEMA ,El,eﬁCTBMFI K/1l04a, a TakKXxe 6yp,ET o0bs3aH YKa3aTb NPUYNHY Bbiaa4yun Kao4a.

Monb3oBaTento, NPeAoCTaBUBLLIEMY KOA0BOE C/IOBO PEKOMEHAYETCA MEHATb KOA0BOE C/I0BO
Ka)KAablii pas, nocne ero NpUMeHeHus, YTo6bl UCKIOUMTb €ro UCNO/Ib30BaHUE C Lie/Iblo NoNyYeHUs
HEKOHTPO/IMPYEMOrO 4,0CTyNa Ha TeppUTOpUIo.

MOHUTOPUHT KNtoYei
MOHMTOpMHF NMO3BOJIAET B KPYINTOCYTOYHOM peXXMMe OTCNEXNBATb HaXOXAEHNE NCMNOJ/Ib30BAHHbIX
Kﬂqueﬁ, npepbiBaTb MOHUTOPUHT, YBENTNYMBATb BpeMA HaXOXAeHNA Ha TEPPUTOPUN.
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MOHUTOPUHI KMIOYeil

MOHUTOPHHI KmoueR Npumenenne xmova

Jiwmant [ Haxogures, Mux Kmou Bnapeney Aencrenn

.
10.06 10:35 Bopora - KOr (800-nerne Mockas) A m
° 30/7 Mpoe3sq 663 CTORHKM Ha TEPPHTOPWO REOPS =

Mpy NpepbiBaHUM MOHUTOPUHIA AUCMIETYEP MOMKET B PYYHOM PEXKMME BbIHECTU HapyLleHWe
NoNb30BaTe/0 YKa3aB ero NpuYmHy.
CHATHE KNMoya ¢ MOHHUTOPHWHIra

[JobaenTe Hapywexue

HAPYLUEHHUE

Tun Npoezag bez knoua [ 2a Kem-To v

Mpoezg 33 MawmHoit AOT0AL 777 8 17:38

CHATL C MOHHTOPHHIa

Py4yHOe M3MEHEHWE TMMUTA AENCTBMA KloUYa MOMKET NOHAZ06UTbLCA B ClyYae aKTUBHOCTM CUCTEMbI
YYETa HapyLLEeHWI, HAaNpUMep ecan NoJIb30BATE b, PA3rpy»Kas aBTOMOOUb, He ynoxuaca B 30
MWHYTHbI MHTEPBAA, ABAAIOWMIACA HapyLIEHNEM MPaBUaa BPEMEHW HAXOKAEHUSA Ha TEPPUTOPUMN.
Torpa emy HeobXxoAMMO 06PaTUTLCA K AMUCNETYEPY C NPOCLOOI YBEANUNTL MHTEPBAA, YTOBbI He
NoAYYUTb HapyLIeHMe, MOTOMY YTO Pa3rpy3ka — 3T0 06bEKTUBHAA NPUUMHA YBEINYEHUA BPEMEHU
HaXOoXAeHWA Ha TEPPUTOPUM 30HbI AOCTYNa. B caydae Npocpoykm ¢ obpalleHnem K gucnetyepy
HapylweHue byaeT cHATO. B cayyae Hannuma 6J10KMPOBKM, HA OCHOBaHWUM A06aBAEHNA 4aHHOO
HapyweHus, 6710KMpoBKa byaeT cHATa.

duKcauma HapyLweHUa No3BOASAET B PyYHOM pexknme A06aBUTb HapylueHue BbIGpaHHOro Tuna gna
aKKayHTa nosb3oBaTens. AHas0rMYHO pyyHOMYy f06aBAeHUIO, 33 UCKIOUYEHMEM OTCYTCTBUSA
HeobXxoaMMocCTH Bbibopa Nob30BaTeNA, NOAb30BaTENb HYAET NOYYEH U3 COOTBETCTBYIOLEN CTPOKM
MOHUTOPUHTa.

PyyHoe nobaBneHme HapyLlleHus

B cnyuae AeicTBuA cucTeMbl YYETA HapYLLEHUI AMCNeTYep MOXKET 406aBUTb HapyLleHue ntobomy
nosab3osaTento. B ciyyae Hannuma Npasma 610KMPOBKM aKKayHTOB U NPEBbILLEHNA TMMUTOB,
YKa3aHHbIX B NpaBusie — Noab3oBaTenb 6yaer 3a6/710KMpoBaH Ha Bpems, yKasaHHOe B npasune
610KMpoBKU. MNpaBunna 610KMPOBOK 3apaHee HaCTPanBatoTCA aAMUHUCTPATOPaMM CUCTEMDbI.
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Beigava kmoya no

CospaHue HapyleHns

NUHKOAY

MOHMTOPHHT KNlOYeH

MNonezosatens |
lobaeuTe HapyweHxWe
Tvn IHe NOKWHYN TEPPHTOPHID BOBPEMA
WCTOPHUA NPUMEHEHHA
KIoYel
CocTosHNe cuMTeIBaTENei Onucanue

cTopuna NnpuMeHeHMA Katoyei

Ha gaHHOM BKNaaKe B OHNAMH pexume 0TobparxKatoTca TOUKM AOCTYNa — NPUMEHEHMUA KKOYe.
MOKHO BpeMEHHO OCTaHaBAUBATb, NPYU HEOBXOAMMOCTU aHaIN3a MPUMEHEHWA.

HETopHA NPHMEHEHHA Kiowed

fara

10.06 111127

10,06 111179

10,06 111810

10,06 111108

10,06 11:11:08

1006 11:10:59

Touma gocTyna RAoctyn Coobuemne
107AKT 1 COMUMA MHGT NapeMsra o KHOMa Baxoqa

107AK] B comuma | progHas rpynna o

BopoTa - 107 (BO0-neTwe Mocxsw) -l

W0TAK] B conumn 1 BEOgHAR FEyTNG -]

Kanwmics - Cenep (Axposcai npoes) L] Ko sexons

Kanwrica - K (B00-nemne Mockss) L] Knones sxona
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[0 onpegenesc]

[me onpegenesic]

[me onpegenesc]

Mpu gobaBaeHMN HapyLLeHWs aucnetyep B 06A3aTesIbHOM NopaaKe BbIGUpPaeT Nonb3oBaTens us3
BbINaAAOLLErO CMMCKA M YKa3bIBAET OMMCAHME HaPYLIEHUA.

& [ve onpenenec]
. [ onpegenewc]
& Bnaginp
o 92067930
& Mann B
o gzmanse
& [nerpui 1
L 504192
& [ve onpeaenenc]
% (e onpanenewic]
& (v onpeasnenc]
%. (4o onpegenensc]



CocTosiHWe cuYnTbiBaTENEN

Ha BKk/lagKe oTobparkaeTcs COCTOAHUE CYNTLIBATENEN MMEIOLLMX BO3MOMKHOCTb NepesaBaTth CBOW
cTaTyc. Y pasHbIX CYMTbIBaTENEN AaHHAA PYHKLMA MOXKET Ha3bliBaTbCA NO-Pa3HOMY, HO OCHOBHOW
CMbICN — Nepeaya CUrHana B caydae HapylleHMA LeNoCTHOCTM CYMTbIBaTeNA UK ero paboTbl.
Hanprmep — OTpbIB OT MecTa KpenaeHus, BCKPbITUE KPbIWKK U Tak Aanee. CYnTbIBATENb MOMKET
CoAieprKaTb Ha AAHHbIN CNy4Yald ONTUUYECKUI AaTUMK U NepeaaTb CBOE COCTOAHME Ha AaHHYH BKAAAKY
avcnetyepy. Jucnetyep, B CBOO o4epeb, A0/MKEH NepeaaTtb 3Ty MHGOPMaLMIO 0bCayKMBatoWweMy
NepcoHany uam rpynne coXpaHeHus nmyLLecTsa.

CocTofiHWE cuUMTbhIBaTENEN

Oara WMma Onucauue CocroaHue
01.05 19:19:32  107Ax1 9 cexkymna 2 exogHan rpynna (/1C) N1 W4 [ 6 Ok
13.0513:32:15  107Ax1 2 cekuma NUGT NapkuHra Ne2 VAl /6 Ok
13.0513:32:31  107Ax1 3 cekuma nudT NapkuHra Ne3. WAl /6 Ok
13.05 13:32:48  107Ak1 4 cekuna NudT NapkuHra N2d WAl 6B Ok
07.04 20:12:45  107Ak1 S cekuna NMGT NapkvHra NeS. w41 /6 Ok
11.05 11:12:40  107Ak1 6 cexynA NMGT NapkuHra NeG V4.1 /6 OK
11.05 11:12:57  107Ak1 7 cekums nudT napkyMHra Ne7 Va1 & Ok
13.0513:33:08  107Ak1 8 cekuWA NUdT NapkuHra NeB V41 /6 Ok
11.05 11:13:23  107Ak1 9 cekuna NUGT NapkuHra NegQ. WAl (6 Ok
13.0513:33:24  107Axk1 10 cekums nudT napkuHra N210. V41 [/ B Ok
13.0513:33:41  107Ax1 11 CeKUMA NMAT NapKUHra N2 W41/ 6 Ok
13.05 13:33:56  107Ak1 12 cexuuna nudT napkuHra N212. W41/ 6 Ok
24,04 15:520:174  107AK1 1 ceKuWA NMGT NapKKHra Ne13 V41 /6 OK
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CeKkpeTapb nan 610po NPonyckos

OcHOBHOEe 3aa4a ceKkpeTapsa — Bblgaya K/touein n noaTBepKAeHNe akKkayHTOB No/ib30BaTeseN.
CeKpeTapb NpoBepsaeT NakeT AOKYMEHTOB, HEOOXOAMMbIN A8 aKTUBaLMK BceX PYHKLUMIA B cucteme.
Hanpumep, nonb3oBaTtenb MOXKET CO34aBaTb NAapo/v, 406ABNATL NOMELLEHUSA, APAbIKK AN
YAANEHHOTO ynpas/ieHnsa To4KaMm gocTtyna. Ho He CMOXKeT MX UCM0/1Ib30BaTb, MOKA CEKPETapb MU
aAMUHUCTPATOP CUCTEMBI HE MOATBEPAMUT €0 aKKayHT.

Bblgaya katoven
Bblgaya Kntoyen NpomcxoguT U3 nyna Kntodei, 3apaHee chopMMPOBAHHOIO aAMUHUCTPATOPOM.
BblaaBaemble KAoun GuU3MUecKue, Hanpumep KapTbl, 6penku, bpacnetsbl 1 Tak aanee.

Myn knoven B Myn kniouei - cNMcok
Cnucok

MNomnck: MokaseleaTk 3aNUCei Ha CTRaHuUe: | 50 v

CozpaH Homep Tun DelicTens

S E—
< x
18.01.2024 10:57:24 1-2000571 Kmou Mifare SL3 a
18.01.2024 10:56:34 1-2000570 Kmou Mifare SL3 a
18.01.2024 10:56:34 1-2000569 Kmou Mifare SL3 a
18.01.2024 10:56:34 1-2000568 Kmou Mifare SL3 a
18.01.2024 10:56:34 1-2000567 Kniou Mifare SL3 a
18.01.2024 10:56:34 1-2000566 Knmiou Mifare SL3 a
18.01.2024 10:56:34 1-2000565 Kmou Mifare SL3 a
18.01.2024 10:56:34 1-2000564 Kmou Mifare SL3 a

Mpu BblaaYe M Ha3HAYEHMN KoY aKKAYHT N0/1b30BaTeNA aBTOMAaTMYeCKM NoATBEPKAAETCA. Ha6op
ero I'IOME'U.I,EHMVI MOXHO U3MEHUTb Ha BKN1a4Ke NoMeLlleHnA nosb3oBaTesnen Kak A0, TaK U nocne
Ha3HayeHuAa Kawva. Nocne NPOBEPKN NPABU/IbBHOCTU MOKa3aHHbIX I'IOMeLLI,eHVIVI H606XOAMMO YKa3aTb
30HbI A0CTYyNa, AOCTYNHbI€ NOZ1Ib30BATE/NIO NOC/1E€ aKTUBAUNN aKKayHTa. 30HbI AoCTyna
dBTOMAaTUYECKU CTAHYT aKTUBHbIMU Y aKKayHTa.
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Ha3sHayeHue kKnoya

Homep 1-2000571

AKTWBEH

Hazsanne* 1-2000571

OnucaHWe

Monkz0BaTens WeaH Meanos x
MNOMELLEHMA

Hazsaune w. Amutpoeckoe 107Ak1 - XCIIl

OnucaHWe

OcHoBaHue lApeH,qa VI
Cratyc l OMMAAET NOOTEEPHOEHHA VI

30HbI JOCTYNA IE.’ BoibpaTh m:e] lEl CHATb BCe

Npoxop Ha TeppUTOPMIO AEOpa
Npoeap 623 CTOAHKKM Ha TEPPUTOPMIO 1B0PA
[ 107Ak1 1 cekuma

[ 107Ak1 2 cekumn

Mocne HasHaYeHWA KAoUYa aKKayHTy Noab30BaTeNs OH NPONagaeT 13 nyna Kawdei. Mpu
Heob6X04MMOCTUN OTBA3ATb KNKOY OT aKKayHTa W BePHYTb ero 0bpaTHO B My/1 UMEET BO3MOXKHOCTb
TO/IbKO agMMHUCTPATOPbI.

30HbI A0OCTYNa NoJ/ib30BaTeENEN

[aloT BO3MOMKHOCTb 106aBNATb M yAANATb 30HbI 4OCTYyNa ANA No/b3oBaTenen. [lobasneHme HoBOW
30Hbl HE06X0ANMO, YTOBbI NO/Ib30BaTE b, CO3aBas UM PEAAKTUPYA KNOUM B aKKayHTE, MOT UX
MCNONb30BaTb ANA NocaeAyoWwero nonagaHa Ha TeppUTopuio.

Yike nobaBneHHble 30Hbl 0TOBPaXKatoTCA CMUCKOM, Fae MOXXHO U3MEHUTb CTaTyC 30HbI UM YAAIUTb
eé.

30HbI gocTyNa nonb3osarenei - CNMCoK

Nownex: NOoKAINBATY 33NUCER M3 CTPaMmye: | S0 v
AxTHEHOCTD Cozpana Hamonena Email Homep SHO Crarye Onucanmue 3oka gocTyna AchcTans
>= % >= x
<= % <= x
21.04.2021 9:59:40 22.05.2023 12:29:25 Vieaw Meanoe ATuana 110 yMONUaHmwo TIPOXOA Ha TEPPUTOPUIO ABOPS ¥ 4 -
21.04.2021 9:59:40 21,04.2021 9:59:40 Weax Usanos 3abnokmpoeana Mo ymonuarwo Mpoesn 6es CToRHKM Ha TeppuTopwo asopa & -
crpmmnsse roes. ()

Moxasano 2 w3 2 3anucel (OTEATPOBING 13 4146 3anuced)
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PepakTUpoBaHWe 30HbI fOCTYNA NONb3OBaTENA

AKTWBHOCTB

HazeaHue 30HBbI Mpoesp Ge3 CTOAHKW HA TEPPUTOPUIO fEOPa
Monezosatens Hean UeaHoe
Cratyc 3abnokupoeaHa v

Mo yMonuaHuw

Onucanwe

Onsa pobasneHunsa Tpebyetca BblbpaTbh N0Ab30BATENSA U3 CANCKA, YCTAHOBUTL aKTUBHOCTM 30HbI,
BblOpaTh HEOOX0AMMbIE 30H U3 BCEX AOCTYMHbIX 30H MPOEKTA U ONpeaesieHne cTaTyca.

Myn kmoyei Cosnauue 30HbI fO0CTYNa NoNb3oBaTenAa
3oHbl pocTyna
nonezoearenei 8 AKTMBHOCTE
P AL Mone3oearens [ WMean MeaHos b4
Cnmcok
Momewenna 30HBI AOCTYNA [E BoibpaTtb Bce] [EI CHATb BCe
nonb3oBaTenei
[0 107Ax1 1 cekuma
Hapywenua

[0 107Ak1 2 cekumn

[0 107Ak1 3 cexuumn

<]

107Ax1 4 cexumn

<]

107Ak1 5 cexums
107Ak1 6 cexumn
107AK1 7 cekuma
107AK1 8 cekums
107AK1 9 cekums
107Ak1 10 cekuma

107AK1 11 cekumA

0O0OO0ODOOO0O-Oo

107AK1 12 cekuma

Cratyc AKTHEHA v

Onucanue

MomelleHna Noib3oBaTenem
Paap,en AaéT BO3MOXHOCTb yA4aNATb naun ,D,O6aBI'IF|Tb nomewieHuna ana ﬂOﬂb3OBaT8ﬂeﬁ, a TaKXe Ux
peaakTMpoBaTb.
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AKKayHT NoNb30BaTeNs aKTUBEH TONbKO MPU HAaNUYMK XOTA Bbl OAHOrO NOATBEPKAEHHOTO
nomeLLeHus.

B cnucke nomelLeHWt NPUCYTCTBYET KONOHKa Kon. Kntoveit. KonoHKa No3BoAseT ocyLWwecTBAATb
KOHTPO/b 33 KO/IMYeCcTBOM 6ecnnaTHO BblJaHHbIX K/OYen Ha aKkayHT. Hanpumep, Ha akkayHT
BblAaéTcs He bosnble AByX 6ecnnaTHbIX Kaouen.

MomeweHA Nnonb3osaTened - CNHCOK
Mowek: | jasontechl 23@yandex.ru MoKaILIBATE JANKCER HA CTRaNNGE: |50 v

Crarye Email Homep DHO Nomewenme Kon. kmouwen Tun Cospana Himenena AehcTenn

|

>

<

OXMABRET NOATEEPXASHAA Miean Measos w. fuTposckoe 107Ax1 - XCII O Kommepueckoe now. 11.06.2024 10:23:53 11.06.2024 10

HapyweHuna

B cnyyae aKTMBHOCTU CUCTEMbI YYETA HapyLLEHUI A5 CEKpeTapsa NpeaoCcTaBaAseTca NoJjiHbIN OCTYN K
yNpaBAeHWIO HapyLweHNAMU U BIOKMPOBKaMM. ITO HEOHXOAMMO B CyYae PyYHOro yyactua
CEeKpeTaps B paspelleHnN NPUUYNH HaNIoXKEHUA HapyLeHMn n 610KMpoBOK. Hanpumep,
NoNb30BaTe/lb NOAYUYNA HapYLIEHWE, C KOTOPbIM He COraceH, NPeAoCTaBAAET AaHHbIe — CKPMHLLOTbI
c TenedpoHa, CHUMKM, BUAEO 3aNUCK U Apyrue CBUAETENbCTBA, B COOTBETCTBMM C pernameHToM. Ha
OCHOBaAHWUU 3TUX OaHHbIX CEKPEeTapb MOXET NPUHATL pelleHne O CHATUU HapyLlleHnA, BKYaA
aBTOMATUYECKOE CHATUE BIOKUPOBKU, ECIM UMEHHO 3TO HapylUeHMe CTaNo HEOTbEMIEMOW YaCTbio
610KMPOBKK. Hanpumep, B yc/10BMAX BIOKUMPOBKM YKa3aHHO, YTO B/IOKMPOBKA HAcTynaeT nocse TPEx
HapyLweHuit. Ha TpeTbe HapyweHue 6bina npomsseaeHa 610KMPOBKa onpeaen&HHOM 30HbI 4OCTYNa.
Monb3oBaTeNb NPeA0CTaBUA MCYEPNbIBAIOLLME A0KA3aTebCTBA OTCYTCTBUA CBOEN BUHbI, HAaNnpumep,
aHann3 BUAEO 3anuncelt Kamep HabnoaeHna. COOTBETCTBEHHO CHATME HapyLeHWe aBTOMaTUYECKU
NPUBEAET K CHATUIO BJIOKUPOBKM.

Mpw cHATUN BIOKMPOBKN BO3SMOMKHO CHATUE BCEX UM YACTU HapyLleHnin BmecTe ¢ 610KMPOBKOW.
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PepakTupoBaHue 6NOKMPOBKU

Larta cozpaHua 07.06.2024 19114

Oata npexpaueHna 07.07.2024 19114

Mone3oeatens B e

Cratyc OtmexeHa [ O6xanosaHa

CToRHKa BHYTpW ABOpa Gonbiue 30 MuHYT

Onucaxmne

Ob6xanoeaTe BCE
HapylWeHnA
aBTOMaTHYECKH

HAPYLUEHWA

Dara: 07.06.2024 19:11 Kmouw: = = Twun: He NnoOKWHYN TeppuTopuio BoBpemAa [etanu

Otmexexo /| ObxanoeaHo

Hapylienne pernameHTa BpeMeHn HAXOXAEHNA Ha TEPPHUTOPUM ABOPA

Aara: 07.06.2024 11:59 Kmow: — Tun: He nokuHyn Tepputopuio soepema [letanu

OTmexeHo [ ObxanoeaHo

HapylweHue pernamenTa 8peMeHn HaxOX AEHUA Ha TEPPHTOPMK ABOPA

Dara: 03.06.2024 13:10 Kmou: = = Tun: He nokuHyn TeppuTopmo BoBpemA [letanu
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AoMWHUCTPATOP

OCHOBHOWM 33434eM agMMHUCTPATOPa ABAAETCA HACTPOMKA, ynpaBaeHNe U MOHUTOPUHT COObITUI,
npoucxogaLmx B cucteme. MNocne Bxoga agMMHUCTPATOP NonaaaeT Ha CBOE paboyee mecTo, OTKyAa
OH ynpasnseT 601bLMHCTBOM BO3MOXKHOCTEN.

PACS «TenaCITY» = [r——

Nonksosatent 3omei AOCTYNA NoAB3OBATENGH Nomeuena nonksosarened Noweuenma

Toukw aseTyna Kowpannepe: Jouw aocTyna K

Myn kmiouei Cuntusatent Yenosun BnoKMpasKK Hapywesus

Myprans

[Monb3oBaTenu
ﬂ,eﬁCTBMﬂ C NoN1b30BaTENAMU AOCTYMHbI C rnasHoMn CTpaHULUbI NN N3 MEHIO. ﬂpM p,06aBJ1(=_‘HMM
dKKayHTa NoJib3oBaTeNA HGOﬁXOAMMO YKa3aTb obazaTenbHble nonAa:

e AKTMBHOCTb, Npeanonaraet 3a coboi TeKYLLYO BOSMOXHOCTb BXO4A B IMYHbIV KabuHeT
nosb3oBatens. Ecan nob6aBuTb N0b30BaATENSA, HO OCTABUTb M0 HE aKTUBHbIM, TO OH He
CMOMKET NONacTb B JINYHbIA KAaOUHET.

AKKayHT nonb30oBaTens Ao/XeH 6biTb YHUKaNEH. YHUKabHOCTb NpoBepAeTcs Nno noaam
Email nnu tenedoH. Npun coBnageHnn noboro U3 nonelt B perncTpaumm byget oTkasaHo.

o  Uma, Pamunuio, OTyecTBo — He obA3aTeNbHOE nose

e Email

o TenedoH

e  CTapToBYIO CTPAHULY aKKayHTa N0ab30BaTeNA, OHA AOCTYMNHA B TPEX BUAAX, MO YMOAYAHUIO
310 Npodunab Nonb3oBaTensa. B ganoHelwem nosb3oBaTe/IM CAMOCTOATENbHO MOTYT
M3MEHATb AAaHHYIO CTPaHULY NOC/e BXOAA B IMYHbIA KabuHeT.

e MaKcMmanbHOE KO/IMYECTBO MOCTOSAHHbIX / BPEMEHHbIX KoUel, 3HaYeHNe Mo YMOYaHMIo
onpeaenaeTca B HaCTpPoiKax. Heobxoanmo, yTobbl NoAb30BaTENb HE NbITanca 406aBUTL
H6eCcKoHeYHOoe KOJIMYECTBO K/oYEN, B MOMbITKaX BbIBECTU CUCTEMY M3 CTPOS.

e [laposb 1 ero noaTBep:KAeHNe, CTOUT 06paTUTb BHUMaHME, YTO NapOo/b A0NKEH ObITb
COOTBETCTBYOLWEN CNOXKHOCTU. MUHMMa/IbHAA COXHOCTb YKa3blBAaeTCA B HACTPOMKaAX
6e30nacHOCTW.

e Ponb B CKYL.
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AKTHBEH O

Mma* ‘ |
Damunua* ‘ |
OTuecTEO ‘ |
Email* ‘ |
Tenedox* +7 |
CTapToBas cTpaHviLa ‘ Npoduns v |
MakcumansHoe
KONMWYECTED ‘ 10 =
NOCTOAHHBIX KNHOYeR
MakcumaneHoe
KONMWYeCTEO ‘ 10 =
EPEMEHHBIX KNHoYeR

‘ sene @|
Mapone*

P OueHb cnabblil

| ]
MosTopuTe napons* ‘ @|
PONb

[0 AgmunucTpatop

[0 Awcnetuep
[J Nonezoeatens

[J Bwopo nponyckos

CoxpaHuTb B AobaBuTb

HacTpoiku 6e30nacHOCTM BbIFAAAT CAeAyoWmMm 06pasom:

e [laponb OT N1060ro NoAb30BaTENA B PEXMME OTAAAKM, NYCTON — OTKAOYEH. [laHHbIN Napob
No3BO/AET, B C/ly4ae HEMOHATHOMO COCTOAHWNA aKKayHTa No/b30BaTens, KoTopoe Tpebyet
JIMYHOE BMELLATE/IbCTBO aAMUHUCTPATOPA.

o MuHMManbHas aavHa NMUH-Koda npu co3gaHnm BpeMeHHbIX KaloYel yepes aucnetyepa
NCMoNb3ys KOAOBOE C/0BO.

e  MuHMMabHaA AJMHA NOCTOAHHOTO Katoya (MNH-Kkoaa) yKasbiBaeT A/MHY reHepupyemoro
MAH-Koaa Ans Nonb30BaTeNn aBTOMATUYECKU. MOMKET MU3MEHATLCA C TEYEHNEM BPEMEHMU.

e  MuHMMaNbHasA 4avHa BpemeHHOro Katoda (MWH-Kkoaa) ykasbiBaeT 4nHy BPEMEHHOTO
K/to4a, OrpaHNYEHHOro No KONNYECTBY MCMOb30BaHNIA AWM BPEMEHM AENCTBUS,
reHepMpyemoro K/o4a A/1a Nosib3oBaTes aBTOMATUYECKU. MOXKET U3MEHATLCA C TeYeHUEM
BpEMEHMU.

e  MuHMMaNbHaA AMHA Napons ANA NONb30BaTeNA YKa3blBaeT HA MUHUMAbHYIO A/MHY,
3a4aBaemyto NpU perncTpaLmm noab3oBaTesIeM UK CO34aHMA NOAb30BaTENA
aAMUHUCTPATOPOM.
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° MuHMManbHaA CNOXHOCTb NAPO/IA YKAa3biBAET HA MUHMMAIbHYIO CZIOXKHOCTb NApPOaA Npu
perncTpautmmn nam cosgaHunn. MeHbLwe yKa3aHHOﬁ C/NIOXKHOCTKN CUCTEMA HE NO3BONUT
3aperncTtpnpoBaTtb Uaun ,D,O6aBMTb nonb3oBaTtena.

HACTPOMKMW BE3OMNACHOCTH

Mapone ot noboro

nonb30BaTens B ‘ ‘
pexuMe 0TNagku,

NYCTOW - OTKNHIUEH

MUHUManLHaR ANuHa
NUHKOAA ANA CO30aHWA
BpPEMEHHbIX KNHJYER
Jyepes agucneTyepa

e |

MuHUManeHaR gnuHa
NOCTOARHHOMD KMOMa ‘ 6 |
(nuHKkopa)

MWHUMansHaR AnuHa
BPEMEHHOIO K/Houa ‘ 6 |
(nuHKkopa)

MWHUMansHaR ANUHa
naponAa ana ‘ 6 ‘
nonew3oBarens

MuHUuManeHas

ICunbuuﬁ v ‘
CNoOXHOCTE NaponA )

[NomelleHnA

JencTens c nomeLLeHMAMN SOCTYNHbI C INMABHOM CTPAHULbl MAN U3 MeHIo. MomelleHnA
HeobxoaMMbl, 4TOBbl NPefOCTaBUTb MHOOPMALLMIO O NO/Ib30BATENE CUCTEMbI, ONEPATUBHOMY
peLueHuIo BO3HUKatoWwmx npobaem. Ocoboe BHMMaHWE Heobxoanmo obpaTuTb Ha TO, UTO
NoNb30BaTe/IM MUHUMYM 6€3 O4HOM0 NOATBEPKAEHHOTO MOMELLEHMUSA HE MMEIOT BO3MOXHOCTM
NONHOLEHHO UCNONb30BaTh CUCTEMY, UM AOCTYNHO TONbKO M3MeHeHue npoouns, cosgaHune MNH-
KOA0B, HO He WX UCMO/Ib30BaHWNE, BCE OCTa/IbHble BO3MOXHOCTU — 3a610KMpoBaHbl. Mpu fobasaeHUm
nomeLlLeHnn HeobxoaMMo yKasaTb 06a3aTesibHble Nons:

e  AKTMBHOCTb, B C/ly4ae CO34aHNS HEAKTMBHOIO NOMELLEHWNE OHO He ByAeT BblAaBaTbCS B
CNUCKax Npu perncrTpauum HoOBOro No/sb30BaTeNa M PYYHOM NPUBA3KE NOMELLEHNSA
CekpeTapém nnm AGMMHUCTPATOPOM Noab3osaTento. Hanpumep, nonb3osatento
npuHagnexut nogcobHoe nomeweHne Ne1231, HO ero aKTMBHOCTb CHATA. COOTBETCTBEHHO
HW NPU PerucTpaLLmu, H1 Npm nonbiTke fo6aBKTL ero Yepes CekpeTapa uam
AZMUHUCTpaATOpPa 3TO HYAET HEBO3MOXKHO. YUMTbIBAA, YTO NOJ/Ib30BaTE/Ib AKTUBEH B CUCTEME
NpW HAIMYUN HE MEHEE OOHOTO MOATBEPKAEHHOIO MOMELLEHMA, TO NONb30BaTE/Nb HE
CMOMKET UCMONb30BaTb K/KOUM, APbIKK U APYrMe BO3MOMXKHOCTU CUCTEMBI.

e [lopAgoK — 3HaYeHMe, yKasblBatoLLee Ha NOPALOK KaK NPU NOCTPOEHNMN CNUCKA NOMELLEHNI
A7 aMUHUCTPATOPA, TaK M Npu BbiIbope Nosib3oBaTeNieM.

e [lomelleHMe — HAMMEHOBaHME NOMELLEHMSA, Hanpumep: w. dHTy3nactos 101 K 1/3 -ks 1

e OnucaHue — HeobsA3aTeNbHOE Nose, HeobxoauMmoe ANA AONOAHUTENbHOM UHDOPMaLUK
agMUHUCTPaTopy

e Twun —3HayeHWe U3 NpeasiaraeémMoro CrncKa, N0 YMOIYAHUIO: KBapTUpPa, MaWMHO-MeCTO,
KOMMepYECKOe NoMeLLLeHMe, Apyroe. B cnydyae HeObXoaAMMOCTM TUMbI PacLIMPAOTCA.
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JobaBneHne nomeLleHna

AKTHEHO O

MNopApok ‘ 0 ‘
MomeweHne ‘ ‘
OnucaHwe

Tun BribepuTe THR v ‘

COXPaHHTD H [,063BHTD

MomelleHna noab3oBaTenem

Ona paboTbl AMYHOro KabuHeTa Nosib30BaTeNIA HEOOXOAMMO MUHUMYM OAHO MOATBEPKAEHHOE
NAaKETOM JOKYMEHTOB NomelleHune. ,ﬂ,06aBMTb nomelwleHne MmoXXet No1b3oBaTe/ib Ha MOMEHT
perucTpaumm 1 NnoTom B CBOEM JIMYHOM KabuHeTe, B Aa/ibHellem NOATBEPANTb Ero yepes
OTBETCTBEHHbIX /1N, B COOTBETCTBUUN C PETNMAMEHTOM. TakK e A06aBJ16HMe I'IOMEIJ.I,EHMI71
nonb3oBaTeNnto A40CTYNHO aAMUHNCTPATOPY.

Ona pobasneHna HeobXoAMMO 3aN0NHUTb Caeaytolme Nona:

e [onb3oBaTesb, BbibpaB M3 cNKcKa. ToNbKo nocne Bbibopa 13 CnMcKa Nonb3oBaTens
CTaHOBUTCA AOCTynNeH Bbibop MomeweHua

e [lomelyeHune, BbIBpaB M3 CNMCKa, NOC/e BBOAA MUHUMYM OA4HOIO CMMBO/a ByaeT NoKasaH
OOCTYMHbI CIUCOK

e (OcHoBaHue fobaBneHMA NnomeLLeHMA, HeobXo4MMO YKa3aTb YTO 3TO, COBCTBEHHOCTb,
apeHaa, Apyroe.

e CraTyc, Npy Ha/IMYMM NaKeTa LOKYMEHTOB, MOYHO Cpa3y YCTaHOBMUTb CTaTyC B
NopTBepKaeHo.

e OnucaHue — HeobA3aTeNbHOE None, HeobxoanuMoe ANA A0NONHUTENbHON MHbOPMaLLIUK
agMUHUCTPaTOpyY
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Jobaenenne noMeLWeHUA NoNb30BaTeNsA

Nonwz0earens | MeaH MeaHos x |
MNomeweHne | w. AuuTtpoeckoe 107Ak1 - CIX x |
OcHoBaHue |Ap&H,ﬂ,EI v |
Cratyc | OxuaaeT nogTeepxaeHNA v |
Onucanne

30HbI AOCTYNa

ﬂ,eﬁCTBMﬂ C 30HamMun A0CTyna AOCTYyMNHbI C rnaBHom CTpaHuUbl 1N N3 MEHIO. 30HbI AOoCTyna
HeobxoanMbl YTOObI BblAENINTb U OTPAHNYNUTL AOCTYN Ha TEPPUTOPUIO. 30HbI AOCTYNa GUINYECKU
MOTYT nNepeceKaTbCA, T.€e. 04HAa MOXKET ObITb YacTblo p,pyroﬁ, HO MMETb pa3HOoe npeagHa3Ha4vYeHue.
Hanpumep, 30Ha AoCTyna newexoaHbl NPoxod He MMEET OrPaHNYEHUs MO BPEMEHW HAaXOXAEHUA
Ha TEPPUTOPUM, o5 HEE AECTBYIO BCE TUMbI KAtOYel, BK/0YaA O4HOPa30Bble — HA 04HO
npumeHeHue. B ToXKe BpemMa Ha ToI e TeppPUTOPUM CyLLEeCTBYET 30Ha A0CTyNa Bbe3 TPAHCNOPTHOIo
CPeACTBa, y KOTOPOW 3anpeLLeHo NPUMEHEHME OAHOPA30BbIX KOYEN M YKazaHO MaKCUMaibHOe
BpemAa HaxoXaeHnA, 00 BbIHECEHUA NpeaynpexXaeHna, Npu akTUBHOCTU CUCTEMbI KOHTPOIA U
aHaNN3a HapyLeHUN.

PepaKTUpoBaHWe 30HbI fOCTYNa

AKTWEHA
MNopspok ‘ 1 o ‘
Hazeauune ‘ Mpoezn Bes CTOAHKK HA TEPPUTODWIO OBODA ‘

30Ha BPEMEHHOrO NPoe3Aa Ha TEPPUTOPUIO A2opa cOBCTEEHHWKOB, TAKCH, HeraBapuTHLIX JOCTaBoK W T.4., Ges
ETORHKM

Onncanwe

Mo ymonyanmo
AntiPassBack O
3anpeTuTh (V]

OAHOP330BLIE KMHO4YKM

i

OeACTEWA KNHOYa B 30
MAHYTaX

MakcumaneHoe EpemMA ‘

CoxpaHHTbh H [0baBHTL
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K 3oHe goctyna aob6aBnaroTca ToO4KM AocTyna. Ha TeppMTopuio 30HbI A4OCTYNa MOXKHO NONacTb TONbKO
yepes TOYKKN gocTyna.

30HbI AOCTYMa NONb30BaTeNA

[ns Toro, 4Tobbl N0/Ib30BaTE/Ib MOT NOMNaAaTh Ha TEPPUTOPUIO onpeaenEHHbIX 30H A0CTyna
Heobxoanmo n06aBUTb UX B aKKayHT NoJsib3oBaTena. B npoTnBHOM ciyyae nonb3oBaTesb 6e3 30H
[OCTYyMa He CMOXKET Co3aBaTb K/OYM, @ ecin Y Hero AobasneHbl 30HbI fOCTYNA MO YMOAYAHUIO, HO
He aKTUBHbI, TO CMOXKeT A06aBNATb KNOYM, HO HE CMOMKET MMM N0JIb30BaTbCA. Apyrummn cnoBamm,
ONA TOro, YTobbl IMYHbIM KAOMHET Hbl1 MONHOCTbIO AOCTYNEH NOAb30BaTE/I0, U CUCTEMA NO3BOANA
nonagaTb Ha TEPPUTOPUN 30H AOCTYyNa HEOHXOANMO: UMETb MUHUMYM OOHO NOATBEPHKAEHHOE
nomeLLeHne U MMHUMYM OAHY NOATBEPKAEHHYIO 30HY AOCTYnNa.

[na nobaBneHna 30HbI N0Nb30BaTENO HEOHX0AMMO 3a4aThb ciedyloLlimne Nons:

e AKTMBHOCTb — €C/1M 30Ha A0CTYNa No/b30BaTeNs He aKTMBHA, TO BHE 3aBUCMMOCTU OT eé
cTaTyca, UCMo/ib30BaHa OHa He byaer.

e [lonb3oBatesib — He0bXxo0AMMO BbI6pPaTh NONb30BaTENA U3 BbINaAAtOLLErO CIUCKa, Nocae
BbI6Opa Nosb3oBaTeNns 0ToH6Pa3ATCA BCe 30HbI AOCTYMNa U3 CMIUCKA 30H A0CTyna 3a
UCK/IloYeHneM paHee A06aBneHHbIX 418 Hero

e 30Hbl gocTyna — BbibpaTth Habop 30H AocTyna

e CraTyc — yKasaHue A/ Bcero Habopa BbIGpaHHbIX 30H JOCTYNa UX cTatyca
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CozpaHue 30HbI fO0CTYNa NONb3ORaTENA

AKTUBHOCThL

MNonezoBaTens ‘ WMeaH Meanos »x

30HbI JOCTYNA IE.’ Boibpatb BCE] IIZI CHATb BCe

O
0O
O
O
O
O
0O
0O
O
O
O
O

107Ak1 1 cekyma
107 Ak1 2 cekums
107 Ak1 3 cekumnA
107 AK1 4 cekumnA
107AK1 5 cekuma
107Ak1 6 cekums
107Ak1 7 cekuma
107Ak1 B cekumsa
107 A1 9 cekuMA
107 A1 10 cekuwa
107AK1 11 cekuma

107 Ak1 12 cekuma

Cratyc AKTHEHE v

Onucanne

To4ykn goctyna
Toukn pocTtyna HeobxoaMMbl ANA 3343aHMA MECTOMO/IOKEHWNA MPOXOAa Ha TEPPUTOPUMIO 30HbI AOCTYNa

W1, B Ciy4ae aKTuBaUunun pexxmma MHTerpaLmum ¢ Kamepamwu, BbiCTynatoT XpaHUAULWEM HAaCTPOEK
CHanwoToB Kamep. A p,o6aBneva TOYKM AOCTyNa HEO6XOAMMO 3a4aTb caeayrowme nona:

e  AKTMBHOCTb, €C/IM TOYKA AOCTYMNa HE aKTUBHA, TO MPUMEHEHME KNtoUel UK APMbIKOB Ha Helt
6yaeT 3a6/10KMpPOBaHO

e HasBaHWe — B OCHOBHOM MECTOMOJ/IOKEHWE, HAaNPUMEpP CEBEPHAA KaiUTKa (NONMKANHUKA).
HasBaHWe — MecTonoIoKeHne AOMKHO BbITb MOHATHO BCEM MO/1b30BATENSIM CUCTEMbI, BHE
3aBMCMMOCTM OT POAK. [laHHOE Ha3BaHME MCMO/b3YETCA B XKypHaNax agMUHUCTPATOPa,
KYPHanax gucneTtyepa, }KypHaaax nosb3oBaTens 1 Tak ganee.

e 30Ha gocTyna — BblIbMpaeTca U3 cnucka paHee Ao6aBieHHbIX 30H JOCTYNa

e OnucaHue — Heoba3aTeNbHOE nose, HeobxoaAnmoe A41A AONOAHUTENbHOW MHPOPMaLUN
afAMUHUCTPATOPY

e HacTpolKn UCToYHMKOB poToduMKcaumm

o HasBaHue — none gns onpegeneHnsa UCTOYHWKA, HanpUMep Kamepbl Uau
peructpartopa
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o IP agpec Bugeo perucrpaTopa Uam Kamepsbl, C KOTOPOWU MPOUCXOAUT NoJIyYeHne
OAHHbIX

o Konnuectso CHUMKOB A0 M Noc/e cobbITUA UCMONb30BaHMA KAOYa AN APYroro
yNpaB/AoOLLErO BO3AEMNCTBUSA B paMKax TOYKKM AocTyna. Hanpumep, KHOMKK BXo4a
MK BbIXoAa.

o [onb3oBatenb M Naponb ANAa AOCTyNa K perncTpaTtopy Uam kamepe

o KaHanbl peructpatopa nnam Kamepsol Yepes 3anaTyto. Hanpumep 1,2,5. byayt
nonyyatbca nsobpaxeHua 1, 2, 5 KaHanos.

Oo6aeneHne TOMKM gocTyna

AKTWEHE
HazeaHue ‘ Bopota 5 ‘
3oHa pocTyna ‘ Npoeag 6e3 CTOAHKW Ha TEPPUTOPHID ABOpPa v ‘

QKono TPaH3WTHOW 30HbI NE5S

Onucaxue

CNUCOK NCTOYHWKOB @OTOPWUKCALMWA

[06aBHTL HCTOUHHK

HasgaHue IP appec Kon. cHHMKOE MNonksoeaTens/Maponk KaHankl

CoxpaHntb u qobaBuTb

JobaBneHne nctouHMKoB poTodurKcaLmm
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Do6aeneHue/pefaKTUpoORaHUE UCTOUHMUKA

HazeaHue Kamepa cnpasa

KonWyecTeo CHUMKOB
oo v nocne. (Zero) -
BbIKMHYEHD

Ip agpec UCTOYHWKA 127.0.01

Monezoeatens

Mapone password

KaHanel MCTOYHMKaE,
yepes '

Do6aeneHne TOYKK gocTyna

AKTMEHA
Hazeanue [ BopoTa 5 l
3oHa focTyna [ Mpoezn 683 CTOAHKM Ha TEPPUTOPHI0 ABOPa v l

OHONO TPaH3UTHOM 30HLI N25

OnucaHue

CNUCOK MCTOYHMKOB ®OTODUKCALIMKA

NobaBHTL HCTOUHHK

HassaHue IP appec Kon. cHumKos Monbsosatens/Maponb Kanansi

Kamepa cnpaea 127.0.01 4 user/password 13 .4

KoHTponnepsol

KoHTponnepsbl sBnatoTca pUsnUecKoi YacTblo, ynpasastowen obopyaoBaHNem, Hanpumep —
MarHUTHbIMM 3aMKamM, 3aLLENKAaMM, NOXKAPHOW CUrHANU3aumeln n apyrum. Ytobbl MCNob30BaTb UX
dYHKUMOHaIbHbIE BO3SMOXHOCTY HEOHX0AMMO HACTPOUTb KOHTPOEPbI B CUCTEME.

Kaskaomy KOHTPONEpY, UAn GU3NYECKOM TOUKe A0CTyNa KOHTPO//IePa, ECAN Y HEFO MX HECKO/IbKO,
COMOCTaBAAETCA TOUKa A0CTyNa. Y KOHTPOIepa NPOU3BOAMTCA HAaCTPOMKa HeobXxoanmbIx
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napameTpoB B CUCTEME. |_|pl/l ,ﬂ,OﬁaBJ'IeHMVI WIn peaakTMpoBaHun HEO6XO,£I,MMO YKa3aTb cneaymouime

nona:

AKTUBHOCTb — HEAaKTUBHbI KOHTPO/1Ep He byaeT obpabaTbiBaTbCs CUCTEMOMN

Koa — HeobxoamMm ana oononHUTeNbHOM MHPOPMALUM O KOHTPOJI/Iepe, B 3aBUCUMOCTHM OT
KOHTPON/IEPOB M UX N3TOTOBUTENEM MCMOBb3YIOTCA PasHble NOAA ANA UHTErpaLumum

Ponb 1 MOHUTOPWHT KAtouein ABNAIOTCA CBA3AaHHbIMKM NoAAMU. Ecam ycTaHoBAEeH
MOHWUTOPUHT KAtoYen, ToO HeobXoaMMO YCTaHOBUTb Ponb.

Hanpumep, Heob6xoamMmo 4Tobbl NPU NepeceyeHnn TOHYKM KOHTPOS HA BXOZ KoY Nonagan B
CMUCOK MOHUTOPWHTA U YAANANCA U3 HEFO Yepes nepeceveHune n1oboin Apyroi Ha BbIXOA,
JononHuTenbHo, B Cly4ae akTUBHOCTU CUCTEMbI OTCNEXUBAHUA HapyLLUEHUI 1 6O0KMPOBOK,
33 BpeMA HaxXOXAEHMA KAoYa B CMMCKE MOHUTOPUHIA OblJ10 NPEBLILEHO pPa3peLléHHoe
BpeMA HaXOXAEHMA Ha TEPPUTOPUMU — BbIHECETCA NpeaynpexaeHue. Jpyrumm cnosamm,
MEXaHM3M NpeaynpexaeHni 1 610KMPOBOK HaNPAMYIO CBA3AH C CUCTEMOM MOHUTOPUHTa
NCMNONb30BaHWUA TOYKE KOHTPOAS.

COOTBETCTBEHHO NPU HaNMUYUKN ABYX TOYEK KOHTPOAS, HaNpuMep Ha Bbe3a, 1 Ha Bble3s, Y
04HOM TOUKM yCTaHaB/AMBAETCA PO/b — Bbe3, Y BTOPOM Bble3a,. [ocie 3Toro y TOUKM Bbe3,
ycTaHaBamBaeTcss MOHUTOPUHT K/touel B COCTosiHUE A06aBIATb B MOHUTOPUHT, @ Y BTOPOW B
COCTOSIHME UCKNIOYATb U3 MOHUTOPUHTA.

NHTepBan mexay NOBTOPHbIMU CPabaTbiBaHUAMM KAKOYEN, CEK. — AHHOE None HeobxoaumMo
4yTo6bI NONB30BATEND NPU UCMOb30BAHUN CYUTLIBATENA U KOHTPO/IEPA He NoyYan
NoBTOpPHble cpabaTblBaHWUA B TeYEHME 3a4aHHOIO MHTepBasa. ITo ABAAETCA
OOMNONHUTENbHBIM OrPaHUYEeHUEM OT C/Iy4alHOro NonaZaHuA B CMMCOK MOHUTOPWHTA.
Hanpumep, nonb3oBaTtenb nogbexan K BOPOTaM Ha MaLLMHe, MPU/IOKWUA KapTy, BOPOTa
OTpearnpoBanun C HEKOTOPOM 3a4ePHKKOM B 3-5 ceKyHAbI, 3a 3TO BpeMA N0/1b30BaTe/lb MOT He
ybupaTtb KapTy BoOOLLE UK NPU ABUMKEHWUWN CHUTBIBATENb HECKOIBKO Pa3 CYMTaN KapTy.
[aHHOe noBeaeHwWe, B Clydae OTCYTCTBMA 3a4ePXKKM, BbI3Ba10 Hbl NonagaHue nonb3osaTens
B CMMCOK MOHUTOPWHIA ABa W bonee pas.

TouKa focTyna — BblbMpaeTcsa M3 paHee HAaCTPOEHHbIX TOYEK JOCTYNa, YTOObl COOTHECTU
bU3NYECKUIT KOHTPONNEP, NOTUYECKMIA N TOUKY AOCTyna.

OnucaHue — HeobA3aTeNlbHOE Noe, Heobxoanmoe A8 AONONHUTENBHOM MHPOPMALLUN
agMUHUCTPaTOpy

KoHdurypauua — gononHuTebHOE Nofe Heobxoanmoe ANA 3a4aHuUA cneunduyHbIX
dU3MYECKMM KOHTpOIepamM napameTpoB. Hanpumep, Kntodelt goctyna K APl v Tak ganee. B
OCHOBHOM Mcnonb3ayeTca popmat JSON.

KoHourypauma Tpesor — 4ONOAHUTENbHOE NOJIe NO3BONAET CKOHOUIYPUPOBATL TUMbI TPEBOT,
MX NPOAOIKUTENBHOCTb M TaK ganee. Mpn HeobXo4MMOCTM HAacTPaMBAETCA OTAENbHO B
¢dopmarte JSON.
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PepakTupoBaHue KOHTpoONnepa

AKTUBEH

Hazeauue ‘ 88-001299 ‘
Kog ‘ 88001299 ‘
Pone lEhIEBﬂ, vl
MOHWTOPMHT KNHZYER lHCI{.I‘IHJHEITb M2 MOHUTOPHHTE vl

WMHTepBan Mexay
NOETOPHEIMM
cpabaTbiBaHUAMK
KIHOUER, CEK.

<>

‘10

Touka pocTyna l BopoTa - Ceeep (fxpomckuii npoeag) v l
Bhleap,

Onucanue

Kondurypauma

KoHdurypauwa Tpesor

CoxpaHuTb W AobaBuTh

B cnncke KOHTpo/1IepoB oTobparkaeTca CKOPOCTb cpabaTbiBaHWUA cUCTEMbI, 0bLan 1 eé YacTel.
MocnegHue cobbiTna cpabaTbiBaHMI. Ha 4aHHOM OCHOBaHMM KOHTPO//IEpPbl NOACBEYMBAIOTCA
pa3HbIMM LBETAMM, MO3BOJIAOLLMMUN OLEHUTH TEKYLLEEE COCTOAHUE CUCTEMBI, COEAMHEHME
KOHTPO/IIEPOB C CUCTEMOW M KOPPEKTHOCTb MX PaboTbl. Hanpumep, MOXHO MOCMOTPETb, KOraa
OCYLWECTBAAACA NOCAEAHMIA MPOXOA, MO CYUMTLIBATE/IO UM MPOX0A, N0 KHOMKE OTKPbIBAaHWUA M TaK
fhanee.
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KOHTpOnnepb! - CAMCOK
Mowck: Tokassiears sanwcedt Ha cTpanme: (50 v
AxtueHocTs  Hamwenosanme Kon Onmcatme Touxa gocTyna Obmes M no cuwr. M 10 k. 8. 1M1 0 K. BB, Mocnepwwitip  Latencyms  Kmowssnams  [efictaun

10741 28.06.2024 12:49:10  28.06.2024 12:47:49 5

a
B

Bopora 28.06.2024 12:49:11  28.06.2024 11:18:25

107AK1 28.06.2024 12:49:12  28.06.2024 12:38:47

a

10741 28.06.2024 12:4914  28.06.2024 12:40:19 28.06.2024 12:41:34

a

Bhesn Bopora 28.06.2024 12:49:13  28.06.2024 11:50119

107AK1 ¢ 28.06.2024 12:49:12  28.06.2024 12:35:51

a s

10741 28.06.202412:49:12  28.06.2024 12:46:46

<]

107461 28.06.202412:49:10  28.06.2024 12:39:1

a

Kanurke 28.06.2024 12:49:13  28.06.2024 12:47:03 28.06.2024 12:48:57

<]

107AK1 28.06.202412:49:12  28.06.2024 12:15:23 28.06.2024 12:23:41

a

10741 28062024 12:49:12 28.06.2024 12:27:28

a

10741 28.06.2024 12:4914  28.06.2024 12:39:40

107A¢1 28.06.2024 12:49:11 28.06.2024 12:39:57 28.06.2024 12:35:54

oo

a

10741 28.06.2024 12:49:10  27.06.2024 19:51:17 28.06.2024 8:19:31 5
10741 28.06.2024 12:49:11  28.06.2024 12:47:45 5

STR22 10741 28.06.2024 12:49:13  28.06.2024 12:40:19

a oo

10741 28.06.2024 12:49:14  28.06.2024 12:30:47 4
107441 28062024 12:49:12  28.06.2024 12:45:30 6

STR13 10741 28.06.2024 12:4914  28.06.2024 12:39:00 5

[ I <]

BuespSTR2  Bopora 28.06.2024 12:49:10  28.06.2024 11:45:58

T T Y W U UL N T W U VL U U U U U T T U SR N
1

10741 28.06.2024 12:49:13  24.06.2024 16:10:06 28.06.2024 12:04:59 4

Kntoum

Kntoun ABNsOTCA OCHOBHOM YacTblo, C KOTOPOM paboTaeT No/sib3oBaTe/ib CUCTEMbI B CBOEM aKKayHTe,
a coszfaHue GM3MYECKUX KAtoUel — 3alaHunIo X 3HaUYeHU I, MPOCMOTPY AOCTYMHO TO/IbKO
AAMUHUCTPATOPaM.

[na nomoLm B co3aaHNK KAtodelt Nob3oBaTenam 6e3 Hainumsa KOMMNbIOTEPOB UAN MOBUAbHbIX
YCTPOMCTB TaK *Ke UCMo/b3yeTcA AaHHan pasgen.

HeobxoanMo HanoMMHaTb NOJIb30BaTENAM, EC/IN KTO-TO, BK/tOYAA aAMUHUCTPATOPOB, MNOAYYMA
[0CTyN K UX NocToAHHbIM MNMUH-Koaam — enatenbHO co34aBaTb HOBbIe.

Mpu fobaBneHWM KNtoYa HEOBXOAMMO YKa3aTb Cieaytolme nona:

o  AKTMBHOCTb

e  Bblb6paTb aKKayHT N0/Ib30BaATE/NA M3 BbINAAAOLWEro Cn1cKa

e YKasaTb Ha3BaHWe — HAMMEeHOBaHMe Kako4a

e YKasaTb HOMep K/Io4a, eC/M YNPaBAAOLWMMU CUCTEMOWN BeAETCA HYMepaL A BblAaHHbIX
K/tOYEN.
Hanpumep, y 6penkos nam KapToyek ya0O6HO 3aHOCUTb B @HHOE NoJjie UX YHUKaNbHble
HOMepa, yKa3zaHHoe Ha MOBEPXHOCTU. ITO NOHAA06UTLCA AN BbICTPOro NouMcKa BAaAeNbLa
KapTbl, B Cay4yae eé yTepu, 4na 610KMPOBKMU KapTbl, BbIYMCASAA KapTy M3 OCTABLUMXCA Ha
pYKax, C y4ETOM TOrO, YTO NONb30BaTE/lb MOMKET NePenMeHOBaTb KapTy, a HOMep emy
HeaoCTyMeH, TO AaHHaA BO3MOMKHOCTb Nopoi ob6s3aTtenbHa.

e YKasaTb Bpems AelCTBUSA, eCTb NOCTOAHHbIE KAKOUK, CTb Ha onpeaenéHHoe Bpems
Aencreus.
Mpwn aKTUBHOCTM CUCTEMbI Y4ETA HapyLLUEHUI U BIOKMPOBOK BpemMs AENCTBUS AOMKHO ObiTb
paBHOE MK MeHblle nopora cpabaTbiBaHUA CUCTEMBI.
OTCYET BpEMEHW AENCTBUA HAYHETCA C MOMEHTA NEPBOro NPUMEHEHMSA, a8 HE C MOMEHTA
CO34aHUsA KNtoua.

e 3HauyeHue NOo3BOJIAET B PYYHOM PEKMME YKa3aTb 3HaYeHue Katoda, Hanpumep ana NFC.

[na sToro nonb3osartenb aAKTUBUpPyeT cBOM Teneq)OH Ha ntobom us C‘JMTbIBaTEHEVI,

CYNTbIBATENNb COO6LLI,aE‘T 06 ycnewHom nonyvyeHmun curHana h agMmMHUCTPATop, ceepAan
AaHHble U3 XXypHaJsia UCNOJ1Ib30BaHUA KﬂPOLIEVI, 3aHOCUT UX B 3HAYeHUe K/to4a.
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Twun Kntoya BbIbMpaeTca U3 NpeacTaBAeHHbIX B cMcKe. Heobxoamm ana TexHu4eckom
MHOpPMaLUM O TUNE KAtoYa U BO3MOMXKHbIX AEUCTBUAX C HUM B CUCTEME.

He cTaBUTb Ha MOHUTOPUHT NO3BOJIAET ONpPeAeNEHHbIE KOUYN NMPUHYAUTENbHO OTKOUYNUTD OT
CMUCTEMbI MOHUTOPUHIa. 3TO NO3BOJIUT UM HapyLLaTb BpeMA HaXoXKA4EeHUA Ha TEPPUTOPUM U
TaK Aanee. 3T0 MOXKeT NoHaA0buTbCA Ans CyKb, HenpepbiBHO 06CNYKUBAOLLMX
TepPPUTOPUIO, MOYTHI U TaK danee.

LLlabnoH ans BpemeHHbIx Katodelt (MUH-KoaoB) No3BonaeT aBToMaTUYECKM CO34aBaTb HOBbIM
K/1t04 Ha OCHOBAHWM TEKYLLEro K/toya — WwabaoHa. Mo oKoOHYaHUIO BpeMeHU AeNCTBUS U
YAANEHUIO U3 CUCTEMbI CO3A4aETCA NONHOCTbIO aHaNorMuHbI MNH-KoAa, ¢ HOBbIM 3HaUYEeHUeM.
370 yoob6HO ANA Nosib3oBaTeiei, HanpUMep YacTo UCMOJb3YIOLWMX CYXKObl AOCTaBKM.
OnucaHne — HeobA3aTeNbHOE Noae, HEObXoaMMOe ANA AONOAHUTENBHON NHPOPMALLUK
agMUHUCTpaTopy

30Hbl AOCTyNa BbIBMPaKOTCA U3 NPUBA3AHHBIX K M0/Ib30BaTENO aAMUHUCTPATOPaMU CUCTEMBI
UK cekpeTapamMmn. 3ab10KMpPOBaHHbIE 30HbI AOCTYMNa OTOOPAXKAOTCA KPaCHbIM LBETOM, NoOJ,
CMMCKOM 30H HaXoAMTCA NPUYNHA BNIOKUPOBKM.

OobaeneHue Knwoya

AKTUBEH

MNone3oeatens ‘ VBaH WBaHos x ‘
Hazsanue* ‘ ‘
Homep ‘ ‘

Bpema geicTeus (B

wmHyTax) ‘ MoCTOAHHEIA v ‘
3HayeHue ‘ ‘
Tun ‘}{nmu Mifare SL3 ~ ‘
onuuu

[J He cTaEuTe HA MOHUTOPKHI

] WaGnow gns BPEMEHHBIX KNHJYEen

Onucaxwe

30HBI AOCTYMNA | & Bmibpatn BCE] [IZI CHaTb BCe

[ Npoxog va Tepputopuio geopa

D [Npoeang Gez CTOAHKKW Ha TEPPWTOPWKD gBOpa*

*3oHa AoCTyna 3abnokupoBaHa. BozmMoxHele NPHYHHEL

* [0 YMONYaHMIO
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Myn Kntoyen

Heobxoanm ana reHepaumm Habopa Katouen n bbICTpol NPMBA3KM NOMNb30BaTENAM Katouei. B
npoLecce reHepaLmm co3gaétca Habop — CNMCOK 3HAYEHWUI, KOTOPbIE CNeLManbHOM NPOrPaMMON 1
0bopyaoBaHMEM 3aHOCATCA - NPOLUMBAETCA Ha KapTbl. Mocae 3Toro CnUCcok nonagaeT B My,

Ona reHepaumm byaywmx Kaoven HeobxoAMMo 3a4aTb CAeayoLWwme Nona:

e  dopmaT HoOMepa KAKo4a, NO3BO/IAET 3a4aTb HOMEP Y CO34aBaeMoro B byayuiem Katoya.
Hanpumep, HeobxoamMmo 4Tobbl Ha KapTax 6bln HaneyaTaHbl Homepa ¢ 1-00001 no 1-00100
3agaérca popmat 1-{number:00000} 1 Ha KaxKA0M Luare Homep KapTbl yBeanymsaerca 1-
00001, 1-00002, 1-00003 n Tak ganee.

o  MWHMMaNbHOE 3HAYEHNE HOMEPA KtoYa HEOBXOAMMO ANA 3aaHUA reHepaL MM HOBOM
YacTu KJoYen, HaNnpUMmep OCTaHOBUAM reHepaumio Ha 5000, HY»KHO BbINYCTUTb Caeaytowme
5000, yctaHasnaneaem 5001 1 HauMHaem reHepaumio.

e Konn4yectBo 3HAYEHUI U HOMEPOB K/KOYElM YCTaHaBMBAET CKOIbKO K/IoYeln Hafo BbINyCTUTb

o MaKCMMasbHbIM pa3mep 3HaYeHMA KNtova B BaiiTax yKa3blBaeT pa3mep 3HAUYEHMA KatoYa.
Hanpumep, ana cospemeHHbix KapT Mifare Plus no ymonuaHuto oH paBeH 7 byte

e [lanblue BblOMpaeTca TMNA KAtoYva

FeHepupoBaHWe KMoJyein

©opMaT HOMEPA KNo4a ‘ {number:00000} ‘

Mpu {number:00000} 1 number = 24 Homep kNwoua ByoeT paseHd '00024"

MWHHMMaNLHOE
3Ha9eHWe HOMEpa ‘ 1 ‘
KITROuE

KonwuecTeo knoyen ‘ 100 ‘

MaKcHManbHbIA
pa3sMep 3HaYeHURA ‘ 7 ‘
Kmoua B GanTax

Tun knoya ‘KJ‘IHJLI Mifare SL3 v

Hauarb reHepaLur

Mocne reHepaLyMm KAtoYein HyKHO 3KCNOPTUPOBATb CAMCOK M MCNO/b30BaTb €ro A4 3aNMncK Ha KapTbl
C MOMOLLbIO OTAE/IbHOM BO3MOXKHOCTU M nporpammatopa Thisislogic.Tenacity.MifareCardWriter

lMpy 3TOM B NyAe KAKoUel y:e oTobpasnanch paHee creHepupoBaHHble Kaoun. KoTopblie MOXKHO
NpWBA3bIBATL K aKKayHTam Mosib3oBaTtesnelt. M napannenbHo BblAaBaTb roTOBbIE KapTbl.

Mb! He peKomeHAyeM Pa3aenaTb NPUBA3KY KapT U Bbigady, NOTOMY UTO NPU NPOU3BOACTBE
3aBOAOM KapT unum 6penkos Bcerga umeerca npoueHT 6paka. HekoTopble Homepa KapT, AnA
yAo6cTBa, HYXKHO UCKAIOYaTb U3 NyNna, uTobbl He cABUraTb ero Homep.
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Nyn kmoyei - cnucok

I'Icmc:l(:| MNokazblieaTh 3aNMCER Ha CTpaHvLe: |E|

CozpaH Homep Tun OeicTenn
= x
<=L =
28.06.2023 12:57:36 1-1002833 Kmou Mifare SL3 a -
28.06.2023 12:57:36 1-1002832 Kmoy Mifare SL3 a -
28.06.2023 12:57:36 1-1002931 Kmou Mifare SL3 a -
28.06.2023 12:57:36 1-1002830 Kmou Mifare SL3 a -
28.06.2023 12:57:36 1-1002929 Kmou Mifare SL3 a -
28.06.2023 12:57:36 1-1002928 Kmou Mifare SL3 a -

Myn MOXXHO OYNUCTUTDb, HO GYAbTe ocobo BHUMATEJIbHbI, B C/ly4ae OTYUCTKU NyZ1a U HAaIMYnmn
3aMUCaHHDbIX — NPOLWMUTDBIX KapT, HO He BbliAdHHDbIX HAa PYKUM NOJ1Ib30BaTe/NIAM C/TIOXKUTCA CUTYyaLUA,
Korga Bbl He 3HaeTe, YTO NpuBA3biBaTb B CUCTEME U GVAETE U NponusBoauTb 3TO B pPy4HOM
pexunme nam OspaTVITECb B NoAAEepPKKY CUCTeEMbI, rAe Mbl NOCTapaemMmca BOCCTAHOBUTD Ball nyi.

[NA NPUBA3KM KNKOYa AOCTaTOYHO HaXKaTb B CMIMCKE HAa MKOHKY 3aMOYKa U NepemnTun Ha
COOTBETCTBYIOLLYIO CTPAHULLY.

[nA Ha3HauyeHuA Kno4va HeobXoAMMO 3ano/HMTL CieadytoLme nons:

®  AKTMBHOCTb K/OYa, HEAKTMBHbIE KU He PaboTaloT, MO YMOAYAHUIO KNtOY aKTUBEH,
NoNb30BaTE/lb MOYKET U3MEHWUTb aKTUBHOCTb

e HasBaHuWe KNtoYa, N0 YMONYAHMIO NOACTABAAETCA 3HAaYEHNE HOMEPA, N0/Ib30BaTE/Ib MOXKET
N3MEHATb UMA K/toua

e OnucaHue — Heobs3aTesIbHOE Mosie, HeobxoaMMoe A1 AONONHUTENbHON HOPMaL UK
aAMUHKUCTPaTOPY

e [lonb3oBaTenb BbIGMPAETCA U3 BbIMaAAOLLEro CNMNCKa

o [lomeLyeHUa BbIBMPAIOTCA U3 JOCTYMHbIX MOb30BATEN0 NOMELLEHWUIA, MPU HA3HAYEHUN
K043 MOXKHO CPa3y NOMEHATb OCHOBaHME M KX CTaTyC, 3TO 0cobeHHo yaobHOo ans
CeKpeTaps, BblAAIOLWErO KAOUYM M MPOBEPAIOLLEr0 NAKeT AOKYMEHOB

e 30Hbl gOCTyNa BblIBMpPaIOTCA U3 AOCTYMHbI NONb30BaTEN0 30H A0CTYNa
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HaszHaueHue kmoya

Homep 1-1002931

AxTuseH

HazeaHue* 1-1002931

Onucanme

Monebzosatens Wean Mesanos xX
NMOMELLEHMA

Haszsanue w. Amurpoeckoe 107 AkT - CIX

Onucanme

COcHoBaHWe ‘ CobCTEEHHUK v |
Cratyc ‘ MoATESPHAEHD v |

30HbI OCTYMA IE.’ Boibpatb BCE] IIZI CHaTb BCe

Mpoxop, Ha TeppUTOpWio ABOPa
Mpoe3s 6e3 CTORHKW Ha TEPPMTOPWIO ABOPa
[0 107Ax1 1 cexkuma

[0 107Ak1 2 cekumn

CyunTbiBaTENM

CuntbiBaTenb NpeacTaBanet cobon dpusnyeckoe ycTpoOMCTBO, CBA3AHHOE C KOHTPOJIJIEPOM.
CumnTblBaTENb NEPEAAET KOHTPOIEPY HEKOTOPLIE YNPABAAIOWME CUTHANbI, KOTOPbIE MOTYT BAMUATL Ha
noseaeHue KOHTposnepa. Hanpmumep, CUMTbIBaTENb OTNPABAAET KOHTPOANEPY KOA KAtoua, a
KOHTPO/I/IEp NPOBEPSET €ro Hasnume B 6ase U NPefoCTaBASET AN HET AOCTYN — OTKPbIBAET U HET
3aMOK Ha aBepu.

[na conoctaBneHna ¢M3VI‘-I€CKOI'O N NorM4ecKoro cymutboiBatena HEO6XOAMMO ,CI,O6aBMTb CUYNTbIBATENNb
B CUCTeMe yKa3aB cieayrouime nona:

e  AKTMBHOCTb, B C/ly4ae OTKAHOYEHUA CUMTbIBATE b He ByaeT BOCNPUHNUMATLCA CUCTEMON

e HasBaHue yKa3blBaeTca yAobHbIM A8 GU3NYECKON NAEHTUDUKALIUKN CHMUTLIBATENSA U,
BO3MOMHO, MecTa ero NosoXeHun

o KoHTponnep BbibUpaeTca U3 paHee 3aperncTpMpoBaHHbIX B cucTeme

e OnucaHue — HeobasaTesnbHOe Nose, Heobxoaumoe ANA A0MNOAHUTENIbHOW UHbOPMaLUK
agMUHUCTPaTopy

e [lopagok 3aaaértca ana yaobcrsa Mcnoib3oBaHMA agMUHUCTPATOPOM CMIMCKa CYMTbIBaTENen

e Tamnep Tpesora 1 Tamnep oK Mons, oTeevatloLiMe 3a NoayYeHne CUrHana ot cYMUTbiBaTens,
noaaepKmsatoLero MHGopMaL Mo 0 MPOHUKHOBEHMM B KOPNYC, HapyLLUEHNWN LLeNIOCTHOCTU U
Tak Janee.
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e Tamnep COCTOAHME — Haya/IbHOE COCTOSHWE Tamnmepa, B HEKOTOPbIX GU3NYECKMX
CYMTbIBATENIAIX €TI0 MOXKHO MEHATb U B C/lyYae HEOAHOPOAHOM HAaCTPOMKM — €ro MOXKHO
YKa3aTb NPaBWU/IbHO 34eCh.

° MHTepBaﬂ NPUMeHeHUA APAblKa, YKa3biBaeTCA ANA OI'paHVI‘-IeHVIl‘;i NOBTOPHOIO NPUMEHEHNA

AP/IbIKOB Ha AAaHHOM cuYuMTbIBaTene. AN 4AnTeNbHbIX onepaumii, TaKUX Kak BOpoTa
NCMNONb3YHOTCA AECATKU CEKYHA, ANA KaJIUTOK, ABEPEN BXOAHbIX FPynn AOCTaTOYHO 3-5
CEKYHA,

o [lpepynpexaeHne Npu UCNONb30BaHMM AP/bIKA YKA3bIBAETCA BMECTE C Onuneit —
MCMNONb30BaTb A5 APAbIKOB TONLKO C NpeaynpexaeHnem.

e He ncnonb3osaTb ana APNbIKOB — NOJIHOCTbIO 3anpeLwaeT co3gaHne Apablka gna A4aHHOTIo

cumTbIBaTENA. Hanpumep, 30Ha OrpaKaatoLLero yCTPOMCTBa HaX0AMTCA BHE 30Hbl BUAUMOCTU

U nNpeacrtaBadaeT onaCcHOCTb AN1A OKPYXKatownx, npu yﬂ,aﬂéHHOﬁ adKTuBaUMun npoueaypbl
OTKpPbITUA.

HobaBneHne cunTbiBaTENA

AKTMBEH O

Hazeanme ‘

KouTponnep ‘45—002043 - 107AK1 1 cexumna 1 exogHas rpynna V‘
OnwcaHwe

Noprpook ‘ 0

Tamnep Tpeeora ‘

Tamnep ok ‘

Tamnep cOCTOAHWE ‘ OK

WHTEpBan NpMMEHEHKWA

0
ApNbIKa, CeK ‘

<

MNpeaynpexaeHie npm
MCNONb30BaHUM
ApnEIKa

OnLMn
[J He ucnonezosaTe ANA ApNbIKOE

[J Wcnone3ceaTe ANR APMBIKOB TONBKO C NPEAYNPEXASHUEM

COXPaHHTb W A0BaBHTDL

ypHanbl

ypHabl NO3BONAIOT ONPeAenATh TEKyLLEe COCTOAHMNE B pexume 24/7 1 nccnenosatb cobbiTna

npowsaioro.
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MMpumeHeHue Kntroyel

OCHOBHbIM »KYPHA/IOM ABAETCA NPUMEHEHUe Katovei. B gaHHOM KypHane cobpaHHa OCHOBHas
MHOOPMaLMA NO NPUMEHAEMbIM KHO4aM, UX COCTOAHUIO, MOAYYEHHOMY AOCTYNY, NO/b30BaTENAM,
BPEMEHMU, KOHTPOIIepam U TaK ganee.

ypHan ABnseTca OCHOBHbIM ANl KOMMYHUKALUK C NOb30BaTENIAMM NO NMPUYUHAM OTCYTCTBUA
AOCTyNa, BPEMEHHOro MHTepPBana 1 Tak ganee. Ha 0CHOBaHUM JKypHana MOKET CTPOUTCA AUANOT C
nosnb3oBaTesnem.

BHumaHue! B cnyyae aKTMBaLUM MHTErpaLumn ¢ BUAeoperncTpaTopamm Mam Kamepam B Cnucke
6yayT oTobparkaTbCA COOTBETCTBYIOLME METKU HAaANUUA CHANWOTOB Kamep Ha YKa3aHHble MOMEHT
BpemMeHM UCno/ib3oBaHuUA Katoua. Mpu nepexoge No gaHHbIM METKaM MOXHO YBUAETb CUCOK
CHanNLWWOTOB, UX COAEPKMMOE U ONUCaHKe.

JKypHan NpUMeHenns Kniouei

Toucc Mokassizars sanuceii Ha cTpanuue: (50 v
3uauene Bpewa HAocryn v Koutponnep ~ Onucakme  Pewum Touka goctyna AsTuBHoCTS B H/B Vs knioua oo Tenedon Email
e —
== x

28.06.202413:31:38 Oa  Keonkaexoa STRI Offiine Kanwrka - 10r (800-neTue Mockasi) Her
28062024 13:31:17 na STRI Online Kanwria - 10r (800-neTue Mockasi) ns
28.06.202413:31:00 ha Online Kanwria - Cesep (Sxpomckuit npoess) a
28.06.202413:30:21 fa STRI Online Kanwrka - 10r (800-neTue Mockasi) fa
28.06.2024 13:29:58 Oa  Keonka esiona Offline Kanwrka - Cesep (Shxpomcxkwi npoesn) Her
28.06.2024 13:29:47 la Online 107AK1 9 cexyus 2 sxogHas rpynna la
28.06.2024 13:29:28 la  Keonkaexoga STRI Offline Kanwria - 10r (800-neTue Mockasi) Her
28.06.2024 13:20:00 fa  Konkaexona STRI Offline Kanwrka - 10r (800-neTue Mockasi) Her
28.06.2024 13:28:49 he Online 107AK1 9 cexuus 2 BxopHas rpynna o
28.06.2024 13:28:31 la  Keonkaexosa STRI Offline Kanwria - 10r (800-neTue Mockasi) Her
28.06.2024 13:28:25 ha Online 107AK1 4 cexuus 1 8x0aHas rpynna na
28.06.2024 13:27:49 fa  Kronka esixona Offiine 107Ax1 10 Cexuun augT napkmra Her
28.06.2024 13:27:41 Oa  Keonkaexoga STRI Offiine Kanwrka - 10r (800-neTue Mockasi) Her
28.06.202413:27:36 la  Keonkasewxoga Offline 107AK1 5 cexuun nugT napkusra Her
28.06.202413:27:29 ha Online 107AK1 4 cexuus 1 8xogwan rpynna na
28.06.202413:27:22 fa  Kronka sbixona Offline Kanwrka - Cesep (Sxpomckwi npoesn) Her
28.06.2024 13:27:21 fa STRI Online Kanura - 10r (800-neTe Mockasi) Oa
28.06.202413:27:09 la  Keonkaexoga STRI Offine Kanwria - 10r (800-neTue Mockasi) Her
28.06.202413:26:57 fa Online Kanwria - Cesep (Sxpomckwi npoesa) o
28.06.2024 13:26:56 ha Online 1074110 cexuwa 1 exoawan rpynna fe
28.06.2024 13:26'55 hs Online Kanwmia - Cesep (Sxpomckwit npoesa) os
28.06.2024 13:26:26 la  Kuonkaewixona Offline Kanwmica - Cesep (Sixpomckwii npoesa) Her
28.06.2024 13:26:10 Her STRI Online Kanwria - 10r (800-neTue Mockasi) Her

28.06.2024 13:26:03 Her STRI Online Kanwrka - 10r (800-neTue Mockasi) Her e Uriueie et ine i NG e iSRG e UilUeE G

CoobuweHus KoHMpPonepos
Mo3BONAOT NPOCMOTPETL COOBLLEHMNA KOHTPO/IIEPOB K CEPBEPY M OTBETOB OT cepsepa. [omoraeT
onpeaennTb BPEMEHHbIE MHTEPBA/bl NepeboeB 1 X BO3MOXKHbIE NPUYMHbI

Micmopusa ob6vbekmos
Mo3BonsAeT onpeaennTb, KOraa N3MeHANN 06BbEKTbI CUCTEMBI, KEM U3MEHANUCL. B cnyyae
KOH®IMKTHBIX M1V NOMCKOBbIX PabOT MOKET NOMOraTh B BbIACHEHWM TOYEK BXOAaA.

MypHasn mpesoe

B cnyyae HaCTPOMKM KOHTPO/IIEPOB Ha COOBLIEHMNE TPEBOT U XpaHEeHUs X 6a3e AaHHbIX B }KypHane
6yayT oTobparxKaTbCA TUMNbI TPEBOT U cNeundUYHbIe MM NapamMeTpbl, HaNpPUMep BpemMsa Hayana,
MHTEepBa bl U TaK ganee.

YXypHan TpeBor

ﬂOHCKZ\:I Moka3ablBaTh 3annced Ha cTpakuue: | 50 v |

Oara cozpaHua 0b6wexT Tun Coobwexne

S —
> —

13.06.2024 12:31:12 ControllerLastPassThresholdOk LastPass B Hopme: "13.06.2024 12:30:39". Nopor '720' MuH.
13.06.2024 10:46:10 ControllerLastPassThresholdOk LastPass & Hopme: "13.06.2024 10:42:23". Nopor '720' MuH.
13.06.2024 10:36:10 ControllerLastPassThresholdOk LastPass e Hopme: "13.06.2024 10:35:52" Nopor 720" MUH.
13.06.2024 10:26:10 ControllerLastPassThresholdExceeded LastPass npeseiweHo: 112.06.2024 22:23:08'. MNopor ‘720" MuH.
13.06.2024 9:42:08 ControllerLastOpenByButtonThresholdOk LastOpenByButton & Hopme: "13.06.2024 9:37:15". MNopor '720' MuH.
13.06.2024 9:36:05 ControllerLastPassThresholdOk LastPass & Hopme: "13.06.2024 9:34:51. Mopor 720" MuK.
13.06.2024 9:31:05 ControllerLastPassThresholdOk LastPass B Hopme: "13.06.2024 9:30:45". Mopor '720° MuH.
13.06.2024 9:16:04 ControllerLastPassThresholdOk LastPass & Hopme: "13.06.2024 9:12:08". Nopor 720" MuH.
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KypHan delicmsuli none3osamenell

Mo3B0oASET NPOCMOTPETL BCE AeNCTBMA Nt0ObIX NONb30BaTENEN, BKIOYAA aAMUHNUCTPATOPOB,
ANCNETYEPOB M TakK ganee. Kaxaoe AencTBME CONPOBOXKAAETCA 4ONONHUTENbHOW MHPOpMaLMel, B
KOoTopown cogeputca IP agpec nonb3oBaTtens, gata U BpeEMS, NapaMeTpbl, C KOTOPbIMU OH
BbINO/IHAET AENCTBUA U MHOTOE APYroe, Hanpumep cayebHble 3aronoskun bpaysepa. HypHan
No3BOASAET NOHATb KaKue AeNCTBUA NO/Ib30BATE/b BbINOHAN, B C/ly4ae paspeLleHmsa pPasindHbIX
cuTyaumin. ypHan He nogpasymeBaeT eANHUYHOTO yaaneHNA 31eMeHToB. [NybuHa xpaHeHus
KypHana onpeaenseTca B HACTPOMKax.

XXypHan peiicTBuii nonb3oBarenem

Mowuck: i lokasbiBaTh 3anvcen Ha CTpaHuue: :50 v
Bpemsa Koutponnep MeTtop Email Tenedon ®Uo Oencreusn

=[x

< x
24.06.2024 11:02:42 &
24.06.2024 11:02:42 P
24.06.2024 11:02:06 &
24.06.2024 11:02:03 &
24.06.2024 11:01:48 P
24.06.2024 11:01:45 &
24.06.2024 11:01:45 P

HacTtpomnku
Mo3BONAOT MEHATH noseaeHue Toro Uam NHOro ¢yHKLI,MOHaJ'Ia CUCTEMDbI. HeKOTOpre napameTpbl
npmnBogAT K rnobanbHbIM U3MEHEHUAM B noseaeHMn CUCTemMbl

HaCTpOﬁKM LOCTYMHbI TONbKO NONb30BaTENAM C POJIbI0 AAMUHUCTPATOP.

Obuwpe HacTpoWKu

e MaKcMmanbHOe KOIMYECTBO NOCTOSAHHbIX K/loYei NoNb30BaTeNs yKasblBaeT, Kakoe
KO/IMYECTBO KNKoUe MOXKET co34aTb cebe nonb3osaTeb. [laHHOE KOMYECTBO MOMKHO
W3MEHATb B PaMKax KOHKPETHOTO No/1b30BaTENA UAN LEUKOM — Yepes obLume HacTPOMKM.

o MaKcmanbHOE KOAMYECTBO BPEMEHHbIX K/toYel Noib30BaTesa YKa3blBAEeT, Kakoe
KO/IMYECTBO BPEeMEHHbIX K/loYel MOXKeT co3aaTtb cebe nonb3oBatenb. [JaHHOe KOMYecTBo
MOXHO U3MEHATb B PaMKaX KOHKPETHOIO NONb30BaTeNsA UM LEANKOM — Yepes oblyme
HaCTPOMKN.

e Bpems KM3HM NOCTOSHHbIX K/OYei B MUHYTaxX Npw NoCTaHOBKE Ha MOHUTOPUHT, C/N He
YKa3aHo (-1) — 6eckoHeuyHo. 3a4aéT MaKCUMaslbHbI MHTEPBAN BPEMEHW HaxOXKAeHWA B 30He
A0CTyNa, ec/iM OHa UCMO/b3YeTcA ANA MOHUTOPUHTA, T.e. Y He€ eCTb BXOAHbIE U BbIXOAHbIE
TOYKM JOCTyNa C MPUCYTCTBMEM MOHUTOPUHIra. Cama HacTpOMKa UCNOoIb3yeTcs ecv B
napameTpax 30Hbl AOCTYNa He YKa3aHO 3HaYeHMEeM CaMOCTOATE/IbHO MM 3HAYEHME KAtoua
He YKa3aHO CaMOCTOATENbHO.

Hanpumep, ecamn B HacTponKax ykasaHo 30 MUHYT, @ B NapameTpax 30Hbl A0CTyMNa yKasaH
nHTepBan 10 MUHYT, TO MHTEPBA YCTAHOBKM Ha MOHUTOPUHT 6yaeT 10 MUHYT, @ U3 HAacTPOEK
3HaYeHMe UCNob30BaHO He byaeT, eciv 50 MUHYT, TO MHTEPBaN ByaeT paBHbIK 50 MUHYT, a
He 30 MMHYT, KaK YKa3aHO B HAaCTPOMKax.
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MpuopuTeT MHTEPBANOB cneaytowmnii: 3oHa gocTtyna -> Knatoy -> Hactpoiiku. Jpyrumu
CNOBaMM, €C/IN YKa3aH MHTepPBas B 30HE JOCTYNa, TO HE BAa)KHO KaKol MHTepBan byaeTy
KNHOYa U HaCTPOEK, eciv oHK 6onblue 30Hbl gocTyna. MakcMmanbHbIM MHTEpPBan byaeT B3AT
13 30HbI AOCTYNa.

Bpemsa 06HOBAEHUA UCTOPUU UCMONB30BAHMA KKOYEN ¥ AMCNEeTYepa B CEKYHAAX YKa3bIBaeT
yepes Kakoe Bpema 0O6HOBAATb UCTOPUIO Ha 3KPaHe gucnetyepa, YTobbl Aucnetyep nonyyan
UHbopMauuio 1 Habnogan 3a cuTyaumeit 24/7.

[ucnetyep MoXKeT NpMoCTaHaBIMBaTb OOHOBAEHWE, 414 BbIABNEHUA CNOPHbIX CUTYaLUNid,
npu BO306HOBIEHUWN OH MONYYUT BCE UCTOPUYECKME UCMOJIb30BAHUA, MEXKAY OCTAHOBKOW U
TEKYLLMM BPEMEHEM.

InybuHa MCTOPUM NCMONBb30BAHMA KKOYEN ¥ AMCNETYEpa B Yacax YKasblBAaeT Ha KOAMYECTBO
MCMO/Ib30BaHMM KAOUYEN HA 3KpaHe.

Bpema 06HOBAEHUSA COCTOAHUSA CYMTbIBAaTENEN B CEKYHAAX HEOOXOAMMO YKa3biBaTb
aucrneTtyepam, aas nonydeHua nHbopmaumm o pU3nYecKom COCTOAHMUM CUUTbIBATENEN, MPU
HaZIMYnKM y cymTbiBaTeNEM GYHKLUKM AOCTYyNa BHYTPb KOpnyca v APYrnx HapyLLIeHUAX
LLe/IOCTHOCTM C CTOPOHbI BaHAa/10B.

NHTepBan BbIBOPKM ANA noacyéTa cpeHero BpeMeHu oTBeTa KoHTpoasiepam (Latency) B
CEKYHAaX, eC/IN He yKa3aH (Zero) — BblK/toueH. [laHHbI napameTp Heobxoanm
agMUHUCTPaTOpPam, YTOObI CNeauTb 3@ OT3bIBYUMBOCTbIO KOHTPO/IIEPOB Ha BKa4Ke
KOHTPO/Iepbl B COOTBETCTBYHOLEM cToNbUe Latency, ms.

M3 onbiTa UTOroBoe 3Ha4YeHUe 3a MHTEePBA BbIODOPKK, NPU MCMNOb30BAHUM KOHTPOEPOB Z-
5R (moa. Web BT), He gonKHO npeBbilwaTh 2-50 MUNINCEKYHA. B NPOTUBHOM Ciy4yae
KOHTPOJINEP MOXET BOCMIPUHMMATb 3TO KaK NOTEPIO CBA3N.

MHTepBan nepecyéTta cpefHEro BpeMeHU oTBeTa KOHTpoanepy (Latency) B cekyHaax, ecam He
YKasaH (Zero) — BbIKk/loYeH. YKa3blBaeT Ha MHTepBa NoacyéTa BpeMeHn oTBeTa. Bpems
OTBETA MOJIY4aeTCA OTAE/IbHBIM CEPBUCOM, KOTOPbIN NOyYaeT BbIOOPKY AaHHbIX 33 MHTepBa
noac4éTa cpeaHero BpeMeHu.

MHTepBan aBTOMaTMYECKOM NPOBEPKM HapYLIEHUI CPOKa AeMCTBUA KAoYa HA MOHUTOPUHTE
B CeKyHAaX, (Zero) — BbIK/OYEH, MCNOb3YETCA NPU aKTUBALLMM CUCTEMbI YHETa HAPYLLUEHUIA U
6I0KMPOBKM A0CTYNa. BbIHECEHME pPeLLUeHNA O HAapYLLUEHUAX U BJIOKMPOBKAX MPOUCXOOMT B
oTaenbHom cepsuce. C yKazaHHbIM MHTEPBaOM MPOBEPAIOTCA KAKOUM, OCTatOLLMECA Ha
MOHUTOPUHT, €C/TM OHM BbIXOAAT 33 PAMKM MaKCMMa/IbHOTO MHTEPBasia HaxoXKAeHNA Ha
TEPPUTOPUM 30HbI JOCTYNA BbIHOCUTCA HapyLweHue. Ecn KoanyecTso HapyLeHuit
npesblWaeT ycioBMe 610KMPOBKM — yCTaHaBAMBAETCA 6/10KUPOBKa.

ABTOMAaTUYECKOE CHATUE K/HOYa C MOHUTOPUHTA NpU GMKCaLMM HapyLLEeHNA CEpPBUCOM
NO3BO/IAT CPa3y CHUMATb KNHOY C MOHUTOPUHTA, Mocie GUKcaumMmn HapyLleHus. B Takom
cNyyae y Avcnetyepa nponagaet MHGOPMALLMA O HAPYLLUEHWUW U OTCYTCTBYET BO3MOXKHOCTb
MEHATb CPOK *KM3HU KtoYa Mo pacrnonaratolmm CUTyaLmm npudmHam.

MHTepBan NpoBepKn ANA CHATUA MOHUTOPUHIA C KtoYa NO CPOKY AAaBHOCTU B CEKYHAAX,
(Zero) — otkntoueH. 3a4aET MHTEPBaN NPUHYAUTENBHOIO UCKAOYEHMA KAtoda (timeout) ¢
MOHUTOPUHra. Ucnonb3yeTcs, Koraa noib3oBaTesb MOKMHYA 30HY 6€3 MCNob30BaHMA
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CBOErO K/oYa, HanpMmep, NpoexaB B BOPOTA 33 KEM-TO UK NPONAA Yepes TYpHUKET
BMJIOTHYIO K APYromy rno/ib30BaTento.

MHTepBan UMKIA NOMCKA HOBbIX BIOKMPOBOK W CHATUS CTapbIX B CEK., (Zero) — OTK/OYEH,
NCMNONb3YEeTCA NPU aKTUBALMM CUCTEMbI YYETA HApYyLIEHMI U BNOKMPOBKM AOCTyna. 3a436T
WMHTEPBA NPOUCXOAUT NOUCK BIOKMPOBOK, KOTOPbIE BbILWAN NO CPOKY JABHOCTU U CHATUN UX.
NHTepBan LMK NOMCKA YCTAapEBLUNX HAPYLWEHWUI B CEK., (Zero) — OTKAOYEH, 3a43€ET
WMHTEepPBa NOWUCKa HapyLWeHWI, BbILeALWNX NO CPOKY AABHOCTH.

NHTepBan UMK NOMCKA YCTapeBLINX BeCKAOYEBbLIX JOCTYMNOB B CEK., (Zero) — OTK/OYEH.
Mcnonb3yeTca npu akTUBaLMK perkMma beckntoueBoro AocTyna. Hanpumep, nonb3oBatenb
3HAET, YTO Y BOPOT HAaXOAUTCA ero rocTb. YTobbl He CO34aBaTb MY OTAE/bHbINM KoY, OH AAET
emMy 6ecKknto4YeBoM OCTYN, TeM camMbiM Habpas 060 cMMBON Ha KOAOHAbOPHOM NaHenu oH
NoJIYYnUT AOCTYN B 30HY.

[Jenbta nony4eHus ycnewHbiX MPUMeEHEHUI Kntoden B Yacax, (Zero) — oTkaodeH. Jaér
BO3MOHOCTb NOKUHYTb 3a6/10KMPOBaHHYIO 30HY AOCTYMNa No/b30BaTeN0 33 YKa3aHHbIN
NPOMENKYTOK BpemeHU. Mcnonb3yeTca Npu akTUBaLLMM cUCTEMbI BOKMPOBKM JOCTYNa.
Hanpumep, nonb3sosaTesnb 6bia 3a610KMPOBAH, HAX0AACb BHYTPM 30HbI gocTyna. Ho no
peLleHUIO pernaMeHTa eMy nNpeaocTasaseTca 6ecnpenaTcTBeHHbIN Bble3s, 6e3 Bbi3oBa
ancnetyepa. JaHHanA HaCTPOMKA MOXKET CHUXKATb HArpy3Ky Ha gMcrneTyepos. B npotueHOM
c/lyyae nonb3oBaTenb 6yaeT BbIHYKAEH CBA3ATbCA C ANUCNETYEPOM, YTOObI eMy 06BACHUN
NPUYMHY HeEOBXOAMMOCTHM Bble3aa.

HacTpolikn 6esonacHoCcTy

Maponb OT N1t06Oro NONL30BATENSA B PEXMME OTIAAKM, NYCTOM — OTKtOYEH. B cnyyae
yKa3aHWs faHHOro napons y Atoboi y4eTHOM 3anncK NPoM30MNAET ycrneLHas
ayTeHTUPUKALMA M aBTOPM3ALMA B aKKAYHT

MuHuMmanbHasa aavHa NMUH-Kkopa Ana co3paHua BpeMEHHbIX Katovel yepes gucneryepa.
MuHMManbHas ganHa NocToAaHHoro Katoda (MNH-koaa). 3a4aéT MUHUMABbHYIO OJTUHY
€034,aBaemoro K/to4a nonb3osaTtenem. MNpu aBTomatnyeckoi reHepauum NMNH-koga 3apaér
AnnHy NMUH-Kopa paBHYO yKa3aHHOMY 3HauYeHuto

MuHMManbHas ganHa BpemeHHoro KatoYa (MNH-koaa). 3a43ET MUHUMANBHYIO ASUHY
C034,aBaemMoro K/to4a nonb3osaTtenem. MNpu aBTomatnyeckoi reHepauum NMNH-koga 3agaér
Anvny NMUH-Kkoaa paBHYO YKazaHHOMY 3HAYEHUIO

MuHMManbHaa oMHA NApPoas ANA Noab30BaTeNA. 3a83ET MUHMMANbHYIO AJNMHY NApPO/A Npu
perucTpauum uam M3SMeHeHnr Napona agMMHUCTpPaTopamm

MuHMManbHaA CNOXKHOCTb Napona. 34T MUHUMAJIbHYIO C/IOXKHOCTb Napons.

Pexxnm Bxofa - TO/IbKO aAMUHUCTPATOPbI. BKAOYAET pexunm, Koraa ayTeHTUPULMPOBaTLCA B
CUCTEMY MOTYT TOJIbKO aAMUHUCTPATOPBbI. [1pn 3TOM He NpepbIBaET TeKyLLMe ceccum
nosb3oBaTteneit. [1na npepbiBaHWUA TEKYLLMX CECCUIA HYKHO BOCNO/b30BaThCA QYHKLMEN
“MNpepBaTb ceccum nonb3oBatenen”

HacTpolikun obcnykmBaHuMA
3azatoT ry6UHY XpaHEHUA }KYPHANOB, BPEMEHU Hauyana M OKOHYaHMA onepauui C XXypHanamu.

HacTpolikn TpeBor
3a4al0T BpeMEHHbI MHTepBabl COOTBETCTBYHOLLMX CUTHaA0B — Tpesor. Hanpumep, Mopor
onoselleHna o BpemeHu oteeTa (Latency) cepsepa KOHTpoA/epam B MC., eC/iv 3HadeHue (-1), To He

aHa/M3upyeTca 3a4aéT MHTePBa/ 0BPALLEHNIT KOHTPOIIEPA K CEPBUCY, OTBEYAtoLLEMY 33
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KOMMYHMKaUMIO C KOHTpoanepamu. Ecam Bpema 6bia10 NpeBbiWeHO, TO ByAeT CO34aHO ONOBeLLEHME
B XKypHasie TPeBOr 1, Npu HacTpownTe, B Telegram.

MaKcMmabHOe KONMYEeCTBO UCMO/b30BaHWUI Katoya 3a4aET KOIMYECTBO UCNO/Ib30BaHMIA 3a
npeablaylive CyTKM A0 NonaaaHua B CNMMCOK Ha aHau3, KoTopblil otnpasnsertca 8 Telegram.

®doHOBbIe CEPBUCHI M CYKObI

Onsa obecneyeHns BbinoNHeHNA POHOBLIX 3a4a4, becnepeboitHoi paboTbl, ONOBELLEHWUI U APYTUX
AeNCTBUM cyLecTBYOT GOHOBbIE CAYXKObI M CEPBUCHI MOTYT PAa3MeLLLAaTbCA KaK Ha OTAENbHbIX XOCTaX,
TaK U Ha pasHbIX.

Hanpumep, cnyxba CMHXPOHU3aLMM TeKyllero Habopa Katoyel B NaMATM KOHTPoIAepa, Ha caydai
aBTOHOMHOW pPaboTbl MPM NOTEPE CBA3M C YNPaBAAIOLLMM CEPBUCOM, A0/IKHA PAcronaraTbCa Tam, rae
OHa MMeeT AO0CTYN K KOHTPO/I/Iepam U CEPBUCY NOMYUYEHMA TEKYLMX KAtoUel. ITO NO3BOANT B
peXume HanuumA CBA3M C CEPBUCOM MOAYYEHUA KNtoUel A06aBAATb M yAANATb UX U3 NaMATU
KOHTpO//iepa. B cnyyae notepu CBA3M C CEPBUCOM NOMYYEHNA KNtOYUE UK CEPBMCAMM
KOHTPO/1/1epOoB NPOU30IMAET OCTAHOBKA CUHXPOHW3ALMM A0 BOCCTAaHOBAEHMA KaHanoB CBA3N. A
KOHTPOA/Iepbl Ha4HYT paboTaTb aBTOHOMHO, UCMO/Ib3YS CBOKO BHYTPEHHIOK NamsATb.

Cnyba CUHXPOHM3ALMN KAtOYEN B MAMATN KOHTPOI1IEPOB

Cny»Kba, B 3a4aHHbIN MHTEPBA BPEMEHM, OTNPABAAET 3aNpPOChl K CEPBMUCY, OTBEYAIOLLEMY 33
NOCTaBKY CMUCKa KNto4yen Ha LI,O6aB!'IEHVIe nyaaneHne n3 namaTt KOHTPON/IEPOB. I'IonquB CMUNCOK
KI'II-O‘-IGI\/'I, MPOUCXOAUT CUHXPOHU3aUUNA C NaMATbIO KaXXA0ro KOHTpo/1epa. B NoNy4YeHHbIX CNUCKaX
Kntouen CoAePXKUNTCA: M,CI,eHTMd)MKaTOp KOHTpOANepa U CBA3U C HUM, CNMUCOK KAtouyen Ha p,o6aBneHme,
CNUCOK KAoYen Ha yaaneHue. [1o M nocne onepaumm cnyxba oTnpasaseT cepeucy MHpopmaLmio o
TOM, Hayanacb /I CUHXPOHU3ALMA, B KAKOM 0OBEME N UTOT CUHXPOHM3ALUKN. CTOUT OTMETUTDb, YTO
CMUCKU KNtouen coaepxKar e cebe He Bce KZ1I04U, a b KNHOYN, KOTOPblE USMEHUTUCH C I'IOCI'IGLI,HEVI
nTepaunn CUHXPOHU3aUuunn.

BHMMaHue. Mbl peKomeHAyem pa3mellaTb CAyXK6y CMHXPOHU3aL MU BHYTPU CETU C AOCTYNOM K
KOHTPOA/Iepam U AOCTYNOM B MHTEPHET, B CTPOro orpaHMYeHHoM 6paHaMayIpoOM COCTOAHUM.

Cny»6a onoselleHnin Telegram
Heo6xop,14ma ANnAa BbINONTHEHUA pPAOA KOMaHO U OnoBeLWeHNA nonb3osBaTtesien o CO6bITVIFIX,
npou1soLeaLwnx B cucteme 1 Tpebyowmx BHUMaHMA.

Cnucok ana nonb3oBaTenei:

o ConpsAMKeHMWe aKKayHTa — KOMaHA4a “/accountpairing” No3BoAAET CO34aTb CBA3b MEXKAY
aKKayHTOM B cMCTeMe M aKKayHTom B Telegram.

e Pa3pblB CBA3M aKKayHTa — KOMaHZa “/accountunpair” HeobxognMman Ana paspbiBa CBA3M
MeK Yy aKKayHTOB B cMCTEME W akKaHTOM B Telegram. Yaansaet nudopmaumio o npeablayLiein
CBA3U, A/19 BOCCTAHOB/IEHUSI HEOHXOAMMO 3aHOBO BOCMO/1b30BATLCA KOMaHAOM
“/accountpairing”

e [lonyunTb cNncok 6NOKMPOBOK U HapylLeHWid — KomaHaa “/getblocks” nossonset nonyunTb
MHPOPMaLMIO O TEKYLLMX BIOKMPOBKAX N HAPYLLUEHUAX.
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¥ AKTMBHBIX HapyLIeHWiA U 6NOKMPOBOK HeT. Cnacmbo, uTo
cobnogaeTe NopAAOK

Bnokuvpoeka oT: 28.03.2024 14:28:10
! WMcrekaeT: 26.06.2024 14:28:10
¥ Mozawena
A\ NononkuTensHan MHbOpMaLMA
MpwumnHa: 'VICTeKNO EpeEMA SeACTENA',

e Mcnonb3oBaHue Kato4velt — MHPopMaLMaA O BPEMEHM, KtoYe, TOUKE AOCTYNa,
AONONHUTENbHOM MHOPMALUM U CTATyCe KtoYa Ha MOMEHT 1cnosib3oBaHunsa. CooblieHun
NpUXoaAT aBTOMATUUYECKKU, NOC/Ie UCNONb30BaHUA KoYa.

26.06.2024 18:50:54

._ﬂ PIN-kod nepexodHozo nepuoda

? Konumea - Ce (Axpon npoezd) (docmyna Hem)
AononHUTenbHaA MHGOopMaLWMA

KnHou He aKTeEH

e YacToTa UCNoNb30BaHMA KNkoUein — MHPOPMaLMOHHOE CoobLLEHNE, B ClyYae NPeBblWeHNn
YacTOTbl UCMO/b30BaHUA, 3aaHHOM aAMUHUCTPATOPOM B HAaCcTPOIMKax cuctemsl. Nossonser
onpeaennTb Ha/iMuMe YyXKoro A0CTyNa — KOMMNPOMETaLLMK KAloYel Noab3oBaTtens.

e HapyweHusa — uHpopmaumnoHHoe cooblieHne, B cyyae GpUKcaLmMm HapyLeHus

e  B0OKMpPOBKM — MHPOPMALIMOHHOE COObLLEHME, B C/lyYae NoyYyeHUs 610KUPOBKU

Cnucok Ana agMMHNCTPATOPOB:

o COCTOAHME KOHTPONEPOB — COOBLLAET TEKYLLEE COCTOAHNE KOHTPOMNEPOB C YYETOM TOYEK
Aocrtyna.

d107ak1
[27.06.2024 10:23:13] %5 : * = AccessPoint:

"107AK1 11 cekunA St i Message: LastPass
npeebilLeHO: '26.06.28 58 iy IH.

[27.06.2024 10:28:13] > o & S AccessPoint:
"107AK1 1 cexumna 3BaKyaUMOHHbIN BX0A/BbIX0A' Message: LastPass
npeebilLeHOo: '26.06.2024 22:27:18'. Nopor '720' MUH.

e YacToTa MCNo/b30BaHUA KaoYeln — MHd)OpMaLI,MFI nepep,aéTCH dBTOMATUYECKKN MO BCEM
nonb3oBaTenemM 3a npegbiayuime Cytkm C y‘-IéTOM npesblilLeHNA KONNYECTBa MCMO/1Ib30BaHUN
B HaCTDOI‘;IKaX Cncremnl.
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d107ak1
————————PassFrequency

-Threshold: 25

-Start: 25.06.2024 0:00:00

-End: 26.06.2024 0:00:00

Kniou NSl sl e

Cnyxba nonyyeHmsa n3obpaskeHnii (MOMeHTaIbHbIX CHUMKOB) C pernmcTpatopa / Kamepbl
dYHKUMOHAMbHAA BO3MOXHOCTb MCMO/b3yeTcA NPy Heo6X0AMMOCTHM MO/Yy4YaTb U COXPaHATbL
n3obpakeHus Npu nNonbITKax gocTyna. Hanpumep, npu npoxoae no KapTte 6yaeT 3adpUKCUPOBAHO TpU
CHUMKA 4,0, MOMEHT cobbITUA NPOXoAa U TPU CHUMKA nocne. CHUMKK ByayT coxpaHeHbl B 6ase CKY/,
1 byayT AOCTYNHbI 414 Aa/bHEWLWero aHanusa.

[na cBoelt paboTbl cnyKba LUKANYHO NOMYYAET HACTPOMKM HEOBXOANMbBIX PETUCTPATOPOB, KaMep,
aKKAyHTOB, NapoJiei, KaHan0B, U UCNOJIb3YA UX, MPOXOAUT NO HACTPOMKAM U NoslyYaeT n3obpaxkeHus,
HemMeZ/IeHHO nepeaaBas UX yNpaBaaoWeMy cepBuUCy. YNPaBAAaoLWMiA CEPBUC HAXOLMUTCA Ha CTOPOHE
CKY[. Y1066l 06ecneuntb MHTErpauuto 6asbl gaHHbIX CKY/ 1 cepBmca NpUHATUA N306parkeHUi
Kamepbl. YNpaBaatoLwmii cepBuUC MMeEeT HaCTPOMKY KONNMYECTBA COXPaHAEMbIX N300pakeHN.
3Ha4yeHune no ymonvaHuto — 200 000 wTyK. B 32aBUCMMOCTU OT pa3mepa, Koan4ecTsa u
WHTEHCMBHOCTM NONYYEHMA N300paXKeHNn HEOBXOAMMO M3MEHATb 3HAYEHME MO YMOHAHMUIO.

BHMMaHue. Oco6eHHO BaXKHbIM ABNAETCA TO, YTO NPU COBEPLLUEHUM ONepaLum NoayuyeHus
n306paxKeHunA NOBbILIAETCA HarpysKa Ha perucrpatope, Kamepe U Tak Aanee. 3T0 MOXKET NpuBecTu
K 3aBUCAHUIO BHELWHUX UHTepdelicoB, Hanpumep Bblgaun M306parkeHnUi i Ha MOHUTOP NO KaHany
HDMI nan HenocpeACTBEHHO CO3AaHMI0 M306parKeHuii. Heobxoaumo TwaTenbHO cneaunTb 3a
6anaHcom u KOHGUrypupoBaTb CUCTEMY COOTBETCTBYHOLLMM 06pa3om, 4To6bl OHa Moraa cnpaBuTCcA
C YKa3aHHbIMM BaMM NapameTpamu.

Hanpumep, ogHMM 13 cnocob60B PasrpysnTb PErncTpaTop — BbIHECTU NoAyYeHUe U306pakeHni
HenocpeacTBEHHO Ha CAMU UCTOUHUKM, HAaNpUMep, Kamepbl.

HacTpolika cnyX6bl NONYyYEeHNA CHUMKOB NPOMCXOAMT B pamKax KOHOUIypaLumm TO4KM A0CTyna.
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PegakTupoBaHUe TOUKM JocTyna

AkTuEHA

HazeaHue [ Bopora - KOr (B00-neTie Mockebl) l

3oHa pocTyna [ Mpoe3a Be3 CTOAHKM Ha TEPPUTOPHID ABOpa v l
BopoTta 1

Onucanue

CNMWUCOK NCTOYHWKOB OTOPUKCALIMK

106aBHTD HCTOUHHMK

HassaHue IP agpec Kon. cHUMKoB MonkzoeaTens/Mapons KaHane!
BopoTa - Or 3 e / 1 a4
BopoTa - Or - Bweag - 3 - 1 SR
BN
BopoTa - }gﬁ - Buiean - 3 - 1 PR
Kanutka -Bll(zllr - Bxop, - 3 S 1 SR

CDXPBHHTI) H ﬂDﬁBBHTb AHHTD

[Lo6aeneH1e/pepaKTUPOBaHWE MCTOUHUKA

KonW4ecTeo CHUMKOB
no wnocne. (Zero) -
BbIKMHYEHO

Ip agpec UCTOUHUKA

Monezoeatents

KaHansl MCTOYHMKE,
yepes '

(W
[ —
CR—
=
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